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Abstract—Wireless Sensor Networks WSNs are being
utilized increasingly nowadays due to their ability to
collect data from stationary, moving, reachable or
unreachable fields. Progressive developments in WSN
techniques add efficiency, reliability and better power
management possibility, but they are still vulnerable and
sensitive to security threats. The most effective threat to
WSN is DOS attacks, which are detectable but in many
cases unpreventable yet. An authentication-based
defensive approach against DOS attack combined with
jamming attack that prevents transferring data between
attacked nodes in a cluster and cluster head node is
proposed in this study. The proposed method encompasses
developing an algorithm with ability to bypass attacked
path via alternative safe one under control of cluster head
to mitigate the False Node Excluding DOS due to jamming
attack. The proposed method has been experimentally
tested against similar methods from the literature with
arbitrary study cases. Our proposed algorithm shows
promising results in mitigating False Node Exclusion DOS
(FNEDOS) attack where a full recovery of the attacked
node is achieved in case of isolated nodes, and
improvement between 36% and 52% is obtained when the
attack affects a group of nodes at proximity.

Index Terms—Wireless Sensor Networks (WSN), False
Endorsement DOS (FEDOS), Denial of Service (DOS),
False Node Exclusion DOS (FNEDOS), Jamming Attack.

. INTRODUCTION

Due to widely utilization of WSNs, they face several
challenges that affect their efficiency and lifetime. Some
of these challenges are deployment, reliability, routing and
monitoring, programmability, power supplying and
security [8]. Security is the most significant challenge due
to its relation with securing collected data and transmitting
it between nodes. Therefore, data protection against
outsider and insider adversaries or attacks is the most
significant issue among others. The most dangerous and
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unpreventable attack is Denial of Service (DOS) attack
due to its ability to use different techniques to suspend or
reduce the effective functionality of nodes. In this study, a
method is proposed to defend WSN against certain types
of DOS attacks namely jamming attack, and mitigating its
effect even if it is still attacking the communication
channels between the sensor nodes and the cluster heads.

DOS attack aims to disturb either the node
functionalities or data transmission channels to prevent
nodes from providing services or communicating with
each other. One type of these DOS attacks is a jamming
attack. Krauf3et.al. propose a method as an authentication
defense against false endorsement DOS attack based on
creating a gray-list [22]. In their method, cluster head (CH)
generates a report about occurrence of a certain
phenomenon and broadcast it to all corresponding cluster
nodes asking their endorsement on the generated report.
Cluster nodes (CN's) check phenomenon time stamp and
occurrence of phenomenon itself. If verification process
passes, an endorsement is generated and forwarded to the
CH, which authenticates the endorsing node.
Endorsements from CNs are accepted unless an error
occurs with endorsement message, in such a case, node
grey-listed and CH waits until CN resends the same
message as a proof for its last endorsement. In this case
CN is trusted again and removed from the gray-list. If
proof message is delayed or prevented, CH excludes CN
from further endorsements while CN is still functioning
correctly. The above-mentioned delays and preventions
can be due to jamming attacks, which can put part of the
network out of work.

Excluding functioning nodes after one iteration of
failure in resending proof for the last endorsement makes
WSN lose innocent nodes. In addition, it is necessary to
provide alternatives to defend against this pitfall especially
when jamming attacks last for a long time. | addition, the
node under attack is not informed that its endorsement was
not delivered.

In this paper, an algorithm is proposed to prevent
excluding well-functioning innocent nodes by utilizing the
communication capabilities of the neighboring nodes
around the node under attack. This algorithm delivers

I.J. Computer Network and Information Security, 2019, 11, 1-13



2 Active Defense Strategy against Jamming Attack in Wireless Sensor Networks

delayed or blocked endorsement from attacked nodes via
multiple paths. The proposed method has been
experimentally tested against similar methods from the
literature with arbitrary study cases. More specifically we
have considered the method proposed by Krauf3et.al. [22]
to verify the performance of our algorithm.

The remaining of this paper is organized as below:

Section (Il) introduces the security issues in WSN
Security and attack types. Section (lIl), presents the
related works about mitigating DOS attacks. In Section
(IV) we introduce some algorithms to prevent false
endorsement. Section (V) provides the details of our
proposed active defense strategy. Section (VI) presents
testing and analyzing results. In Section (VI1) we draw our
conclusion and suggest the possible future directions.

Il. WSN SECURITY AND ATTACKS

Security presents one of the most challenging issues in
WSNs besides other issues such as sensor deployment,
scalability, energy efficiency, computational power and
QoS (Quality of Service). WSNs, in addition to the
security threats in traditional networks, are exposed to
extra kinds of security challenges due to the wireless
nature of their connectivity. Wireless broadcasting of
collected data lets adversaries to intersect the transition
frequencies illegally and remotely. Moreover, the
deployment of sensors in open wide areas gives the
possibility to the attackers to interact directly with the

sensors to take codes, ciphering keys, passwords and so on.

These vulnerabilities of WSNs have motivated researchers
to develop techniques to mitigate attacks on WSNs [12,
13]. In this section we provide a brief overview of the
WSN security. However, it should be noted that main
concentration of this research is mitigating attacks
occurring at the physical layer. Overall, WSN security
measurements should meet several requirements as
described below [15, 16, 17].

A. Security Requirements

The proposed solutions for mitigating security threats
should have the following characteristics:

Availability

As mentioned before, WSN normally deployed in either
friendly or adversary ambient and in both cases, it is
needed to keep the WSN services and collected data
available for authorized sink nodes. In other words, WSNs
should be protected against DOS attack [12].

Integrity

WSNs transmit data wirelessly from node to another
until it reaches the sink or the head of the cluster node.
Hence, it is more likely that the data is modified during
transmission. Integrity protects transmitted data from any
malicious modification through transmission process [13].

Confidentially

Only intended nodes should understand transmitted data.

In other words, it must be guaranteed that the transmitted
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data are hidden from adversary nodes.
Freshness

The main purpose of WSN is to collect data and
transmit it to the main station. This implies that timing is a
significant issue especially in sensitive applications such
as military or health care. In such cases, delay in delivering
data imposed by malicious adversaries can cause loss of
freshness in data. Therefore, in time data delivery is
considered a security goal.

Authentication

Yet another goal of security in WSN is to prevent
adversaries from injecting any additional illegal massages
via legal WSN transmission channels. The receiver node
must make sure that received data comes from true and
authenticated nodes.

Access Control

Participant nodes within a WSN must have the ability to
utilize the communication facilities of the network
however, access to these facilities should be denied for
foreign nodes. Accordingly, massages that belong to
foreign WSN's must be detectable.

Non-repudiation

WSN nodes should not neglect to transmit any received
message to the next hop.

B. Attack Types on WSNs

WSN's face different types of attacks due to the variety
of purposes behind attacking WSN's. WSN attacks can be
classified into several categories as illustrated below.

a. Passive attacks

Some of the attacks are limited in listening to
transmission channels in order to analyze transmitted data
and extract useful information such as detecting which
node serves as the head of a cluster. These kinds of attacks
are extremely difficult to detect because there are no
activities or modifications applied to originally
transmitted data. These kinds of attacks usually occur
before active attacks, which are the second category of
attacks.

b. Active Attacks

In this category, the aim of the attackers is to remove
transmitted data, modify them, inject fake information,
replay old information, mimic legal nodes, and/or cause a
denial of service in a certain WSN. In this category, the
most significant active attacks can be listed as, tampering
where attackers access the nodes physically in order to get
critical information such as encryption keys or algorithms,
black hole attack in which an adversary node broadcast
fake routing information to make other nodes route data
traffic through the attacking node. In selective forwarding
the attacker which behaves like a member node simply
blocks or drops certain packets instead of forwarding them.
Jamming attacks where the attacker disturbs the radio
transmission channels by using the same frequencies for
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broadcasting useless information. In blackmail attack, an
adversary node declares another set of nodes as malicious
nodes. An exhaustion attack happens when an adversary
node passes unnecessary information to other nodes. The
main idea is to exhaust the energy of the legal nodes by
receiving useless information and processing them. In
wormhole attack, adversary nodes placed at the
boundaries of WSN area can receive or transmit
information by means of tunnels. In identity replication
attack, adversary node clones another legal node and acts
as part of WSN to collect important information. Unlike
Sybil attack, legal node and malicious node share the same
ID.

I1l. RELATED WORK

One of the most important attacks in WSN is a DOS
attack. The significance of this attack comes from its
resilience to detection. Therefore, a lot of efforts have been
devoted to achieving a high detection efficiency. We
categorize these methods based on their detection and
prevention capabilities as described below.

Clustering and Energy Balancing Methods

The main idea of the algorithms in this category is the
creation and distribution of a new type of node named
Control Nodes (Cnodes) which are included within the
clusters. Cnodes take the responsibility of monitoring the
data traffic to detect malicious nodes. Cnode election
algorithms  using random-based election, energy
balancing-based election and distance from nodes have
been reported in the literature. The algorithms take into
consideration the time periodicity of election and
re-election against the timing of CH election. In [25],
authors while focusing on high detection ratings of DOS
attacks, provide a good energy-preserving solution. They
considered the hierarchical topology clustering algorithms
such as Low-energy Adaptive Clustering Hierarchy
(LEACH). The detection of compromised nodes depends
on electing suitable Cnodes which are responsible for
monitoring data traffic in WSN. There are three methods
for the election:

e Distributed Self-election,
e Cluster head-centralized election
e Base station-centralized election.

The authors proposed a Cnode to be re-elected
periodically to ensure that each non-CH node has the
chance to be elected. In this way, the algorithm provides a
good power balancing and high detection rate under the
condition that Cnode re-election period must be shorter
than re-election period of CH. In [30] and [41], authors
execute LEACH for multiple iterations to split the first
level of clusters into sub-clusters. The node energy level is
included in the cluster head election formula in level-1
which elects the node with the highest power. Higher
levels sub-clusters with number of nodes more than 2 are
constructed with sub CH (considered as Cnode for
corresponding cluster). The LEACH iterations keep
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generating sub-clusters out of sub-clusters as long as the
minimum node per cluster condition is satisfied. Cnodes
generated in this way, are assigned to the cluster with the
nearest CH from them. In this way, the algorithm achieves
a higher efficiency of traffic monitoring and better DOS
attack detection. However, on the other hand increasing
the number of Cnodes causes higher power dissipation, an
issue which has not been discussed or mentioned. Besides,
LEACH algorithm gives the nodes the right to
self-electing whether they are Cnode or not. This issue
causes non-uniform distribution of Cnodes within a single
cluster. In [42], LEACH is also used to achieve recursive
clustering of WSN exactly as reported also in [30] and [41]
with almost similar results. The authors, however,
improved the recursive-clustering technique by using a
novel clustering algorithm named Fast and Flexible
Unsupervised Clustering Algorithm (FFUCA) and
compare its results with LEACH algorithm. FFUCA
provides an optimal solution for deploying nodes where
average squared distance between Cnode and sensor nodes
is calculated for 3 clusters are 136.61 for LEACH and
24.05 for FFUCA. They also provide better DOS detection.
The improvements are shown in terms of false-negative f,
and false-positive f, for both algorithms where LEACH
has f,=16% and f,=3%, but FFUCA manages to reach
fu=12% and f,=8% . In[32], for achieving highest
possibility to detect DOS attacks with best energy
balancing, a dynamic method is proposed to elect control
nodes CN's by considering the remaining energy in each of
them. LEACH algorithm is used to construct the WSN
topology. CN’s are responsible for monitoring the traffic
between nodes and their behavior as well as preventing
DOS attacks. The CN's are elected periodically based on
the highest remaining energy criteria and hence, each node
may be elected as a CN. This consideration may increase
the lifetime of WSN however, it may make elected CN's
undistinguishable from adversaries. In [33], the
compromised Cnode tries to prevent being detected by
showing high residual energy. Verification Nodes V-nodes
are responsible for monitoring residual energy of Cnodes
and compare it against a mathematical model of expected
power consumption. In order to reduce the power
consumption due to monitoring process by both Cnodes
and Vnodes, a VVnode is designated to a Chode for a given
time interval and after collecting enough power level
recordings, the collected data is compared with a
mathematical model of normal power consumption. Any
abnormal expectation leads to detection of compromised
Cnode and is reported to the base station.

Frameworks and Schemes Category

In this category, some schemes and methods for
detecting and defending against DOS attacks were
provided by arranging well-known DOS detecting and
mitigating algorithms into such structures to provide high
efficiency. In [19], the proposed framework is composed
of attack detection and attack defense countermeasure
stages. In the detection stage, some of the widely used
algorithms for DOS detection are integrated together as
sub-modules to detect DOS attacks in different network
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layers of WSN. In defense stage, various defensive  against detected dos attack as shown in Fig. 1.
methods utilized to perform the better countermeasure
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Fig.2. The proposed defense scheme against DDoS

The communication module in figure 1 acts as a  approach consisting of three parts: Virtual Home (VH),
real-time WSN bridge for the attack-defense system in  Remote Home Server (RHS) and DDOS Defense System
sending and receiving packets. User control platform is  (DDS). The main idea of this approach is to create a virtual
designed to let users interact with the proposed system.  home stage to detect the DDoS attacks and prevent it from
Attack detection component consists of sub-modules  reaching real WSN as shown in Fig 2.
working independently. Each sub-module detects specific In virtual home-DDOS attack detection mechanism,
kind of attacks where if an attack is detected the  end-to-end encryption is used to ensure the user's privacy
corresponding flag is set and is sent as a message to  unless an attacker captures the encryption key. If any
communication module. Attack defense countermeasure  adversary behavior is detected, a corresponding flag is set
component receives the warning messages and activates  and a message is sent to RHS to analyze the Home
the corresponding defense sub-module against certain  Gateway message. If attack is recognized, DDOS defense
DOS attacks. The advantage of this framework is the  server will take countermeasures against it. However, if
ability to add more types of DOS attack countermeasure  the attack is not recognized the communication between
sub-modules with high degree of flexibility. In [21] and RHS and home gateway is blocked. In such a case,
[44], authors concentrate on DOS attacks upon WSN's in ~ Response Mechanism overcomes the incoming low-level
Home Automation Systems (HAS). Their defense scheme  attack.
targeted the low-level DOS attacks by proposing an
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Measurements and Analysis Category

The most common application of WSNs is collecting
data from their deployment fields whether it is reachable
or not, and at a friendly area or at a hostile one. Here, the
most significant issue is to achieve the highest efficiency
within the duty time. Therefore, WSN designers need to
have information about the normal behavior of WSN as
well as their behavior under attacks especially when DOS
attack as its where its detection is more involved. Hence,
these measurements and analyses are very important.

In [23], the authors focus on analyzing Sensor-Medium
Access Control (S-MAC) protocol, which provides good
energy properties, scalability and collision avoidance. The
S-MAC protocol consists of four essential components:
periodic listen and sleep, collision avoidance, overhearing
avoidance, and message passing.

In case of no authentication, two different situations
may arise: first situation is when the adversary node B' is
located between two nodes A and B (i.e. r1<r) as shown in
Fig 3.

Node D

Node A

& ~

Attacker ) ~
B‘ ) Node' B

Node C

Fig.3. DosS attack by neighboring node in S-MAC

B' replies the clear to send (CTS) packet to A instead of
B. The second situation arises with a collision attack
where B' keep sending fake Sync and request to send (RTS)
packets to both A and B and cause collisions. The power
consumption is analyzed and compared with similar
situations where an authentication algorithm is applied.
The overall results show less power consumption if
authentication is used. In [28], Authors aimed to detect
flooding DOS attacks that exhausted the energy of sensor
nodes. Authors tend to achieve desired detection by
deploying entropy estimator nodes. The entropy
estimation is a classification algorithm that is normally
used in data mining and machine learning applications for
distinguishing between normal and abnormal behaviors.
The detection process is based on simplified Entropy
Estimation for key information that is attached to traveling
messages. This information in WSN is the key used for
authentication and encryption of messages instead of
collected information because collected information such
as temperature or light intensity could regularly change
with time. In [37], authors try to find the most effective
metrics for examining the behavior of WSN nodes and
decide whether nodes are under attack or not. These
metrics may be a base for developing an intrusion
detection system IDS. The authors focus on jamming
attack and black hole attack to test the impact of their
metrics on WSN. To be sure that the selected metrics are
generally applicable, they vary some parameters such as
Topology (mesh/collect), Traffic (high/low),
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Transmission power (high/low) and Type of Attack
(jamming/black-hole/no attack). Metrics can be divided
into three categories: elementary metrics, collection tree
specific metrics, and mesh network-specific metrics. They
found that packet delivery rate is the most conclusive
metric detecting attacking behavior. By analyzing the
listening time and the number of neighboring nodes, both
of them can detect the attack on all nodes. In [45], very
useful information about the survivability of WSN is
provided for the designers of WSN. The survey covers
sink nodes, major CHs and miner CHs as in Fig 4.

The authors give a definition of survivability as " The
ability to provide basic services after attacks or system
error”. Survivability evaluation consists of two
approaches. The first approach is the analysis of services
offered by network which is the communication rate
between CHs. The second approach is the probability of
being in a state obtained by Markov Chain which
computes the probability of CHs failure rate especially in
case of miner cluster head.

Fig.4. Tree structure of cluster-based WSN

Authors base their evaluation upon two criteria, namely
the density of nodes and the initial power of nodes. As a
result of this evaluation, they find that the survivability
increase if node density and initial power increase.

Authentication Approach Category

Data collected from a certain field especially form
hostile ones, should be protected from attackers who try to
capture significant information, disturb data transmission,
change transmitted data, etc. Therefore, authentication
aims to make authenticated data available to authorized
users only. As power consumption is the most crucial
factor in WSN's, more power will be consumed in nodes
applying authentication. Moreover, it is applicable to a
limited number of attacks such as jamming attacks. In
addition, multi-hop communication also appears as a
challenge, which raises the wvulnerability of
communication paths due to the attacks by compromised
nodes.

In [18], the authors proposed a DoS resilient enhanced
two-factor authentication scheme for WSNs. The so-called
two-factor authentication consists of two parameters that
nodes in WSN utilize for identifying the sender and to
verify sender node at the receiving node. These two factors
are any two elements well known for both sides such as
password and/or digital signature. The two-factor
authentication scheme relies on two enhancing methods.
First, lightweight pre-authentication using Merkle hash
tree. Second, personalized secret parameters for sensor
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nodes. Authors concluded that their modified Two-factor
scheme has the ability to resist the Gateway impersonation
attack with node captured and Forgery attack with node
captured with high efficiency of more than 90% and to
adapt dynamically to DoS attacking scenarios.

In [34] and [38], address the challenge that
communications may suffer resource-draining attacks
where the attacker floods the WSN with useless or fake
messages leading to higher power consumption and buffer
overflow. As a countermeasure, a Hop-by-Hop Broadcast
Source Authentication Protocol ( H’BSAP ) method was
proposed which provides authentication along the path to
the sink node. In this way, threats are limited to one-hop
neighbors only. H’BSAP reduces the time needed for data
verification where nodes need to buffer received data for a
short while. The protocol also imposes extra overheads in
computation, storage, and transmission, which are
considered as open issues. The protocol also suffers from
scalability problem.

In [43], authors claim that most of the anonymous
authentication protocols designed for WSN-based
real-time applications are suffering from missing
synchronization between participants within the WSN,
which leaves them vulnerable to DOS attack. The authors
proposed a model consisting of three parts: the set of users
U, a gateway GW, and a set of sensor nodes SN that acts in
a real-time monitoring manner. Successful authentication
is done when user U sends an authentication request to
GW using a temporary identification TID, GW responding
with generating a new TID for user U. The new TID lets U
access sensor nodes SN through public channel and a
secret key shared between them. This solution can be
easily integrated into the current protocols and reduce
communication and computational efforts during
re-synchronization.

In [22], it is assumed that attackers can compromise
sensor nodes and inject false or fake data to trigger false
alarms. Also, they can inject a large number of messages
in order to exhaust the nodes’ energy through multi-hop
communication. This type of attack is called Path-based
Denial of Service (PDoS) attack (i.e. attack by
compromised nodes along communication path). As a

solution for these attacks, multiple nodes can cooperate to
produce an authenticated report.
False-Endorsement-Based Denial of Service (FEDoS) is
an attack when an attacker compromises one of cooperated
nodes and generates a false endorsement message (MAC)
which cannot be verified in report generating node.
Accordingly, report-generating node (CH) compresses
endorsements and sends it to sink node. This issue is
solved by making endorsing node send a proof message
for correct endorsement after a certain time. This solution
is sensitive to Jamming attack, which affects the
communication channel between cooperating nodes and
cluster heads. Hence, authors propose a gray-list approach
where the report-generating node CH, will not exclude the
node under jamming attack at once but put it in gray-list
until proof is received with the next endorsement. The
drawback of this approach is higher energy consumption
in comparison with previous solution. Moreover, if grey
list is full, attacked node may be excluded from further
report endorsement.

False Endorsement-Based Algorithms

Nodes belonging to a certain cluster, send their
endorsements to cluster head (CH). To mitigate FEDoS
attack, cluster nodes should send the same endorsement
again after a time interval as a proof for the previously sent
endorsements. If proof endorsements do not reach cluster
head within the time interval, delayed node CN is
excluded from further endorsement. Christoph Krauf3
Markus Schneider and Claudia Eckert in [22], propose that
if a node sends the first endorsement but the proof
endorsement does not reach CH, add delayed node to a
Grey-List until node’s proof message of the old
endorsement reaches CH together with a new report
endorsement.

Authors in [22], assume that jamming attack can be
detected via certain algorithms but it cannot be prevented.
Therefore, they considered the effect of jamming upon
communication between endorsing node CN and cluster
head CH. The considered type of jamming attack is the
one that prevents or delays CN messages from reaching
the cluster head but does not destroy the message itself.

Endorsement .
Jamming

source

Attacked
Node
@ E

—

Report

Final Endorsement of

Fig.5. Jamming attack model
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Fig. 5 represents False Endorsement based algorithm
while considering the jamming attack. The messages of
the node under attack are prevented or delayed to reach
CH for longer than the threshold time, while other nodes'
messages are delivered correctly. As a defense mechanism,
Grey-List enhancement is considered. CH removes
attacked node from trusted list and inserts it into the
Grey-List. Therefore, attacked node has a chance to send
delayed endorsement for the last report together with the
next endorsement report. Receiving an endorsement report,
CH checks if the endorsing node lies in the Gray-List or
not and if its previous endorsement was verified correctly.
If so, CH removes node from the Gray-List and returns it
back to the trusted list. Otherwise, if the node is still under
jamming attack or the Gray-List is full, the node under
attack is excluded from further endorsement reports.

Analysis of FEDoS Mitigating Method

The method successfully prevents FEDoS attack by
re-computing the hash values and comparing it with the
received ones. A major drawback of this method is in
considering Jamming attack. If the last endorsement hash
value does not reach CH at all or delayed longer than the
threshold, the node will suffer from False-Exclusion while
it is still functioning correctly. This means that if jamming
attack continues preventing messages from reaching CH,
more innocent nodes will be excluded incorrectly.

IV. PROPOSED ACTIVE DEFENSE STRATEGY

The pitfall of false-excluding in FEDoS method is a
direct consequence of delayed delivery of proof
endorsements due to continued jamming attacks. This
requires an enhancement to prevent excluding
well-functioning nodes from further report endorsements.
The proposed enhancement provides a solution for
multipath endorsement message delivery and does not
enforce direct communication between attacked node and
the cluster head for transferring messages.

Assumptions of the Proposed Strategy

To achieve the desired results, several assumptions are
taken into consideration while designing proposed model
as described below:

e The cluster head has not been compromised.

e Cluster head has higher energy, storage, and
computational capabilities.

e The deployed sensor nodes are stationary.

e Nodes are deployed randomly.

e  Cluster head has information about which nodes are
functioning correctly, doubtful nodes and nodes
under Jamming attack.

e The node under jamming attack is still alive and
functioning correctly.

e Cluster head controls communication between
nodes.

Copyright © 2019 MECS

Proposed Strategy

6-a 6-b 6-c
Fig.6. The cluster head behavior

Fig. 6, depicts the cluster head behavior when CN ID is
located in Gray-list and it might be excluded as jamming
attack is still acting. First, as depicted in Fig. 6, CH
collects the location information of the deployed nodes.
Then CH computes the distances between the attacked
node to every other node. Finally, CH sorts the distance
table in ascending manner to pick the nearest neighbor to
the attacked node CN. Obviously, distance is an effective
parameter in reducing consumed energy. Cluster head also
collects information about the doubtful nodes in the cluster,
which are compromised nodes or act as an adversary
trying to inject false endorsement messages. For instance,
node number (6) in Fig. 6 represents a doubtful node.
Therefore, when CH selects the nearest safe neighbor node
to a node under attack (CN), doubtful nodes will be
bypassed even if they lie at a nearer distance to CN.

After selecting the nearest safe neighbor to CN, CH
sends it a message with 1D of an attacked node (CN) and a
request for endorsement. This message requests the
selected nearest neighbor node (node 2 in Fig. 6) to ask the
attacked node CN to forward its endorsement to CH
through the selected nearest neighbor.

In this process, timing is a very important factor to
ensure the transmission of the messages is accomplished
within the expected time threshold. Therefore, the selected
neighbor stores the transmission time of the request to CN.

When CN receives the request message, it responds by
forwarding its endorsement, hash value, node ID, and the
retransmission time to the selected nearest neighbor. As
soon as the selected neighbor node receives the
endorsement, it forwards it to CH with the following
information:

e Selected neighbor node ID, which is important
information especially if CH manipulated multiple
jamming attack cases.

o Attacked node ID to inform CH that this
endorsement belongs to a specific attacked node
and to ensure that the nearest node requests the
correct CN.

e The CN endorsement message and its Hash value.

e The transmission time of the request message to
CN and the arrival time of the reply.
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8 Active Defense Strategy against Jamming Attack in Wireless Sensor Networks

When CH the message, an authentication process starts
immediately. Initially, CH checks the time difference
between requesting and reply time. If it is more than the
threshold then CH realizes that the link between the
nearest node and CN is also affected by jamming attack. If
time difference is within the acceptable range, CH
re-computes the hash value for the received endorsement
and compares it with the hash value in the message. In
comparison to the hash values match, the CN is removed
from the gray list and permitted to send further
endorsements. However, if comparison fails, it implies
that CN suffers from other attacks (s) in addition to
jamming attacks.

Fig. 7 shows the case that the nearest neighbor node (2)
fails to communicate with CN, or the authentication of CN
endorsement forwarded by the nearest neighbor is not
approved. In this case, CH selects another neighbor node
from sorted distance table and repeats the process. As it is
shown in Fig. 7, the dashed line represents the failed
authentication path but the solid line between CH and node
(4) represents the second attempt by CH to receive the
endorsement of the attacked node. The cluster head CH
keeps trying different neighbor nodes until the first correct
endorsement authentication occurs. The attacked node will
be trusted again for further endorsement and removed
from grey-list if such authentication is reached.

Fig.7. The case of first neighbor node failure

V. TESTING AND EXPERIMENTAL RESULTS

In order to verify the ability of the proposed method to
mitigate false exclusion nodes in DoS attack, several test
scenarios have been applied. There are some assumptions
considered as initial conditions to apply these scenarios.
The testing approach is considered to include six different
parameters in order to put the proposed algorithm under a
wide range of testing possibilities. These factors are:
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e The number of deployed nodes (size of network)
and their positions. These values are selected
randomly.

e Node status: if a node is under active jamming
attack, it is labeled as "YES', otherwise the label is
'NO.".

e The number of nodes under attack which is a
percentage of the total deployed nodes.

o Defense level parameter, where '1' indicates a
grey-listed node, which is not currently under
jamming attack. A level value of 2' refers to grey
listed nodes under active jamming attack.

o Doubtful nodes around the node under attack.
These nodes may suffer from other kinds of attacks
making them unsafe to deliver endorsement. These
nodes are selected randomly and as a percentage of
total nodes.

e Nodes that inject false data. These nodes are a
subset of the nodes under attack, which represent
double attacked nodes.

These parameters are varied individually or in
combination to ensure the efficiency of the false node
exclusion DoS mitigation algorithm. We have considered
two main scenarios for verifying our proposed method.
The first scenario assumes the nodes under jamming attack
are randomly distributed in the deployment area of the
sensor nodes. The second scenario adds the extra
restriction that the jamming attack is concentrated in a
specific area. In both scenarios the location of the sensor
nodes and nodes under attack are selected randomly.
Tables 1 and Table 2 provide the parameters used during
the experiments. The experiments at each scenario
repeated 100 times and the average values considered as
the numeric performance results. This scenario further
restricts access to the nodes under attack. Test scenarios
are described in the following sub-sections.

Scenario (1)

In addition to the previously described test parameters,
another parameter is added to prove the ability of the
proposed algorithm to detect double attacked nodes as
well as doubtful nodes (Table 1). A double attack indicates
that a certain node is under jamming attack while the
authentication process has detected that it was attacked
with some other type of DoS attack such as being
compromised and injecting false endorsement. This
assumption gives an extra advantage to enhance the
algorithm in addition to its proved and tested abilities.

Table 1. Parameters of the first testing scenario

number_of_nodes 100 nodes
jamming_state 'Yes'
attacked node_percentage 10 %
defense_level 2
doubtful_node percentage 10 %
false_injecting_node_percentage 40% (of attacked nodes)
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Fig. 8 through Fig. 13 depicts the application of the first
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scenario to evaluate the proposed algorithm.
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Fig.9. The distribution of doubtful nodes and gray-listed nodes
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Fig.11. The distribution of compromised nodes

Fig. 8 through Fig. 13 shows the behavior of the
proposed algorithm against all possible previously
mentioned six input parameters. Fig. 8 shows the cluster
structure and the distribution of the nodes under jamming
attack that the algorithm tries to authenticate. Fig. 9
combines the attacked nodes and the doubtful nodes
around them before authentication. After applying the
proposed method, the nodes under attack are reached
through the nodes in the trusted list (if such a path exists)
and hence, the gray list is updated by removing the nodes
under attack as depicted in Fig. 10. As aresult of applying
the authentication procedure, the compromised nodes are
identified as depicted in Fig. 11. In this study, we have
considered injecting false hash values as the second type
of DoS attack. The compromised nodes are removed from
grey list and added to compromised list for further
consideration (Fig. 12). The final stage of the test scenario
leaves the grey list empty where all healthy nodes are
added to the trusted list and accepted for further report
endorsements (Fig. 13).
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Nodes in Trusted-List
1400

O Removed node
Sink node

E’ Cluster Head

©  Trusted node

1200 -

1000 o o o o e 5
o
800 | o o o o

600L © ] o]

w-axis field in meters
<o
<]
=]
(<}
fol ]

400 o

o]
<
o

200 =]
o0
e ©°

o]
=] 09

L L L L L )
0 200 400 600 800 1000 1200 1400
x-axis field in meters

(<]
o

0

Fig.13. The trusted list after applying the proposed method

Scenario (2)

The second test scenario aims to verify the ability of the
proposed algorithm to authenticate the attacked nodes
when the jamming attack concentrates in a local area of the
network and affects the nodes in a certain radial distance
from the jamming attack center. The parameters are shown
in Table 2.

Table 2. Parameters of the second testing scenario

number_of_nodes 500 nodes
jamming_state 'Yes'
attacked node_percentage 10 %
defense_level 2
doubtful_node percentage 10 %
false_injecting_node_percentage | 10% (of attacked nodes)
attack_state 'region’

Results of the second testing scenario
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Fig. 14 through Fig 16 show the behavior of the
enhanced algorithm against jamming attack when the
nodes under attack are concentrated in a limited region.
We assume that the cluster head is located outside of
jamming attack region. The distribution of the nodes has
been depicted in Fig. 14. The nodes under attack are
among the trusted nodes, however, we have assumed a
jamming attack center with a given radius limits the

affecting area of the attack. This assumption causes the
nodes under attack to be inside a limited area as depicted
in Fig. 15. Applying the proposed method to authenticate
the nodes in the gray list and move them to the trusted
nodes list provides the results that are depicted in Fig. 16.
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Fig.16. Updated gray list after applying the proposed method

As it is clear from Fig 16, the algorithm authenticated
only nodes lying on the boundary of the jamming attack
region. Many of the nodes further inside the jamming
attack region are not reachable through any path consisting
of trusted nodes only. It should be noted that the rate of the
nodes remaining in the gray list unauthenticated depends
on the density of the nodes in the jamming attack area, the
number/percentage of the nodes being affected by the
jamming attack, and the radius of the jamming attack area.
In our experiments the improvement was between 36%
and 52%. This improvement indicates the percentage of
the nodes under attack that is removed from the gray list
and was obtained by repeating the experiment 100 times.
However, even in the worst case the proposed algorithm is
capable of reducing the number of unauthenticated nodes
in the gray list and improving the performance of the
network in general.

Analysis of the Proposed Defenses Strategy

The goal of the proposed strategy is preventing false
exclusion of nodes from participation in sending
endorsements when they are alive and functioning
correctly.
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Moreover, the proposed method can detect double
attacks on a node. While jamming attacks prevent
messages from reaching CH, attacked node may be
compromised by another attack. Moreover, the proposed
algorithm gives CH a chance to receive the endorsements
of the attacked node via different paths. CN can find a way
to deliver its endorsement if at least one of its neighboring
nodes can communicate with CH.

In addition, as a significant property of the proposed
algorithm, delivering endorsement of the attacked node is
carried out under the full control of CH, because having no
acknowledgment sent back from CH, CN does not know if
it is under jamming attack. From a security perspective,
the proposed method does not require CN to broadcast its
endorsement to neighboring nodes, which may result in
capturing sensitive information such as node ID and hash
value of endorsement and use them for false data injection
by a compromised node. Meanwhile, broadcasting
imposes higher power consumption cost on node energy.
The simulated experiments shows that when the attacked
nodes are isolated, or at random positions of the network,
the method can almost fully (100%) recover the gray list
nodes. In case of having jamming attack affecting a group
of nodes at a specific location, the improvement ranges
between 36% and 52%. The main disadvantage of the
proposed method is its increased communication activates.

VI. CONCLUSION

With emerging of numerous WSN applications, their
security has attracted the attention of many researchers
recently. DoS attack is one of the attacks which poses a
serious challenge in WSNs as it is hard to detect and
prevent. In this study, we have considered the issue of
excluding the nodes under DoS attack from further
communications by the cluster head which degrades the
performance of the network. We have proposed a method
for mitigating the False Node Exclusion DoS (FNEDOS)
in case that the nodes are under jamming attack, which
prevents them from transferring messages to the cluster
head. The proposed enhancement method provides a
solution for original False Endorsement DoS (FEDOS)
method limitation, which causes excluding innocent nodes
from participating in endorsing cluster head broadcasted
reports. The enhancement includes an algorithm to detect
and utilize alternative safe paths for delivering the
endorsements of the nodes under attack node. In addition,
the proposed method does not allow broadcasting and
hence, disclosure of sensitive data while considering the
side effect of higher power dissipation due to broadcast
messages. The experimental results reveal that when the
number of nodes under attack is low, or they are not
concentrated in a limited region, the proposed method is
capable of mitigating false exclusion of innocent nodes
from endorsements. Although the performance of the
proposed method degrades when the nodes under attack
densely cover a small area, still some improvement is
achieved in comparison with similar methods proposed in
the literature.

As the future extension directions, there are several

Copyright © 2019 MECS

possible approaches to enhance FNEDQOS algorithm. The
first possibility is to enhance the algorithm through an
energy-aware methods [1], which can reduce power
consumption due to extra communication processes, and
balance energy consumption to prolong the lifetime of the
cluster. Secondly, the algorithm can be improved by
utilizing intelligent search algorithms for optimum path
selection between attacked nodes and cluster head
especially when multi-hop paths are considered. The third
possibility is extending the algorithm to non-stationary
sensor nodes. In addition, a combination of intelligent
algorithms and multi-channel communication may be
taken into consideration to address the open issue of
regional attacks problem.
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