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Abstract—Field programmable gate arrays (FPGAs) are 

the reconfigurable logic devices which are widely used in 

many applications like space missions, automotive 

electronics, complex computing systems and system 

prototyping. Run time reconfigurability feature supported 

in high end FPGAs allows the designer to optimize 

design with respect to resource utilization and power 

consumption. Using partial reconfiguration a specific part 

of the FPGA can be reconfigured at run time without 

altering the original design. In data communication, 

safety and confidentiality of data is achieved through a 

suitable encryption algorithm. Encryption is most 

important aspect when it comes to security. Design 

flexibility can be increased by providing an option to the 

user to select a particular algorithm as per the 

requirement. Instead of using a single algorithm to 

encrypt data, multiple algorithms can be used with an 

option to switch between the algorithms. Thus optimizing 

the resource utilization and also can avoid security breach. 

Through this work, an attempt is made to include 

reconfiguration of the design at run-time. This design 

implements different encryption algorithms at different 

instance of time. In this paper two encryption algorithms 

i.e. Advance Encryption Standard (AES) and TwoFish 

both of 128-bit are chosen to reconfigure at runtime using 

a custom ICAP (Internal Configuration Access Port) 

controller IP provided by Xilinx and is implemented on 

Zedboard. Main advantage of this implementation is 

that the user have an option to switch between two 

algorithms, thus helping in overall resource 

optimization. 

Index Terms—Encryption, FPGA, ICAP Processor, 

Partial Reconfiguration. 
 

I.  INTRODUCTION 

Field Programmable Gate Arrays (FPGAs) are gaining 

importance because of the advantages they offer. They 

are flexible to implement any type of design.IP based 

design helps in reducing the design time and also feature 

like partial reconfiguration have added extra benefit to 

the FPGA. Reconfiguration at runtime reduces resource 

utilization and power consumption. During 

implementation partial bit files can be generated and used 

for reconfiguring a specific part in FPGA at runtime 

without altering the design. This can be carried out with 

the help of Internal Configuration Access Port (ICAP) [1]. 

It is a hard wired primitive, which allows user to access 

configuration memory. The partial bit files can be stored 

in either internal or external memory and during 

reconfiguration; they are transferred toconfiguration 

memory through ICAP. Run time reconfiguration is also 

called as dynamic partial reconfiguration (DPR) [2]. It is 

been widely used in a wide range of applications like 

mission critical applications and self-adaptive systems. 

Now a day’s data security is becoming a tough task 

since various attacks are making it difficult to 

communicate data without breach. Encryption plays a 

vital role in data management. Ensuring security of data 

pertaining to basic emails and to the most important bank 

data is a biggest challenge. Normally, in encryption 
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process, the secret data is combined with a specific key 

and a cipher text is generated which is then 

communicated. These encryption algorithms are 

classified into two types: Symmetric key and Asymmetric 

key encryption. If same key is used for encryption and 

decryption of data then it is called symmetric otherwise it 

is asymmetric. AES, Twofish, 3DES,Blowfish, RC5 

algorithms are the important symmetric type 

algorithms[3]. 

Objective of the proposed work is to validate 

runtime reconfiguration feature through Encryption 

algorithms. Two encryption algorithms namely AES 

and Twofish are designed using Verilog. Partial 

reconfiguration concept is applied for selecting any one 

algorithm at a time. This is performed using custom 

ICAP processor IP available in the Xilinx Vivado IDE. 

This processor requires basically three input signals i.e. 

ICAP_go, bitstreamlength and reconfiguration done 

signals. Initially partial bit streamfiles are stored in SD 

card and when partial reconfiguration is initiated, the 

appropriate partial bit files are then stored in DDR, and 

from there to ICAP processor. The proposed design has 

one reconfigurable partition (RP) with two functional 

reconfigurable modules. The ICAP signals are monitored 

using integrated logic analyzer (ILA) and the inputs and 

outputs are provided using virtual input-output IP (VIO). 

The entire design is implemented on Zed board. 

The paper is organized as: section 2,outlines previous 

related work; section 3, briefly describes the encryption 

algorithms; section 4, describes the proposed design 

implementation; section 5 shows the simulation results; 

finally, the conclusion and future work are followed in 

section 6. 

 

II.  PREVIOUS RELATED WORK 

In this section, most relevant works of encryption 

algorithms and partial reconfiguration are detailed. 

Yuwen Zhu et al [7] have implemented AES for 128, 

192 and 256 bits on Virtex- V kit. They have tried to 

select any one key length at a time as per the requirement. 

They claim that hardware efficiency is better compared to 

other similar works. Only one type of algorithm is 

considered. 

Ye Yuan et al [8] have proposed a high performance 

AES system which works for all three key lengths. As 

they implemented the design based on pipelining concept, 

area and throughput are improved. ShuchishmanBurman 

et al [9] have proposed AES design considering different 

key sizes like 128-bit, 192-bit and 256-bit and used 

reconfiguration concept. They also implemented high 

speed and low area AES and on Zed board. Madhumita 

Panda [10] compared symmetric i.e. AES, Blowfish and 

DES design with asymmetric i.e. RSA cryptographic 

algorithms by taking text, binary and image files. Three 

parameters decryption time, encryption time and 

throughput are considered for comparison. Rashmi 

Mahajan et al [11] proposed a method to implement AES 

encryption with reconfigurable keys and it stands a good 

solution for preserving secrecy and also convenient in the 

numeric communication. Ramesh Yegireddi et al. [12] 

surveyed different commonly used encryption algorithms 

and reported their vulnerabilities so that they can be 

implemented correctly. This survey intended to design a 

new secure conventional encryption algorithm in 

Cryptography. Rizvi et al [13] performed analysis 

between security and performance of Twofish and AES 

algorithms. Initially they considered safety factor and 

encryption speed for both the algorithms by encrypting 

image, text and audio. They also analyzed performance of 

these algorithms in terms of throughput. Pil-Joong Kang 

et al. [14] proposed MDS-M2 Twofish algorithm that can 

be used for wireless communication. MDS-M2 block, 

modified version of MDS block is developed. The 

comparison proved improved speed, decreased 

complexity and power. A total of 11% improvement is 

achieved with MDS-M2 block and it also proved to be 

suitable for wireless data communication.   

 

III.  ENCRYPTION ALGORITHMS AND RUN-TIME 

RECONFIGURABILITY 

A.  AES Encryption 

AES is developed by Rijmen and JhonDeamen hence 

also known as Rijndeal. It is an alternative for Data 

Encryption Standard (DES). It stands good with both 

software and hardware. It is established for digital data 

encryption which is specified by National Institute of 

Standards and Technology (NIST), U.S. in 2001.[2,4, 15-

18] AES can be used with 128-bit block size and it has 

three variants in which key length changes i.e. 128, 192 

and 256 bits wide as shown in Figure 1.  

 

 

Fig.1. Block diagram of AES 

AES has N rounds which changes with the key width 

(128 bit: 10 rounds, 192 bit: 12 rounds, 256 bit: 14 
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rounds). Table 1 shoes the size of parameters for AES 

encryption. Four transformations named sub bytes, shift 

rows, mix columns and add round key are considered for 

AES encryption. Initially, before first round i.e. round 0, 

only add around key transformation is done for plain text. 

From 1 to N-2 round all the four transformations are 

performed but for N-1 round mix column is excluded. 

There are three functions in key expansion unit, rotate 

word, substitute word and reconfiguration unit. In rotate 

word 1-bit circular left shift is performed. Substitute word 

transforms 32-bit key word and reconfiguration unit does 

XOR with round constant. 

Table 1. AES parameters [2, 12, 15] 

Key Size 128 192 256 

Plaintext Block Size 128 128 128 

Number of rounds 10 12 14 

Round Key Size 128 128 128 

Expanded Key Size 176 208 240 

B.  Twofish Encryption 

Twofish belongs to the symmetric key cipher similar to 

the AES. It is derives from Blowfish, Square and SAFER. 

It has a block size of 128-bits and a key size extendable 

up to 256-bits. It has a total of 16 rounds[5,6]. Similar to 

DES, Twofish also has a feistel structure and works on a 

maximum distance separable matrix. Figure 2 shows the 

block diagram for Twofish encryption. Initially for 

twofish, input whitening is performed by dividing 128-bit 

plain text into four parts each of 32-bits wide and 

performing exclusive-or with sub-keys. [2, 9]These 32-bit 

sub-keys are generated using sub-key generators. F-

function contains two g-functions which comprises of S-

box and MDS matrix multiplier. The outputs from two g-

functions are combined to perform Pseudo Hadamard 

Transform (PHT). For the next round, two F-functions 

exchange their positions. After the final round (16
th

 

round), swapping is done and the result is passed through 

output whitening to get cipher text.  

 

 

Fig.2. Block diagram for Twofish algorithm 

C.  Run-time Reconfigurability 

One of the most important features of high-end FPGA 

devices is partial reconfiguration. It allows user to change 

the functionality of a specified area in FPGA without the 

need to alter the overall design. The main advantages of 

partial reconfiguration are reduction in power, size and 

cost of the design as compared to the normal design 

techniques [1].  

To implement reconfiguration, special bitstreams 

called partial bitstreams are generated which are then 

used in later stages to reconfigure the functionality at 

runtime. This is done through a configuration interface 

called ICAP which allows user to access (writing or 

reading) the configuration data. Fig. 3 depicts features of 

the ICAP module. 

 

 

Fig.3. ICAP Primitive
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IV.  DESIGN METHODOLOGY 

In the proposed design switching between AES and 

Twofish algorithms are implemented using ICAP 

processor and UART port available on zed board. 

Initially individual algorithms are designed, synthesized 

and implemented to obtain respective partial bit files. 

This processor assists in realizing dynamic 

reconfiguration. Fig 4 shows the internal block details 

of the FPGA present on the ZED board. It mainly 

consists of processor section (PS) and 

programmable logic section (PL).Initially in the 

device floor-plan, a single partition (reconfigurable 

partition-RP) is created to accommodate partial 

reconfigurable blocks of encryption algorithms. 

 

 

Fig.4. Block diagram of the proposed design 

This pre-defined partition region gets mapped with any 

one of the module at a time depending on the control 

signal. During the implementation process, AES and 

Twofish algorithms are defined individually as 

reconfigurable modules. Later, AES and Twofish are 

added in the RP since both AES and Twofish modules to 

be reconfigured. After implementation and bitstream 

generation, three partial (AES, Twofish and Blank) and 

one full bitstream are generated. Initially partial 

bitstreamfiles are stored in SD card and when partial 

reconfiguration is initiated, appropriate partial bit files are 

then stored in DDR, and from there to ICAP processor as 

shown in Figure 4. Reconfiguration is carried out through 

UART port. Three control inputs are included for 

specifying a particular encryption module to be executed. 

They are A, T and B for the blank module. Three partial 

bitstrams are reconfigured with a specific name each i.e. 

pressing A reconfigures AES; T reconfigures Twofish 

and B for Blank. The ICAP signals are monitored using 

integrated logic analyzer (ILA) and the inputs and outputs 

are provided using virtual input/ output (VIO). The 

complete design implementation is done on zedboard. 

The proposed design is simulated and then synthesized 

before implementing on the hardware ZED board. Fig 5 

shows the outcome of synthesis process. The synthesis 

tool generated module level schematic of the proposed 

design overview is as in fig 5. Block design named 

system_i and reconfigurable encoder is highlighted and 

the overall design is shown in the right down corner as 

world view. 

 

 

Fig.5. RTL schematic of the proposed design 

A.  Power Estimation 

Power consumed for implemented design is estimated 

from the tool generated report. The static and dynamic 

power report is shown in Table 2. It is the report as 

generated by the Vivado tool. The total power is 1.769W.  

Table 2. Power consumption of overall design 

On-Chip Power Power in Watts 

Dynamic Power 1.625W 

Device Static Power 0.143W 

Total Power 1.769W 

B.  Resource Utilization Report 

The final design is mapped on the FPGA device LUTs, 

registers etc. Table 3 shows the resource utilization 

summary for each internal block in the proposed design. 

It is been compiled based on the Vivado tool generated 

report after synthesizing the design. 

Table 3. Utilization summary 

Name Slice LUTs Slice Registers F7 Muxes F8 Muxes Slice LUT as Logic 

Top 15820 9980 3331 1326 5581 14113 

vio 579 1465 80 0 416 579 

system 718 1138 1 0 336 655 

Reconfigurable encryption 9391 128 3032 1304 2405 9391 

ila 4656 6515 218 22 2255 3036 

dbg_hub 476 734 0 0 232 452 
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V.  SIMULATION RESULTS 

As per the proposed methodology, design has been 

coded using Verlog-HDL. It is verified through 

simulation using ISIM simulator present in the Vivado 

IDE. Different combinations of input keys are considered 

as inputs and the outputs are checked. Fig 6 depicts both 

input and output values as a timing diagram. 

 

For AES encryption following are considered: 

Plain text: 0x0f0ffff,  

Cipher key: 0x0ff,  

Cipher key: 4cb227245c89afa8e431bd0098b5a846. 

 

Other details are mentioned in simulation outputs for 

AES and Twofish separately as shown in figure 6 and 7 

respectively. 

 

 

Fig.6. Output for AES encryption 

Different combinations of input keys are applied as 

inputs for the Twofish algorithm and the outputs are 

checked. Fig. 7 depicts both input and output values as a 

timing diagram.  

 

For Twofish encryption following are considered: 

Plain text: 0x0ffff0000ffff,  

Cipher key: 0x0ff00,  

Cipher key: c562b3685bcc5a1df489180ef5eb2198. 

 

 

Fig.7. Output for Twofish encryption 

Fig 8 shows the floorplan of the implemented design. 

The highlighted areas shows different modules placed on 

the zedboardZynq Evaluation and Development Kit 

(xc7z020clg484-1) after placement and routing. Partial 

reconfiguration region in the floorplan is dedicated only 

for reconfiguration; no static design can be placed in this 

region. 

Fig 9 shows the terminal window after connecting to 

the UART. Different reconfigurations can be observed by 

sending A (AES), B (Blank), T (twofish) and Q (quit). 

These commands are transferred to the processor though 

UART i.e. RS232 from PC. 

 

Fig.8. Implemented layout of proposed design on Zedboard 

 

Fig.9. Terminal window 

Fig. 10 shows the ILA window; here various ICAP 

signals are monitored during reconfiguration.  

 

 

Fig.10. ILA window 

The ICAP_data_out signal (ffffff9b) shows that partial 

reconfiguration is successfully done. Figure 11 shows the 

VIO window where inputs can be forced and output can 

be monitored. This window shows the encrypted output 

after AES reconfiguration. Similarly results were 

obtained for twofish algorithm on VIO after two fish 

reconfiguration. 
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Fig.11. VIO window 

Proposed design is been compared with the similar 

works as given in table 4. It does not give an exhaustive 

comparison, since very few papers were found in the 

available literature and also most of them have 

concentrated on only one algorithm. These works have 

not targeted on resource optimization.  In the proposed 

design two different encryption algorithms were 

considered with a set of limited hardware resources, thus 

achieving area optimization. 

Table 4. Comparison with the existing techniques 

 Encryption Algorithm FPGA Kit Static/DPR design Area Optimization 

Shuchishman et al [6] Only AES-128/192/256 Zedboard DPR yes 

Rashmi Mahajan et al [8] Only AES-128/192/256 bits Virtex-V DPR no 

Zine et al [12] Only AES-128/192/256 bits Virtex-II DPR no 

Proposed design Both AES and Twofish 128 bits Zedboard DPR yes 

 

VI.  CONCLUSION 

This paper explained about the implementation of 

reconfigurable encryption algorithms. A design 

methodology is illustrated which helps the user to select 

the type of algorithm depending on the requirement. 

ICAP processor was used for realizing run-time 

reconfiguration. Any digital application can be designed 

as a flexible design through runtime reconfiguration with 

less number of hardware resources.  Resource utilization 

and power consumption are tabulated.  It is been planned 

to implement three encryption algorithms based on the 

same methodology. In addition to resource 

optimization, ,reliability aspect for the design will be 

introduced in future.  Since fault tolerance is a very 

important aspect for any system-on chip designs, it is 

been planned to implement encryption algorithm as fault 

tolerant design through single event upset management.  
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