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Abstract: When looking at the daily life flow and working sectors, it is seen that almost all work and transactions are
carried out electronically. It performs many data streams in the electronic transactions performed. The importance of
information security is exactly at this point. To ensure the security of the data, the journey of the data between the
sender and the receiver is encrypted. In this study, a hybrid application that creates encrypted text using genetic
algorithm and particle swarm algorithm has been developed. In the first step of the study, two separate keys were
generated to encode the message using the genetic algorithm and particle swarm algorithm. Shannon Entropy method
was used as a fitness function in both algorithms. The message was encrypted with the genetic algorithm method by
choosing the key that obtained the best result from the compliance function. The encrypted message was decoded by
applying a reverse genetic algorithm to the recipient. The encryptions made using the generated key were measured and
the results of the AES algorithm were compared. In the proposed model, successful performances were obtained as the
maximum switching space and encryption time for encryption. As a result, the proposed application offers an
alternative method of data encryption and decryption that can be used for message transmission.

Index Terms: Genetic Algorithm, Particle Swarm Optimization, Encryption and Decryption.

1. Introduction

Electronic communication devices such as phone, tablet, computer that we use in our daily life have a big share in
communication. The most important parameter in communication through such technological devices is security. It is
very important for the communication security that the sender's message reaches the receiver correctly and safely.
Information security studies on this issue have been increasing recently [1,2,3]. In the concept of information security, it
is important to protect information and restore data integrity when necessary [4]. Cryptology science is used to carry out
these operations. Cryptology enables the text of the character set to be transformed into a different form that cannot be
understood from its current form by using certain techniques [5,6]. The process of sending the transformed character set
safely to the other side is also included in the field of cryptology science [7].

We can divide the encryption algorithms used today into two. These are symmetrical and asymmetrical according
to the encryption formats. In symmetric algorithms, the encrypting key and the decoding key are the same [6]. For this
reason, it is important to hide the key. Data Encryption Standard (DES-Data Encryption Standard) and advanced
encryption standard (AES-Advanced Encryption Standard) are examples of symmetric algorithm. The security of the
DES algorithm is due to the difficulty of decrypting without the key length and the knowledge of the key. DES is a
Feistel password with a key length of 56 bits. Encryption and decryption processes are open to all humanity [8]. The
AES algorithm is a symmetric key cipher that both the sender and the recipient use a single key for encryption and
decryption [9]. The data block length of the AES algorithm is fixed at 128 bits [10]. In asymmetric algorithms, two keys
are used for encryption and decryption, open and private. The person receiving the public key generates the secret key
to be used for the solution [11,7]. It does not make sense to take the public key alone by third parties. RSA (Rivest-
Shamir-Adleman) crypto system can be given as an example to this algorithm [11].

The fact that selecting keys for public key encryption is a selection process in which various keys can be
categorized according to their suitability, making heuristic algorithms a good option for the process to be followed to
generate keys. The power of the key produced using the Heuristic Algorithm is based on the random structure, making
it as successful as other switching methods. The complexity of these algorithms is also lower than other statistical
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methods [12]. Many intuitive methods developed for key production methods are used [13,14,15].

The difference of this study from similar studies is the length and random value of the key that will be used for
encryption before encryption. While key lengths used in similar studies vary between 32 -128 bytes, in this study, keys
up to 256 bytes can be produced. Genetic Algorithm and Particle Swarm Optimization algorithm, which is an

intuitive algorithm, is used as a hybrid for key generation. The Shannon Entropy Algorithm was applied as the
Compatibility function of the keys produced. Randomness measurements were provided using the function of this
method. The randomness values of the keys used in similar studies obtained 95% results from the Shannon Entropy
Algorithm [13] while the keys produced in this study reached up to 99%. The keys produced by heuristic algorithms are
compared in terms of parameters such as production time, encryption times, resolution times, key spaces.

When the studies in the literature are analyzed, the new algorithms are compared with the existing algorithms,
compared to the switching spaces and their temporal performance [20,21,22]. In this study, a comparison was made in
terms of both situations.

In the second part of the study, encryption algorithms and their uses in the literature; In the third section, the details
of the data encryption algorithms developed, the application developed and the interface designed, the discussion of the
data obtained in the study conducted in the fourth section, finally the results and suggestions of the study in the fifth
section are clearly revealed.

Our goal in this study is to implement encryption-decryption using smart optimization techniques for secure
communication. Our expectations from the application are expected that the encryption and decryption speeds will be
acceptable compared to the existing algorithms and the security space will be stronger than the existing algorithms.

2. Related Work

Nazer and coworkers performed a study with genetic algorithm method to increase password security. By dividing
the key to be used for encryption into bits, it has undergone crossing. Then, for the mutation process, he converted 1 of
the bits to 0 and 0 to 1, and obtained a key of 80- 128 bits. He compared the results he obtained with DES and AES
encryption algorithms in terms of encryption time, key space and decoding times in the attack. Although unsuccessful
results were obtained according to DES as the encryption period, more successful results were obtained in terms of the
time to be resolved in case of attack [13]. The key length range produced for encryption in this study is between 32 and
2048 bits. This feature will increase key security.

K&emen and his colleagues conducted a study on the so-called random number generator based on genetic
programming for the wireless recognition and detection platform. A 16-bit number selected from the random number
generator should not be predictable with a better probability than 0.025%. This requirement was checked by serial
correlation calculation of the array produced using the ENT Test Package. 128 MB files created with a random number
generator have been tested and all results have passed the test successfully [14].

Sindhuja and Pramela conducted a study on symmetric key encryption technique using Genetic Algorithm. A
numerical value table was created for 25 letters. When the text is entered, each character is converted into a bit
equivalent in its value in the table. It was later suggested that a symmetric key was produced by passing through the
crossing and mutation steps [15].

Ivanov and coworkers have studied reverse genetic algorithms to produce bifective s-boxes with good
cryptographic features. It is often used for symmetric encryption. The purpose of its use is to place the information to be
encrypted into a binary form, after which it is placed in the box in the matrix logic and to determine who will be
replaced by a table. In this study, a reverse genetic algorithm is proposed. By using the algorithm, a large number of
powerful bi-directional S-boxes of any size have been created from (8 %< 8) to (16 = 16), which have sub-optimal
properties close to those of the S-boxes [16]. The reverse genetic algorithm proposed in this study can process 64 and
256 bits on s-boxes. In this study, a reverse algorithm can be run at the desired value between 32-2048 bits.

Khan and coworkers propose a new technique on encryption using Genetic Algorithm. In the first step, a binary
population was produced. Each cell is produced using the so-called random number generator of the programming
language. If the so-called random number generator creates a number greater than 50, the generated number is 0.
Otherwise it is 1. Each chromosome contains 25 such cells and the number of chromosomes in the experiment is taken
as 1000. Examples, gap test, frequency test, etc. meets most of the tests, including. Thus, the belief that the algorithm is
strong is strengthened [17]. The number of iterations to be carried out in this study is taken from the user. In this study,
it is said that a powerful algorithm has been obtained for 1000 chromosome value with 25 cells. In this study, there is an
algorithm that performs up to 10000 chromosomes with 2048 cells. It can be said that the algorithm applied in this study
is more powerful.

Delman conducted a thesis study to compare the performance of traditional cryptanalysis methods with genetic
algorithm (GA) based methods and to determine the validity of typical GA based methods in cryptanalysis. In the study,
7 of 12 Genetic Algorithm attacks in the literature were retried and 3 of them were successful. As a result of the study, it
was concluded that traditional cryptanalysis methods are more successful and easier to implement [18]. Bhattacharya
and coworkers conducted a study on Steganography using Genetic Algorithm. Steganography is the art of hiding
information. In this study, they worked on image encryption. They used an 8-bit key for encryption. The image is
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distorted in two steps. In the first step, they were subjected to XOR processing with the key produced with 8 bits and
reached new bits. The encrypted output file is once again corrupted by a good Transposition operator produced by
applying GA. Finally, the distorted image is embedded within the host image. As a result of the study, a successful
encryption process was performed [19]. In image encryption, the image is converted to black and white colors, meaning
1 and 0. The bit length used in switching does not matter for image encryption or data encryption. In this study, the key
length can be adjusted between 32-2048 bits. It supports the preferred key length for successful encryption in this study.

Meneses et al. Developed a meta-intuitive model using the Particle Swarm Optimization technique to solve the
nuclear reactor loading problem for the pressurized water reactor. In the PSO technique, 50,000 improvements were
made for 100 turns of 423.74 particles [20]. Zahran and Kanaan have implemented feature selection application using
Particle Swarm Optimization technique. It was concluded from the results that PSO has a strong discovery ability [21].
Uddin and Youssef have worked on simple key encryption using Particle Swarm Optimization. In the study, the main
disadvantage of the PSO technique was shown as its great sensitivity to parameter changes such as ¢l and c2 [22]. In
the studies carried out with the particle swarm optimization technique, a certain number of laps was determined and the
path was continued with the improvements and values obtained after the number of laps. In the application carried out
in this study, with the Particle Swarm Optimization, the key entropy value, not the number of laps, was requested from
the user and the tour was continued until it reached the target value.

When the literature is examined, Genetic Algorithm and Particle Swarm Optimization techniques have been used
to create keys in generating cryptological data. In this study, the algorithm that generates the best key was chosen by
comparing the parameters of two separate algorithms. The selected key is presented to the user to encrypt the message.

3. Improved Application: Gencompass

In the study, hybrid method was used to create the key of the message to be sent to the recipient. The algorithms
that make up the hybrid are Genetic algorithm (GA) and particle swarm optimization (PSO). Shannon compliance
function is used to clarify the complexity of the key to be created. With the method (GA and PSO) that obtained a more
successful result in the compliance function, the key was created, and the message was encrypted and sent to the other
party. The message sent was resolved by running the reverse algorithm on the opposite side. After this point, how the
two methods used are applied to the study. Using these two methods, 2 different keys were produced and the most
successful key from the compliance function was used for encryption. In the last step, the application called
GenComPass developed in this study shows how the encryption process is performed on the interfaces.

3.1. Genet:c Algorithm Method

The basic principles of genetic algorithms were first introduced by John Holland at the University of Michigan.
Holland combined his work in 1975 in his book, Adaptation in Natural and Artificial Systems. First, Holland used the
laws of evolution for optimization problems within genetic algorithms [23].

In order to create a key with the Genetic Algorithm method, a value consisting of random or zeroes in a length
determined by the user is used first. The bytes formed are cross-processed with 3 different algorithms. Single point
crossing, which is the first of three different algorithms used in crossing, is shown in Fig.1 The second crossing from
two points is shown in Fig.2 Third, the multi-point cross is shown in Fig.3.

Original Bits Group

Crossed Bits Group

Fig.1. One-point crossover
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Original Bits Group

Crossed Bits Group

Fig.2. Two-points crossover

Original Bits Group

Crossed Bits Group

Fig.3. Multi-point crossover

Different crossing techniques are shown in Fig.1, Fig.2 and Fig.3. New bit groups obtained by crossing the current
bit groups by separating them from one point, two points and multiple points are shown. Multipoint crossing has been
shown to complicate the set of bits at hand.

Then, each byte was spot mutated from a randomly selected bit. In order to obtain more powerful keys as a
requirement of the Genetic Algorithm, the mutant key we have created with the existing key we have, has been
subjected to the compatibility function. To measure the randomness of the generated key, the conformity function based
on the Shannon Entropy Algorithm was used. The mathematical model of the Shannon Entropy Algorithm is shown in
Formula 1.

H == R log, P ®

H: Each n-bit Entropy value,

Pi: Frequency of a certain character in binary sequence.

By comparing the results, the key with high value was selected and the tour was continued. In the process of creating
keys with Genetic Algorithm, the results obtained from the Compliance function are terminated at the end of the tour
determined by the user or when the Entropy value determined by the user is reached.

Key Production Algorithm Steps:

1- A key between 32 and 256 bytes selected by the user is created.

2- A random value is kept for the selection of the crossing method. Crosswise operation is performed according
to the value kept.

3- For the mutation process, the bit to be changed randomly is determined. Mutation process is performed
according to the determined value.

4-  Subsequently, the mutant key is divided into groups of 8 and the key particles for each group are subjected to
the compliance function.

5-  Results returned from the compliance function for each byte are obtained.

6- If the suitability value of the mutant key is greater than the suitability value of the previous key, the mutant
key value is assigned to the new key value.

7- If the tour value reaches the value determined by the user, the optimization process is terminated.

8- All data of the process is printed on the file.

The interface created to generate keys with genetic algorithm is shown in Fig.4. In the created interface, the user
can determine the key length in the range from 32 to 256 Bytes. The key to be produced can determine the entropy
value they want to have in the range of 0.00001 to 1. In order to reach the determined entropy value, the number of
iterations can be determined up to a maximum of 10000.

The key that will be generated first in GenComPass can be composed of random bits according to the user's request,
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or it can consist of O's that are set as the default value of the software. The key bits generated when the key generation
process is started are shown in series. All of the generated key is bit mapped and the bit distribution is made to be
understandable. When the key generation process is completed, the number of iterations until the desired entropy value,
key generation time and entropy value are shown in the interface shown in Fig.4.

8 A New Hybrid Encryption Approach for Secure Communication: GenComPass = m] X
Genetic Key PSO Key Genetic Encyrption

Genetic Algorithm

Lenght of Key(byte): 236

Target Entropy : 0,99000

10000

Maksimum Generation Number:
Random Starting

Generate Key

11010010111100001010101000111001000
001100000010101111101111011011001010

A e P =

Generated Key :

Generated Key Bitmap:

Generation Number:

Generation Time: (ms): AL

0,990234375
Entropy : £

Fig.4. Key generation interface with Genetic Algorithm

3.2. Particle Swarm Opt:m:zat:on Method

Particle Swarm Optimization is inspired by the observation that the movements that some animals moving in
swarm meet their basic needs such as finding food, affect the other individuals in the swarm and reach the purpose of
the swarm more easily. Kennedy and Dr. It is an optimization algorithm developed by Eberhart in 1995 [24].

Particle swarm optimization, one of the clever optimization methods, was used to create the key. In the applied
method, a lot has been created with the number of elements in the value determined by the user. Each element of the
particle swarm created is given a numbering label to keep track of their progress. To create the key, a byte-length key
determined by enough users for the whole swarm was created. Formula 2 was then used to optimize each element of the
swarm created.

Viig = Vi +C X rand, X(Reg, — X) +¢, X rand, X(gpe, — X) 2

est
X: particle value,

V: speed of change of the particle,

C1, c2: fixed values,

Rand1, rand2: randomly generated values,

Pbest: the situation where the particle is most close to dissolution,
Gbest: the most approached solution to all particles

The speed of our swarm (V) is set as the number of bytes to be changed on the key. Repeated bytes were searched
to determine which bytes to replace on the key. The Compatibility function based on the Shannon Entropy Algorithm
was used to measure the randomness of the generated key.

For the correct optimization of the swarm, random bit change was applied on this part by finding the first detected
of the repeating parts from the parts of predetermined length. Afterwards, the new speed of the final particle was
calculated and the next round was started. The optimization process continued until the swarm optimization value
reached between zero and one determined by the user, or until the maximum number of laps determined by the user.

Key Production Algorithm Steps:

1- For each individual of the swarm, a key between 32 and 256 bytes selected by the user is created.

2- If repeated peer bytes are encountered, a random bit of the first byte that is similar is changed.

3- After the key created, the key particles are subjected to the Compliance Function for each byte.

4-  If the suitability value is greater than Pbest value, the value is transferred to Pbest. The key is best passed to
the private key widget variable.

5- If the suitability value is greater than Gbest value, the value is transferred to Gbest. The key is best transferred
to the universal key variable.

6- In the next step, how many bits are changed on the key is calculated to increase the optimization value.
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7-  If the Gbest value reaches the value determined by the user or if the number of laps determined by the user is
completed, the optimization process is terminated.
8- All data of the process is printed on the file.

The interface created to generate keys with Particle Swarm Optimization is shown in Fig.5. Unlike Genetic
Algorithm, swarm count parameter is added.

sl A New Hybrid Encryption Approach for Secure Communication: GenComPass = (=] x
Genetic Key PSOKey Genetic Encyrption
Parcacik Siirii Algoritmas:

Lenght of Key(byte): 256 =

Target Entropy : 0,99000 =

Maksi Optimization Step Number: 10000 2

Random Starting

Swarm Number : 20 =
Generate Key

Generated Key : 11100110100011101001001010110001100

00010010000010100110100111011111010

Generated Key Bitmap:
Optimization Step Number :

Generation Time (ms):

0,9912109375

Entropy :
Fig.5. Key generation interface with Particle Swarm Optimization

3.3. Implementing Encryption with Gencompass

Of the two methods used to start the encryption process, the most successful key was chosen in the previous step.
The encryption steps of the message to be sent over the most successful key are performed in the order given below.

e The key is generated with the genetic algorithm technique

e Key is produced by particle swarm optimization technique.

e The high randomness value is selected from the generated keys and transferred to the encryption interface in
binary form.

e The message to be encrypted is received from the user.

e The message to be encrypted is converted to binary form according to 1SO- 8859-character set of ASCII value.

* With the key entered, the message is encrypted by subjecting the genetic algorithm to the processing steps.

The interface showing the implementation of the given steps to encrypt the message is given in Fig.6.

85 A New Hybrid Encryption Approach for Secure Communication: GenComPass = O X
Genetic Key PSOKey Genetic Encyrption

Sending You have a secret messages. 17:00. Isparta
Message

Key 011011101001001111011101110110001010011000011101101000100011001101100111011100000000

11111AANAATIATITIATATANTATITIAAATITITIIIATIATAATIATIAATAATIARATAAATANATATATANTATANTTA

Key(Bits) 11011110 11111010 00011011 00111010 00111100 00101001 10011011 10101011

A1IATATA 1AATANAA 111AATIA T11ATAAT  AATITIAT  11ATIIAT  1AAAIATA ATIAAAAT

Sending [0)0)1001 0101111 01110101 00100000 01101000 01100001 01110110 01100101

Message(Bi | aninnnnn_airannai aninannn atiiaain  ananinl_aiiannil  atniaata atianinn

Cross Bit 01011111 01101001 01100001 00110100 01100001 01101000 01100110 01110101

AATAAAAYT ATIANAAA ARIIAATY  ATIAAAAA ATIAAIIT  AT1AAAAT  ATIIATAT  ATIAAATA

Mutant Bit | 01011101 01101011 01000001 00010100 01110001 01111000 01000110 01010101

AATATAAYT ATIATAAA ATIIAATY  ANIAAAAA ATIIATIT  ATITAAAT  ATIAATAT  ATIIAATA

Cryptic 1kAlqxFU)hs woer@@iiqq#%uc(&Mirs Jxrgs'iid
Message

Encrypt Outgoing Message

Fig.6. Outgoing message encryption interface

3.4. Decryption of Encrypted Message

The design seen in Fig.7 has been created so that the incoming message can be decoded correctly. In order for the
message to be resolved correctly, the key used when encrypting must be entered correctly. The algorithm used to
encrypt the message during the solution phases was reversed. The following steps are followed in order to resolve the
incoming message.

e The encrypted message is converted into a binary form.
e Mutant bits are detected.
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e The crossover process used in encryption is reversed.
e The expression in binary form is converted to characters.

85! A New Hybrid Encryption Approach for Secure Communication: GenComPass. - [m] 64
Genetic Key PSOKey Genetic Encyrption

Sending [ You have a secret messages. 17:00. Isparta
Message

Ko |

el

Cross Bit [Ololllll 01101001 01100001 00110100 01100001 01101000 01100110 01110101
AA1AANAT A11AAARA An11AAII  ATiAAAnn Atiaaitl  atiaaany o 1

at11n1ar  avinaa

Mutant Bit [01011101 01101011 01000001 00010100 01110001 01111000 01000110 01010101
An1AIAAI Al1aTARn A111na11 aniaanan o 1 _aninant ananiar aniania

|
|
|
Sending . [0101100] 01101111 01110101 00100000 01101000 01100001 01110110 01100101 ‘
g AAIAANAA A11AAANY ARIAMMAA AT11MATI  AT1AAIAY  AT1AAAITI  ATilnata atiaainl
|
|
|

Cryptie [ 1kAIGxFU)hs wqer@liiqq#%uc(&alrs Ixrgs id

Message
Encrypted [ JkAIQxFU)hs wqer@lliiqq#%uc(&airs fxrgs fid

message

ke |

Key (Bits) [unuuo 11111010 00011011 00111010 00111100 00101001 10011011 10101011
- aviatar 1aAAn 111AA1IA  111A1an1  Aniiial  11A1Al  1naniata aiianaas

Cross Bit [01011111 01101001 01100001 00110100 01100001 01101000 01100110 01110101
ARIAANAT A11AAAAA AATIAAITI  AT1AAARA AT1AAIII  AT1AAAAY  AT11AIA1  ATianala

Incoming [owuool 01101111 01110101 00100000 01101000 01100001 01110110 01100101

|

|

Mutant Bit | 01011101 01101011 01000001 00010100 01110001 01111000 01000110 01010101 \
An1AIAAI Al1ATARA A111nAI1  AnlaAnan al11n11a o o nnta

Incoming [ You have a secret messages. 17:00. Isparta

Message

Fig.7. Incoming encrypted message decoding interface

When the correct key is not used for the solution of the incoming encrypted message, the message will remain data
protected since it will never be converted correctly. An example of the message to be solved with an incorrect key is
shown in Fig.8.

8! A New Hybrid Encryption Approach for Secure Communication: GenComPass - [m} X
Genetic Key PSOKey Genetic Encyrption

Sending [ You have a secret messages. 17:00. Isparta
Message

o

11011110 11111010 00011011 00111010 00111100 00101001 10011011 10101011

Al1A1A1A 1MA1AAAR 113AA1IA 111A1AMY AAIIIIAT  11A311A1  JAAA1aln_ allnnaat

Sending 01011001 01101111 01110101 00100000 01101000 01100001 01110110 01100101
ame

Av1MAAAY aninanan A111AA1r  Allanial  Allaaall  atnianta ananian

Key(Bits)

Cross Bit loll)lllll 01101001 01100001 00110100 01100001 01101000 01100110 01110101
An1AANAY Al1mAAAA an11nnTI  Aliannaa Alianii 1110101 3.

|
|
|
|
e ]
\
\

0001 01111000 01000110 01010101

Mutant Bit [01011101 01101011 01000001 00010100 0!

Cryptic [iﬁqurl})ns wqer@laiqq¥Yuc(&irs xrqs'ad

Message
Enopted | JhAtgxFUks waer@hdiag#%ouc(&airs bargs i |

message

Key (Bits) ‘11010010 10010110 01011111 11011101 10101101 00011100 10110110 11100000
N AA1AANIY AT1A1A11 11AnAAAA 1A1nAATI Al

AAAAIA A11n1AAA A1ANAATY  AlATAnAT

Mutant Bit | 01011101 01101011 01000001 00010100 01110001 01111000 01000110 01010101
an A111an11_aninannn

1a1aa1_A11n10AR A1M1A11 aniaany  aaninl atiaata

Cross Bit 01111101 01001011 01000011 00010110 01110000 01111001 01000010 01010001
AnIA1IAT ATIAMIAA A111IAT1 AAATAAR A1IIATAY ATIAATI  111AAIAT 11M1ARIA

Incoming

MessageBit | anin11an ai1aiial aiainas aniiiaaa aiiain  aiasal  11miana 11ianan

01111011 01001101 01000110 00010011 01110001 01111000 01010001 01000010 ‘

Incoming l(MquxQB;leq&i@IéliiﬂSE‘eIm’;\’leziéié

Message

Fig.8. Example of deciphering incoming encrypted message with wrong key

4. Discussion

In the application coded with C#, genetic algorithm and particle swarm optimization, key generation steps,
encryption steps, decryption steps, fitness function results are printed on the console screen step by step. In order to
measure the times, an object from the StopWatch class has been produced and measured with this object.

The change of the results obtained from Equation 1 in the iteration process of the key created using the genetic
algorithm and Particle Swarm Optimization is shown in Table-1.

Gpest: Best Value in the Swarm

Puest: The Best Value of Swarm Staff
H: Fitness Function Value

SSN: Swarm Staff Number

NI: Number of Iterations
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Table 1. Change of the fitness function results of the key produced by genetic algorithm and Particle Swarm Optimization according
to the number of iterations

Genetic Algorithm Particle Swarm Optimization
NI H NI SSN H Ghest Phest
1 0,9236 1 1 0,9256 | 0,9256 0,9256
9 0,9281 35 5 0,9354 | 0,9566 0,9354
27 0,9299 49 16 0,9422 | 0,9644 0,9422
59 0,9351 61 5 0,9517 | 0,9660 0,9517
71 0,9402 69 16 0,9433 | 0,9701 0,9467
86 0,9419 74 1 0,9585 | 0,9701 0,9585
280 0,9525 | 183 5 0,9705 | 0,9764 0,9705
808 0,9601 | 191 16 0,9681 | 0,9764 0,9685
9999 0,9900 | 224 1 0,9807 | 0,9807 0,9807

The entropy value change graph obtained from the conformity function results of the keys created during the
iteration process is shown in Fig.9.

GA-PSO
Iteration Number - Entropy Value Chance

esmms Genetic Algorithm
Particle Swarm Optimization

1
0,9
0,8
0,7
0,6
0,5
0,4
0,3
0,2
0,1

0

Iteration
42"
84

126
168
210
252
294
336
378
420
462
504
546
588
630
672
714
756
798
840
882
924
966
1008

Fig.9. Random values of GA and PSO elements by optimized step count

When we measure the randomly selected start times of the keys we produce with Genetic Algorithm and Particle
Swarm Optimization techniques, it is seen in Table-2 that PSO has a faster performance than GA. While GA has an
average speed of 1533.4 ml, PSO has an average speed of 679.1.

Table 2. Temporal performance comparison of switches produced with GA and PSO

Encryption Comparison Genetic Algorithm Particle Swarm Optimization
Average Key Generation Time
(ms) (Random Starting) 15334 6791

The key spaces of encryption with GenComPass and AES are compared. GenComPass can generate 256 bytes long
keys, while AES can create 32 bytes long keys. Therefore, the switching space of GenComPass created in the study is
21792 times of AES. In this case, the attack response time of the keys produced with GenComPass is high. For example,
as seen in Table 3, it is seen that GenComPass will be much stronger than the AES algorithm due to key lengths, when
brute force attack with 1000 key generation power per second is applied and resolved.

Table 3. Security comparison of passwords produced with GenComPass and AES

Encryption Comparison GenComPass AES
Maximum Switching Space 22048 2%8
Decryption Time (1000 Key/ms) 0,99 x 22148 0,75 x 2%%¢

In order to encrypt with the AES algorithm, we have created an object from the AesCryptoServiceProvider class in
our application, which we have encoded in C #, and performed its encryption through this object. In order to measure
the encryption time, we produced an object from the Stopwatch class and measured the moment between the start and
end of the encryption process. When it encrypts 300 characters of text with GenComPass and AES and the encrypted
message is decoded, the temporal performance measurement values are compared and shown in Table 4. In general,
although AES gives successful results from GenComPass, GenComPass can be considered as an alternative algorithm
to AES since the performance differences are acceptable.
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Table 4. Comparison of the encryption and decryption times of the message with GenComPass and AES

Encryption Comparison

(300 characters) GenComPass AES
Encryption Time (ms) 4714 4877
Decryption Time (ms) 108011 7304

5. Conclusion

Studies in the field of information security are increasing day by day. One of the important subtitles of information
security is secure communication. In this study, the message to be sent by encryption was encrypted with a hybrid key
created using both the genetic algorithm method and the particle swarm method, which is one of the smart optimization
methods. The encrypted message was transmitted to the other party and resolved by applying reverse algorithms. The
encryptions made using the generated key were measured and the results of the AES algorithm were compared. The
proposed method has performed more successfully than a current valid algorithm in terms of maximum switching space
and encryption time. As a result, this study has revealed an alternative data encryption and decryption method that can
be used in mutual communication.

References

[1]1 Canbek, G, Sagiroglu, S. Bilgi, Bilgi Giivenligi ve Siirecleri Uzerine Bir Inceleme. Politeknik Dergisi, 9 (3), 165-174. Retrieved
From Https://Dergipark. Org.Tr/Tt/Pub/Politeknik/issue/33021/367110, 2016.

[21 Vural, Y, Sagiroglu, S. (2013). Kurumsal Bilgi Giivenligi ve Standartlar Uzerine Bir Inceleme. Gazi Universitesi Mihendislik
Mimarlik Fakiiltesi Dergisi, 23 (2), Retrieved FromHittps:// Dergipark.Org. Tr /Tr/Pub/Gazimmfd/issue/6676/ 88512

[3] Tekerek M. Bilgi Giivenligi Y&netimi. KSU Fenvee Mihendislik Dergisi, 11(1), 2008

[4] Topaloglu N., Calp M. H., Tirk B. Bilgi Giivenligi Kapsaninda Yeni Bir Veri Sifreleme Algoritmast Tasarimi ve
Gergeklestirilmesi. Bilisim Teknolojileri Dergisi, Cilt: 9, SAYI:3, 2016.

[5] Yesilbas E. Cebirsel Kriptoloji Yontemleri ve Bazi Uygulamalari, Yiksek Lisans Tezi, Rize, 2016.

[6] Obaid Z., Sabonchi A., Akay B. Klasik Kriptoloji Y&ntemlerinin Karsilastiriimas;, NWSAENS, Doi: 10.12739, 2016

[71 Yayik A. Yapay Sinir A1 ile Kriptoloji Uygulamalan. Yiiksek Lisans Tezi. Mustafa Kemal Universitesi, 2013.

[8] Wong K., Wark M., Dawson E. 4 Single-Chip Fpga Implementation Of the Data Encryption Standard (Des) Algorithm. |EEE,
Australia.1998

[9] ZhangX., Parhi K. K. High-Speed VLSI Architectures for the AES Algorithm. TEEE Transactions On Very Large Scale
Integration (VLSI) Systems, Vol. 12, No. 9, September, 2004.

[10] Zeghid M., Machhout M., Khriji L., Baganne A., Tourki R. A Modified AES Based Algorithm for Image Encryption. World
Academy of Science, Engineering and Technology International Journal of Computer and Information Engineering Vol:1, No:3,
2007.

[11] Yerlikaya T., Bulus E., Bulus N. Kripto Algoritmalarinin Gelisimi ve Onemi. Akademik Bilisim Konferanslar1, 9-11, 2006.

[12] Goyat S. Genetic Key Generation For Public Key Cryptography. International Journal of Soft Computing and Engineering
(JSCE), ISSN: 2231-2307, Volume-2, Issue-3, Page: 231-233, 2012.

[13] Nazeer M. I, Mallah G. A., Shaikh N.A., Bhatra R., Memon R. A., Mangrio M. I. Implication of Genetic Algorithm in
Cryptography to Enhance Security. International Journal of Advanced Computer Science and Applications, Vol. 9, No. 6, 2018.

[14] Koésemen C., Dalkilic G. Aydin O. Genetic Programming- Based Pseudorandom Number Generator For Wireless
Identification And Sensing Platform. TUBITAK, Doi:10.3906/elk-1710-155, 2018.

[15] Sinhuja K, Premela D. S. Symmetric Key Encryption Technique Using Genetic Algorithm. (IJCSIT) International Journal of
Computer Science and Information Technologies, Vol. 5 (1), 2014, 414-416, ISSN: 0975- 9646, 2014.

[16] Ivanov G., Nikolov N., Nikova S. Reversed Genetic Algorithms For Generation Of Bijective S-Boxes With Good
Cryptographic Properties. Springer Science+Business Media New York, Doi 10.1007/s12095-015-0170-5., 2016.

[17] Khan F.U., Bhatia S. 4 Novel Approach To Genetic Algorithm Based Cryptograph. International Journal of Research in
Computer Science, elSSN 2249-8265 Volume 2 Issue 3 pp. 7-10, 2012.

[18] Delman B. Genetic Algorithms in Cryptography. Rochester Institute of Technology RIT Scholar Works, Master Thesis, 2004.
[19] Bhattacharya T., Bhowmik S., Chaudhuri B. S.R. A Steganographic Approach by using Session Based Stego-Key, Genetic
Algorithm and Variable Bit Replacement Technique. IEEE Computer Society, 978-0-7695-3504-3/08, Doi: 10.1109, 2008
[20] Meneses A. A. M., Machado M. D., Schirru R. Partical Swarm Optimization Applied to the Nuclear Reload Problem of

Pressurized Water Reactor. Progress in Nuclear Energy 51 (2009) 319-326.

[21] zahran B. M., Kanaan G. Text Feature Selection using Particle Swarm Optimization Algorithm. World Applied Sciences
Journal 7 (Special Issue of Computer & IT): 69-74, ISSN 1818-4952, 2009.

[22] Uddin M. F., Youssef A. M. Cryptanalysis of Simple Substitution Ciphers Using Particle Swarm Optimization. Congress on
Evolutionary Computation, 2006.

[23] Whitley, D. (1994). A genetic algorithm tutorial. Statistics and computing, 4(2), 65-85.

[24] Shi, Y. (2001, May). Particle swarm optimization: developments, applications and resources. In Proceedings of the 2001
congress on evolutionary computation (IEEE Cat. No. 01TH8546) (Vol. 1, pp. 81-86). IEEE.

Copyright © 2020 MECS 1.J. Computer Network and Information Security, 2020, 4, 1-10



10 A New Hybrid Encryption Approach for Secure Communication: GenComPass

Authors’ Profiles

Remz GURFIDAN is working as a lecturer in the Department of Computer Programming in Isparta University of
Applied Sciences YalvagTechnical Sciences Vocational School. Intelligent optimization techniques are concerned
with artificial intelligence algorithms, blockchain algorithms and cyber security issues. He completed his master's
degree on computer robotics. He continues his doctoral studies.

Mevltt ERSOY is working as a Ph.D. faculty member at SUeyman Demirel University Computer Engineering
', ‘\ department. He continues to work on cyber security, artificial intelligence algorithms, computer networks.

How to cite this paper: Remzi GURFIDAN, Mevliit ERSOY, "A New Hybrid Encryption Approach for Secure Communication:
GenComPass", International Journal of Computer Network and Information Security(IJJCNIS), Vol.12, No.4, pp.1-10, 2020. DOI:
10.5815/ijcnis.2020.04.01

Copyright © 2020 MECS 1.J. Computer Network and Information Security, 2020, 4, 1-10



