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Abstract: One of the rights of citizens in any democratic society is to freely elect a particular candidate into a specific
office for governance. This implies that among the candidates participating in an election, one of them would emerge as
a winner based on the specified rules and regulation. The recent reports on the election in different parts of the world
revealed that the corrupt politicians and corrupt election officers did manipulate the sensitive results thereby leading to
undesired candidate emerge as a winner. This implies that election results had not been adequately secured against an
attack such as alteration for false results. This paper reviewed scholarly published work and presented a novel technique
using visual semagram to satisfy the confidentiality requirement of the electronic voting system. The mathematical
equations on how the three primary additive colours (Red, Green and Blue) could be used to modify and conceal the
election results against suspicion and alteration were presented. The significance of this paper included the presentation
of a technique that would conceal any sensitive message from attackers’ suspicion and scholarly piece of information
for further investigation in handling insecurity issues. The future work would involve the implementation and
evaluation of the proposed technique to achieve the confidentiality requirement of the e-voting system, and to establish
the validity and reliability of proposed technique.

Index Terms: Visual Semagram, Technique, Achieving, Confidentiality, Electronic Voting.

1. Introduction

With The election remains a fundamental platform to elect an individual into an elective position in a democratic
society or organisation. The citizens get registered or enrolled as voters that would have legitimate rights to participate
in decision making on who governs the society. The voters express their decision on a preferred contestant among many
contestants through a vote at different polling booths. At the successful completion of the election, the votes would then
be collated at the polling booth for onward transmission through public unprotect networks. The votes from different
polling booths would then be summed up at the collation centre for declaration of winner based specified rules and
conditions.

The adoption and uses of electronic devices and technologies into voting systems solely depend on specified
functional and security requirements. It is expected that an e-voting system must satisfy the fundamental functional and
security needs of the users. As human needs vary, so the e-voting requirements must satisfy the needs of every user.
Generally, the e-voting functional requirements included convenience, transparency, flexibility, accuracy, auditability
and uniqueness among others. Also, the security requirements included authentication, integrity, confidentiality,
reliability, simplicity and distribution of authority among others.

The problem of results’ suspicion from fraudsters and attackers has becomes a threat to sensitive information. Any
sensitive information ought to have been secured from unauthorized alteration. One of the fundamental requirements of
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electronic voting (e-voting) system is confidentiality. The confidentiality requirement of e-voting system deals with
concealment of sensitive election results against attacks such as result-alteration to favour a particular candidate and
deformity from corrupt politician and fraudsters. The existence of election results through the public unsecured
networks needs to be protected or concealed towards achieving credible and fair election.

However, the existing electronic voting (e-voting) systems have security challenges that are porous to various
attacks such as alteration, deformation, and stealing from corrupt politicians, corrupt election officers and fraudsters.
Many attempts have been made to tackle the security challenges of the confidentiality requirement of the e-voting
system. Reference [13] explained the three fundamental and popular techniques to hide information from suspicion and
alteration. These techniques were cryptography, steganography and watermarking as illustrated in Figure 1. Also,
Figure 2 showed details of steganography in which visual semagram is a sub-technique.

Information
Hiding

A4 A 4 \ 4

Cryptography | Watermarking | |Steganography|

Fig.1. Security system techniques

Cryptography is a security term and it implies the transformation of plaintext (original message) into ciphertext
(encrypted message) by using encryption techniques. Cryptography deals with converting a sensitive message into a
different disorganized and confusing format with a key. The encrypted message is transmitted to the desired destination
through unprotected networks. At the destination end, the receiver decrypts the ciphertext to plaintext using the
decryption method shared between the senders and the receivers. The existence of the sensitive message is guessable,
thus series of attacks by the fraudsters is inevitable. Once, fraudsters guess the existence of the sensitive message,
attacks on encrypted message is possible [13]. The likelihood of attacks on the ciphertext and deformity of the sensitive
message is high in cryptography.

Watermarking is a hiding information technique that deals with an impression of images or text on other images or
text. This technique raises suspicion for attacks. Watermarking cheaply calls for fraudsters' attacks because the
existence of sensitive massage is predictable by the attackers. Similar to cryptography, the possibility of damaging
sensitive message secured by watermarking technique is high [4].

Steganography is a scientific technique of hiding within another information or data. The objective of
steganography is to conceal sensitive messages in a safe message or carrier in such a way that no one or computer
applications could guess the existence. Internet is a standout amongst the most broadly utilized correspondence channel
to transmit messages. Information transmission over the Internet has security-related issues as fraudsters could attack
sensitive data unlawfully [1]. Due to the simplicity of computerized duplication and alteration, information security
turns into an essential issue of discussion.

Then again, steganography covers the confidential message in a medium that is difficult to recognise. The medium
could be a picture, video, text and audio [1, 7]. In steganography, texts, images, videos and audio are technically
embedded in other texts, images, videos and audio. Additionally, any file format could be embedded in another file
format, for example, texts could be embedded in an image, and audio in the video. Generally, there are three approaches
to hiding information using steganography. These approaches are injection, substitution, and generation [15].

In the injection approach, the sensitive message is implanted in the insignificant portions of the carrier file. The
steganography by injection uses end-of-file (EOF) portion of the carrier file to conceal the sensitive message. The EOF
implies that no more information can be read from the data source [15]. In the substitution approach, the insignificant
bits of the carrier is substituted with the bits of the sensitive message. Technically, bits' substitution changes the carrier
format, thereby drawing the attention of fraudsters for modification. Steganography by generation deals with the
transformation of the sensitive message into new information. There is a clear dissimilarity between the original and
new message. Generation approach to concealing sensitive message remains technically undetectable by Human
Auditory System (HAS), Human Visual System (HVS) and computer programs (e.g Phishing) for modification.
Technically, the sensitive message is read and a new message is generated in steganography by generation [15].

In both injection and substitution, carrier files are needed to conceal the sensitive message but in the generation
approach, no carrier is needed. Perhaps, steganography by injection and substitution may not sensitive to HAS and HVS,
the carrier raises suspicion for attacks because of the high sensitivity of hidden file to detective and destructive
computer programs (e.g Phishing) for modification. According to [15], steganography by generation remains a powerful
and technically reliable method of hiding information. Steganography by generation involves the creation of a piece of
information which may be meaningful or not but the existence of sensitive data is not known. For example, an image
may be meaningful or not to Human Visual System (HVS) but the existence of the sensitive message is not known.

The paper would highlight exiting studies on information security and present problems that violate the
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confidentiality requirement of the e-voting system. This paper would present an enhanced technique to hide the
sensitive message from suspicion and generate an image using the bits of the sensitive message and the image would be
named “vimago”.

2. Related Works

In [4], the three major hiding information techniques were presented as illustrated in Table 1 based on techniques,
strength, applicability and robust. The fundamental significance of steganography over cryptography and watermarking
techniques is that sensitive messages do not attract attention from fraudsters for alteration. The visible encrypted
message, no matter how unbreakable it might look to anyone, would provoke suspicion. Figure 2 illustrates a common
classification of steganographic techniques [8].

Principally, steganography is divided into two; technical and linguistic. The technical steganography deals with
hiding sensitive message into an image, audio and video. The technical steganography is simply by injection and
substitution approaches. The technical steganography conceals message within another message. In technical
steganography, a carrier is needed to conceal the sensitive message. The use of a carrier to conceal sensitive message
often leads to its deformity because its bits are required for injection and substitution. Therefore, the attacks are
inevitable.

Steganography
- Linguistic
Technical Steganography
Steganography |
| | | | Semagrams Open Codes
Video Digital | Text | | Audio
Images | [
Text Visual Jargon Covered
Semagrams Semagrams Code Ciphers
I
Grille Null
Cipher Cipher

Fig.2. Classification of steganography techniques

The linguistic steganography is a scientific way of using language to conceal the sensitive message. The use of
language may include re-arrangement letters, modification of images and sound signals [3]. A language that is
incomprehensible by the fraudsters is used to conceal the sensitive message. The language could be in texts, sound and
images only comprehensible by the senders and the receivers. Furthermore, linguistic steganography is divided into
semagram and open-codes. The open-codes conceal messages in visible texts and subjected to attacks because of the
existence of the sensitive message in know. The semagram is further divided into texts and visual. The text semagram
conceals a message in a modified-texts. The texts are modified as desired by the senders and the receivers. For instance,
upper, lower letters and special symbols may be interchanged to conceal message against attacks. Since the existence of
the sensitive message is known, the attacks on the modified-texts are inevitable. This implies that the attacks could
result in deformity thereby, leading to false results at the receiver's end.

The visual semagram conceals a sensitive message in images. According to [2], a sensitive message is an image.
This implies that visual semagram deals with a transformation of the sensitive message to images. The visual semagram
uses generation approach to conceal a sensitive message in an image. The visual semagram does not require a carrier for
concealment. The EOF and insignificant bits of any file (image, sound or text) are not required for concealment. This
implies that an image produced is not sensitive to HAS and HVS. Therefore, the visual semagram steganography is
secured against alteration.

As the results of election transit from the polling booths to the collation centres and to avoid suspicion and
alteration, the research would use a visual semagram technique to hide the election results from the unauthorized
populace, unauthorized officers and fraudsters. Unlike commonly used Least Significant Bit (LSB) steganography that
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changes the positions of the pixels of the carrier (another image) by either substitution or injection method, and raise
suspicion on the hidden message, the visual semagram does not modify or change the pixels' positions and no any other
image is required to hide the sensitive messages. The visual semagram does not use any other image, no alteration of
the bits after EOF maker and insignificant (least) bits, thus, the detection is difficult. When a new image is generated
from the original or sensitive message, it does not raise suspicion for attacks by the HVS, HAS and harmful computer
programs by the fraudsters. According to Reference [15] highlighted that using steganography by generation could take
the sensitive message and transform the sensitive message to coloured pixels that could finally make up any image. For
instance, transforming the letter "K" into bits and colour intensity for a particular colour. Intensity is a scientific
description of brightness or dullness of a colour. Visual semagram technique creates an image from the bits of sensitive
message and does not raise suspicion on the election results as the technique creates its image to convey the election to
the relevant authority. Once, there is no suspicion on the hidden message, the probability of subjecting the new image
(*Vimago”) to various types of attacks is very low, thereby increasing the confidentiality level of the hidden message.

Reference [10] used cryptographic wavelet watermarking technique to accomplish the confidentiality requirements
of the electronic voting system. However, the technique exposed the sensitive message to attacks as fraudsters could
easily guess the existence of the sensitive message.

Reference [11] used the Least Significant Bits (LSB) by bits substitution to develop an android platform for a
mobile—voting system with cloud-based storage and to hide the election results. In the same opinion, [5] and [12] used
Least Significant Bits (LSB) of substitution and injection approaches to hide the election results. The LSB raises
suspicion and is sensitive to various attacks resulting in distortion of original results [14].

Reference [6] developed a fingerprint-based voting system and the confidentiality requirement of e-voting was
achieved using Advanced Encryption Standard (AES). The AES could expose the sensitive results to various attacks by
the fraudsters as the encrypted message raise suspicion of the concealed message.

Reference [9] used space insertion text semagram and an enhanced advance encryption standard (E-AES) to
conceal sensitive election results over public networks. The cipher-text transmitted over the public networks would
raise suspicion thereby causing the fraudsters and harmful programs to attack the sensitive results and triggering
deformity. These attacks and deformities could lead to false results. The existing techniques towards achieving the
confidentiality requirements have not been highly secured the sensitive election results from attacks and alteration. The
paper presented a novel technique called visual semagram to satisfy the confidentiality requirement of the electronic
voting system.

3. Research Motivation

The transmission of a sensitive message through public and unprotected networks could be a cheaper avenue for
the fraudsters to attack. Any message that raises suspicion could easily be attacked for alteration. The existing
techniques to hide sensitive message are subjected to passive and active attacks. The LSB, cryptographic, enhanced
advance encryption standard, text semagram and jargon codes could call the attention of attackers for modification.
Also, technical steganography techniques required a carrier to embed a sensitive message. The distortion in the carrier’s
characteristics could raise suspicion for attack and eventually leading to modification and undesired candidate emerge
as a winner in an election. The paper was motivated to tackle the highlighted problems and provide mathematical
techniques for future implementation and evaluation.

4. Research Objectives
The objectives of this research were to:

1. Design a technique that would conceal the sensitive message towards achieving a confidentiality requirement
of e-voting system.
2. Formulate mathematical equations for concealing sensitive message.

5. Proposed Technique

The visual “semagramming” is a steganography technique of creating an image using the bits of the sensitive data
without involvement of any bits from any other data. The “Vimago” is a pictographic data generated from
“semagramming” process. A “semagramming” process is the generation of an image with any desired shape using the
bits of the original message. The image obtained from the “semagramming” process is called “Vimago”. The “Vimago”
conveys the election results to the relevant authority through the public and unprotected networks thereby preventing
any form of fraudulent activity such as alteration. The formation of “Vimago” is achieved by the generation technique
among the three techniques of injection, substitution and generation of hiding methods in steganography. The
generation technique generates a new set of data which does not raise any suspicion for attacks. Technically, no carrier
is needed in visual semagram technique. The bits of the sensitive results are transformed into the pixels of the image. In
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visual semagram technique, any image regardless of shape and appearances can be created. The image generated has no
meaning to the fraudsters for alteration. It is even better if the image has no meaning and not beautiful to the attackers.
Also, harmful computer programs would not be able to detect the sensitive message because EOF and insignificant bits
are not used to generate the “Vimago”.

The “Vimago” would be generated based on the numerical values (scores) of election results, alphabetic characters
of the political parties and contestants’ name encoded in matrix T. Figure 3 shows graphical generation and
transmission of “Vimago”.

Colours, C

Results, T Modifier | Vimago (T, C)
Polling Units, PBa

Unprotected public
networks Vimago

Collation Centres

A\

Colours, C (}:@:{)
Results, T

T (Vimago, C)

Fig.3. Vimago machine

Basically, the generation of "Vimago" would involve different intensities of primary additive colours, Red (R),
Green (G) and Blue (B). This implies that different intensities of R, G and B would be added to produce a 24-bits image.
Thus, R, G and B would have 8 bits each. Figure 4 shows a 24-bit combination of R, G and B colour intensities.

A 24-bitimage = (8 + 8 + 8)bits

B E N
R G B

Fig.4. Vimago RGB bits

Using these 8 bits, there would be 28 (256) possible different colour combination of intensities for each colour.
This implies that 256 (0 to 255) different colour intensities could be formed for each R, G and B. The characters of the
sensitive results are first converted to America Standard Codes for Information Interchange (ASCII). The numeric
values would then be transformed into a matrix. The elements of the matrix would further be transformed into bits
(zeros and ones).

Mathematically, a “Vimago” could be generated as follows:

Ty = p(matrix T) 1)

Tg is the binary message of matrix T, ¢ is binary converter and matrix T is the ASCII equivalent of the original
and sensitive message.

_TBM B, TB,; TB, -+ TBg i
1B,, TB,, TB,, TB,, --- TBg,

TB = TB31 TBsz TBs3 TBs4 TBR3 (2)
| TBe; TBe, TBey TBe, -+ TB: |
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/000 000 00 000 000 00 000 00 000 0000 000 000 00 000 00 000 0000 --- TBy, |
001100 00100 0011000010001 001100011000010011100001 --- TBg,
T - 011100 01011100 0101110001  111110011100010111000100 --- TBg, 3
® | 011100010111000101100001 0000 0000111011100 0100011 --- TB,
| 000111000101110001111111  111110001110001011100010 TB. |

Each element of Tg (e.g TB11) would then be converted to RGB HexCode required for a particular colour intensity.
y=0o(Ts) 4)

d is the RGB HexCodes translator/converter and y is the RGB HexCodes generated from T,

7000000 000000 - 7
707071 3184 El -

| 1775 F9C5CT -y
"“|Focsc4 00EE 23 - o,
IC5C 7F FBE2E2  j. |

Each element of y is divided into 3 components (values) to represents R, G and B intensities.

G=(71, 721 73) ()
[00 00 00 00 00 0O - - - Yau
71 71 71 Yaz
71 71 75 F9 C5 C7 Yra
G- |F9 C5 C4 00 EE 23 Vs
L 1ic sc 7F F8 E2 E2 Ye |

G=(yL v2 vy3)
31 84 E1

7, =M.y) 1 Vo isred intensity
72 = Vgreen) © Vyreen 1S green intensity
7s = Vo) © Ve 18 bIUE intensity

As components of G vary, a different combination of colour intensities are produced, thereby resulting in different
colours for different data.
Therefore,

Vimago Ly (1), Lo (72) s Lys(73) (©6)
Where Ln, L2, and Lyz are the locators for R, G and B colour intensities. The locators are used to place a

particular colour at a specific location to form an image. Figure 5 shows election results and semagramming module
while Figure 6 shows the result and semagramming sequence diagram of the proposed e-voting system.
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Fig.5. Election results and semagramming module
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Agents REgistered Polling Officer Polling Server | Sollation Centre
| | | | | |
| " Click on login button e el :
|
| Fingerprint and PIN Authenticating Matching Polling I
| Polling Officer Officer Records :
| Login successful |
| Polling Officer login successful |
|
| Request for Results :
|
1 Election Results :
Relevant Ag%nts received/signed Results |
L Generate Vimago !
Generating Vimago :
Vimago Vimago Generated |
Send Vimago e
Transmitting/Receiving Vimago

Fig.6. Result and semagramming sequence diagram

6. Conclusions

Steganography is a fundamental and technological technique of hiding sensitive data from attacks. The
concealment of sensitive election results against attacks and deformity by the fraudsters and corrupt politicians would
guarantee a credible and fair election. This paper presented a visual semagram technique as a measure to secure election
results from suspicion, attacks and deformity. Scientifically, the proposed technique used the intensities of the primary
additive colours (Red, Green, and Blue) and the bits of the original message to generate an image of any desired shape
and conceal the sensitive results over public and unprotected networks. This research advances from the existing
applications of LSB, text semagram, jargon codes, grille-cipher and encryption to hide any sensitive messages that raise
suspicion for attacks. The suspicion could instigate forceful and illegal modification on the hidden message.

7. Future work
This paper presented a visual semagram technique towards achieving the confidentiality security requirement of
the electronic voting system. The future work would focus on the implementation of visual semagram technique

presented in this paper to conceal the election results against attacks and alteration, and to establish the validity and
reliability of proposed technique.
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