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Abstract—Encryption is a way to secure and verify data 

that are traded through public communication channels in 

the presence of intruder party called antagonists.  

Consequently, the transmitted or stored message can be 

converted to unreadable form except for intended 

receivers. The decryption techniques allows intended 

receiver to reveal the contents of previously encrypted 

message via secrete keys exchanged exclusively between 

transmitter and receiver. The encryption and decryption 

techniques can be applied equally to a message in any 

form such as text, image, audio or video. The current 

paper applies and evaluate two different 

encryption/decryption algorithms to the real-time audio 

signal. The first one is the well-known RSA encryption 

and decryption technique, while the second one is a new 

suggested algorithm based on symmetric cryptography 

concept. The Matlab Simulink simulator tool is used for 

acquiring the real-time audio signal and simulating the 

proposed algorithms. Considering the mathematical 

nature of the audio signal, the experimental results 

showed that the RSA method yields an audio signal with 

low quality while the suggested algorithm yields audio 

signal with high quality as exact signal as the original one. 

 
Index Terms—Cryptography, Symmetric, Asymmetric, 

Encryption, Decryption, RSA, Simulink. 

 

I.  INTRODUCTION 

Confidentiality of precious data can be achieved using 

cryptography techniques [1-8]. Cryptography is the art of 

developing and implementing algorithms to encrypt 

message in such way that it will be impossible for 

unintended and unauthorized persons to process or reveal 

the contents of it whether it is in transmitting or storing 

state. The intended legitimate users who receive the 

encrypted message can reveal its contents via decryption 

process using permitted secret keys as agreement between 

the transmitter and receiver. Various aspects in 

information security such as data confidentiality, data 

integrity, authentication, and non-repudiation are central 

to modern cryptography. Modern cryptography exists at 

the intersection of the disciplines of mathematics, 

computer science, and electrical engineering.  Procedures 

and protocols that meet some or all of data confidentiality, 

data integrity, authentication, and non-repudiation criteria 

are known as cryptosystems. Cryptosystems are often 

thought to refer only to mathematical procedures and 

computer programs; however, they also include the 

regulation of human behavior, such as choosing hard-to-

guess passwords, logging off unused systems, and not 

discussing sensitive procedures with outsiders. 

Applications of cryptography include ATM cards, 

computer passwords, and electronic commerce. 

Cryptographic systems can be classified into two 

categories: 

 

1- Secret-key (Symmetric) cryptosystems [9]. This 

category uses only a unique key shared between 

transmitter and receiver to encrypt and decrypt data 

respectively. Key has great impact in encryption and 

decryption as the strength of symmetric key 

encryption depends on the size of the key. Symmetric 

algorithms are of two types: Block ciphers and stream 

ciphers. The block ciphers algorithms process the data 

in groups or blocks. Examples of block ciphers are 

Data Encryption Standard (DES), Advanced 

Encryption Standard (AES) and Blowfish. On the 

other side, the stream ciphers algorithms process a 

single bit at a time as in RC4 cipher algorithm.  

2- Public-key (Asymmetric) cryptosystems [10]. 

Asymmetric key encryption method generates and 

employees two different keys; private keys and public 

keys. Both private and public keys are mathematically 

related and the private one is used for encryption 

while the public key is dedicated for decryption 

process. RSA, Rabin and ElGamal are examples of 

public-key cryptosystems. 

 

Cryptographic system can be characterized by the type 

of encryption operations used [11-13]:  

 

1- Substitution: Each character of the plaintext is 

replaced or substituted by other character according to 

a particular substitution algorithm. 

2- Transposition: The characters of the plaintext are 

rearranged according to predefined permutation table. 

3- Product: The cipher text is produced as a result of 

mixing both the previous two methods. 

 

Most of the cryptography encryption techniques are 
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dedicated for text data while encryption of multimedia 

data such as audio data has few cryptography techniques. 

Most of audio signal encryption techniques are based on 

adding specific noise to the audio signal at the least 

significant bits before transmitting and extracting this 

noise at the receiver yielding the original audio signal. 

Raghunandhan. K. R presents two layer securities, which 

includes both transposition and substitution cipher. The 

first stage processes the audio signal with transposition 

cipher. While in the second stage modulus multiplication 

is used as substitution cipher, for this the key is generated 

using Pseudo Random Number Generation (PRNG) [14]. 

Sheetal Sharma proposed a method where a frequency 

domain of the wav audio signal is taken for the 

encryption and decryption. The DFT (Discrete Fourier 

Transform) is used for transforming the time domain 

audio signal to frequency domain audio signal. The audio 

signal is separated into different frequency bins with 

respect to phase and magnitude values by applying DFT 

on the audio signal. The RSA technique is applied for the 

encryption and decryption on the lower frequency bands 

because not all the frequency regions participate equally 

in the communication [15-17]. 

The current paper proposes a new symmetric-based 

encryption/decryption approach for securing audio signal 

to guarantee end-to-end secrecy for speech in real time 

communication systems. The performance of the 

proposed approach is compared with that obtained when 

applying the well-known Asymmetric RSA technique.  It 

processes the transmitted audio signal encrypting each 

acquired sample and decrypting it at the receiver. The 

technique can be applied equally to both digital and 

analog audio signals such as GSM, VoIP, Telephone, 

analogue Radio. 

The rest of this paper is organized as follows: Section 

II illustrates the RSA encryption and decryption 

algorithms. The proposed method is introduced and 

implemented in section III.  Simulink based simulation of 

both RSA and the proposed algorithm are illustrated in 

section IV. The obtained results are discussed and 

concluded in section V. 
 

II.  RSA CRYPTOGRAPHY 

Asymmetric key cryptography method uses two 

separate keys: one private and one public. The main idea 

behind asymmetric-key cryptography is the concept of 

the trapdoor one-way function. The most common public-

key algorithm is the RSA   cryptosystem [13], named for 

its inventors (Rivest, Shamir, and Adleman). RSA 

technique employs two keys:  public key e, which is used 

in the encryption process and the other, is private key d, 

which is used in the decryption process. The generation 

process of both public and private keys along with the 

encryption and decryption algorithms are illustrated in 

List.1.  

Using public key (n, e), the authorized person can 

apply the encryption algorithm on the plain message x 

yielding the ciphered message y. The encrypted message 

y can be computed as following: 

 

   ( )                                 (1) 

 

The ciphered message y is then transmitted and when 

another intended authorized person receives it, he can 

apply the decryption algorithm on it using the private key 

(n, d) as following: 

 

 ( )                                     (2) 

 

List.1.: RSA Encryption/Decryption Algorithm 

RSA: Choosing keys 

 

1. Choose two large prime numbers p, q. 

     (e.g., 1024 bits each) 

2. Compute n = pq, z = (p-1)(q-1) 

3. Choose e (with e<n) that has no common factors 

     with z. (e, z are “relatively prime”). 

4. Choose d such that ed-1 is exactly divisible by z. 

    (in other words: ed mod z = 1 ). 

5. Public key is (n,e). Private key is (n,d). 

 

RSA: Encryption, decryption 

 

1. Given (n,b) and (n,a) as computed above 

2. To encrypt bit pattern, m, compute: 

    x = m
e
 mod n   

   (i.e., remainder when me is divided by n) 

3. To decrypt received bit pattern, c, compute: 

     m = x
d
 mod n  

     (i.e., remainder when cd is divided by n) 

 

 

 

Fig.1. The Block Diagram of the Real-Time Audio Signal Encryption/Decryption using RSA Method 
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The block diagram of the suggested real-time audio 

encryption system applying the RSA algorithm is 

displayed in Fig.1. The acquired audio samples are 

encrypted using previously generated public key yielding 

encrypted (or ciphered) samples. The ciphered samples 

are sequentially transmitted and when received; each 

sample is then decrypted at the receiver using the private 

key. It is assumed, for simplicity, that the transmission 

channel is ideal and has no impairments effects such as 

noise. 

 

III.  THE SUGGESTED SYSTEM 

The block diagram of the proposed system is shown in 

Fig.2. The acquired audio samples are encrypted using 

previously generated secret key yielding encrypted (or 

ciphered) samples. The ciphered samples are sequentially 

transmitted and when received; each sample is then 

decrypted at the receiver using the same secret key. It is 

assumed again, for simplicity, that the transmission 

channel is free of noise. The work in this paper focuses 

only on both the encryption and decryption stages. The 

proposed algorithm is based on symmetric key method 

and due to the nature of audio signal as real values, the 

key will be assumed as real number (positive or negative).  

Unlike RSA method, both encryption and decryption 

processes will use the same secret key (a, b). 

Assuming the value of the plain audio sample = p, 

With the condition that: -1 ≤ p ≤ 1, then the value of 

the ciphered audio sample S should be within the upper 

and lower limits as exactly as p: -1 ≤ S ≤ 1. 

Assuming the secret key = (a, b), where a and b are 

real numbers, then applying the proposed encryption 

method, the value of the ciphered audio sample S can be 

calculated as following: 

 

       (   )       ( )       ( )         (3) 

 

The transmitter sends the ciphered audio sample and 

assuming that it is purely received (free of noise), we can 

infer the value of the plain sample as following: 

Rearranging Eq.3 yields: 

 

    ( )       (   )       ( )                (4) 

 

     ( )            (   )      ( )                  (5) 

 

            (   )      ( )                      (6) 

 

   
     (  )

     ( )   
  

 
   

                          

 
     (7) 

 

To determine the upper and lower limits of both a and 

b: 

Assuming     (   ), then from Eq.7: 

 

   
  

 
                                  (8) 

 

The maximum value of a: 

 

     
    

    

      
                          (9) 

 

And the minimum value of a: 

 

     
    

    

    
                          (10) 

 

The absolute minimum value of p = 0,         and 

       , then:       
 

 
 

Then the proper values of a and b are: 

 

   (   )         (
 

 
  )                (11) 

 

For more illustration, the block diagrams of both the 

proposed encryption and decryption methods are 

separately illustrated in Fig.3 a, b respectively. 

 

 

Fig.2. The Block Diagram of the Real-Time Audio Signal Encryption/Decryption using the New Suggested Algorithm 

IV.  IMPLEMENTATION AND EXPERIMENTAL RESULTS 

To evaluate and compare the performance of both RSA 

and the proposed encryption/decryption methods, the 

Matlab Simulink software is used as simulation platform.
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Fig.3. a) Encryption Algorithm b) Decryption Algorithm 

A.  Simulation using RSA algorithm 

The encryption and decryption of real-time audio 

signal using RSA method is designed and implemented 

using Simulink simulator. The block diagram of the 

simulation scheme is shown in Fig.4 where the real time 

audio signal is acquired from either a real audio file or 

real microphone. The encoder block function receives the 

audio signal x and encrypts it using (n, e) as public key 

(Eq.1), while the decoder block function decrypts the 

received ciphered audio signal using (n, d) as private key 

(Eq.2). Both the encryption and decryption functions are 

implemented as following: 

 

Encryption function: c = (round(10 *(1+m))^e , n) 

Decryption function: y = (mod(c1^d , n)) / 10 -1  

 

 

Fig.4. Matlab Simulink Scheme for Encryption and Decryption of Real-Time Audio Signal using RSA method 

 

Fig.5. Simulation Results for Encryption and Decryption of Real-Time Audio Signal using RSA Method 
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As an example, in this simulation, variables n, e and d 

are set as 35, 5 and 29 respectively. The simulation 

process yields the plotted diagrams as shown in Fig.5. 

The upper part represents the acquired signal (plain audio 

samples); the middle part represents the ciphered signal, 

while the down part represents the deciphered signal. For 

comparison purpose, both the ciphered and deciphered 

audio signals have been stored to multimedia files. The 

live hearing of both files articulates the impossibility of 

understanding the words of the first file while there is 

some difficulty to understand the contents of the second 

file. This result can be explained due to the rounding of 

the audio sample value to the nearest integer and shifting 

it to positive level to be able to undergo the RSA 

algorithm, which dictates that the value of the ciphered 

message (audio plain sample in current case) must be 

positive integer. 

B.  Simulation using the proposed algorithm 

The encryption and decryption of real-time audio 

signal using the proposed algorithm is implemented using 

Simulink simulator. The block diagram of the simulation 

scheme is shown in Fig.6 where the real-time audio 

signal is acquired using either a real audio file or real 

microphone. The encryption block receives the audio 

signal p and encodes it using (a, b) secret key (Eq.3) 

while the decoder block decrypts it using the same secret 

key (Eq.7). In this simulation, input variables a and b are 

set as 0.0003 and 300000 respectively. The simulation 

process yields the plotted diagrams as shown in Fig.7. 

The upper part represents the acquired signal (plain audio 

samples); the middle part represents the ciphered signal, 

while the down part represents the deciphered signal. 

Both the ciphered and deciphered signals have been 

stored to multimedia files. The live hearing of both files 

articulates the impossibility of understanding the words 

of the first file (ciphered samples in Fig.6) while hearing 

the second file (deciphered samples) is exactly clear as 

the original file. 

Both the encryption and decryption functions are 

implemented as following (Fig.6): 

 

Encryption function:    
       

       
  

       

       
 

Decryption function:    
  

 
 

 

 

Fig.6. Simulink Scheme for Encryption and Decryption of Real-Time Audio Signal using Proposed Method 

 

Fig.7. Simulation Results for Encryption and Decryption of Real-Time Audio Signal using the Proposed Method 
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C.  Simultaneous simulation using both the RSA and the 

proposed algorithms 

Both the RSA and the proposed algorithms have been 

tested simultaneously (Fig.8) using the same input signal 

yielding the plotted diagrams shown in Fig.9. The input 

signal is a real mono audio file with sampling rate of 

22050 Hz, 16 bit, simultaneous simulation coincides with 

that obtained for both RSA and proposed algorithm 

separately in 4.A and 4.B sections respectively. It is 

noticed that the amplitude of the ciphered audio samples 

using RSA methods is magnified compared to the 

amplitude of the corresponding acquired samples which 

makes it impracticable application. At the same time, the 

amplitude of the ciphered audio samples using the 

proposed methods coincides with the original samples. 

The error rate is determined for both methods by 

comparing the original acquired samples with those 

obtained after ciphering stage. The obtained 

measurements biased extremely to the proposed method 

(error rate = 0.00017) compared to the RSA method 

(error rate = 0.9737). 

 

 

Fig.8. Simulink Scheme for Encryption and Decryption of Real-Time Audio Signal using Both Methods 

 

Fig.9. Simulation Results for Encryption and Decryption of Real-Time Audio Signal using Both Methods 

V.  CONCLUSION 

The current paper applied and evaluated two different 

encryption/decryption algorithms to a real-time audio 

signal. The first one is the well-known RSA encryption 

and decryption technique, which is classified as an 

asymmetric cryptography system while the second one is 

a new suggested algorithm based on symmetric 
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cryptography. The Matlab Simulink software tool is used 

for implementing and simulating the two methods via 

acquiring real-time audio signal and applying the 

encryption and decryption algorithms. The ciphered and 

deciphered audio samples are traced and compared with 

the original acquired signal. The experimental results 

showed that the RSA method yields audio signal with 

low quality while the suggested algorithm yields as exact 

signal as the original one. The error rates are measured 

for both RSA method and the proposed method as well. 

The obtained results showed that the error rate in the case 

of the proposed method is extremely low compared to 

that obtained in the RSA case. The suggested cipher 

method can be more developed to be applied to video 

signal. 
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