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Abstract—The enormous growth of smartphones was Proposed in this thesis is a novel, generic and
impelled by the idea to make a mobile phone offer morextensible framework to prevent unauthorized access
than just cellular telephony. @rof the prime factors that over Bluetooth serial port profile; which is independent
initiated the age of smartphones (6@S, Android RIM,  of any Cryptographic algorithm or approach. The thesis
etc.) was inarguably the capability of wireless sharing o&lso suggests different architectures forffedently
images, music etc. among the users; which was possibégjuipped hardware systems, because the performance of
due to Bluetooth Technology (IEEE 802.15). Todaythe system under an augmented security stack will be
customes of the cheapest phone in world demand to havdifferent for different devices with varying hardware
an inbuilt Bluetooth stack. Apart from sharing files, resources.

especially media, Bluetooth provides us with a lot more

functionality, like streaming audio to a home Index Terms—Bluetooth Security Model, Bluetooth
entertainment system, allowing to share an Interne$erial port Profile, IEE 802.15 DUN Profile, Proprietary
connection over DUN profile, a remote car locking andSecurity Mechanism, JS&2.

security system, a few to mention. Though 1EEE

802.15stack has its own security mechanism, sometimes

a system might require an additional security architecture [. INTRODUCTION

running collaboratively with the itbuilt security to
authorize an inbound pairing request. A simple example
of the authorization paradox is that the standard securi%

mechanism cannot help a Bluetooth system that wa hi bi eludi : trol of devi
paired to multiple devices, to decide which of the paire chieve bigger causes Including remote control of devices,

devices to authize to execute a certain task. For lal up networking (DUN), audio streaming (fouitd a
example, a device may be required to allow a smartphor%lue.tOOth he_adset anq harkise) . and many other
Bluetooth stack to stream audio but restrict it from> vc€S provided by d|ffe_zrent profiles of IEEE 802.15.
transferring files. Here need of a profile specificWhIIe use of Bluetooth is found everywhere, from a

authorization is felt but it is beyond the scope of IEE eatur.e phone _to home entertaipment systems, domestic
802.15 electrical appliances, car locking systemnd home

To understand it better. let us assume that a ho ecurity solutions; we observe that Bluetooth Serial Port
theater system has a Bluétooth link which allows Smg%roflle (tspp) is the fittest among all its available

phones to stream audio to it over A2D Audio sharin rofiles to achieve a cross device connectivity. This very
profile. Such a home theater system (e.g-B#350 by ggrofile of Bluetooth allows different applications running

Sony) can be connected to any smastEhand play the on smartphore to connect to a proprietar_y Bluetooth
streamed music. Each time a device disconnects, tk%aCk and execute remote control operations. As with

Bluetooth stack resets itself and identity of the Bluetoot very oth_er remote contr(_)I device, the ne_:ed of security
stack on the smartphone is lost. Since Bluetooth radi ecomes indispensable with Bluetooth serial Port profile,

waves can penetrate walls and windows, it may bgsnvtvrellll. IheBlseiu”?r/\ ma;mlifc\):/:#isis on tthe idtgruf thi
possible that a neighboof mine connected her controfie uetooth stac ch gets access 1o a

smartphone to the Home theater system and played Iuetopth_ device. In  brief, _aythentmauo_n anq
unwantedmusic. Sometimes this can be fatal in Someauthorlzatlon become the most priority factors in certain

remote controlled instruments unless proper securiti'tuat'izs' ;I'o un(ierstarl]nd it téell;ftr[')l.letk ush_aisu?e that a
mechanisms are installed. ome theater system has a ink-which aflows

Though Bluetoothechnology has got wide acceptance
d popularity as a wireless link for file transfers and
tertainment of users, it was envisioned by Shé to
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does not have a seriousfesft on the household or to
individuals who use this type of devices. If one wished to

Sony Electronics) can be connected to any smartphoniarn off or on any of these appliances and the device
and play the streamed music. Each time a devicealfunctioned or delayed to function, there would have

disconnects, the Bluetto stack resets itself and identity been no serious consequence. Also, coming to the issue

of the Bluetooth stack on the smartphone is lost. Sincef security of such devices operating ov&luetooth
Bluetooth radio waves can penetrate walls and windowserial Port Profile, we readily conclude the following

it may be possible that a neighbor of mine connected her
smartphone to the Home theater system and played a a) These devices are low in cost and have little

unwanted music.

Similar situation arises when an

Electrical device which can be turned off or on using a
smartphone application, is accidentally turned off or on
by my niece who was playing with my Tablet where the
same controller application was installed

The proposed model addresses the difference of degree

of security needed by a variety of devices equipped with b)

different hardware specification. This promises to fit in a

very

lowend MCU where complex cryptographic

algorithms cannot gracefully executend make the
system too sluggish to use. The thesis also presents a
modified metaphor of the architecture to fit for a costly

c)

computational power. Hence they are supposed to
be used by sectors or individuals who never need
highly invincible security, since high end
Cryptography algorithms will either fail on low
computational resources or make the system too
sluggish.

The only intention behind a possible attack may be
simply silly and innocent practical jokes or pranks
by kids.

Evenif an attack is made and that succeeds, it
would not have a serious consequence. For
example, a Kid turning off the television using his

hardware, where need of security is highly prioritized and mot her ‘s smart phone, wh i
the system is capable of executing complex algorithms of watching the News Updates on it, shall not have
Asymmetric crptographic approach. Besides proposing much of a serious consequencausing some
the model, the thesis presents a comprehensive analysis  significant damage.
of system responsiveness using both symmetric and
asymmetric Cryptography and shows how this model For such systems, one should be satisfied with simple
serves existing solutions in an efficient and extensibl€ryptographic algorithm, if he cannot accept a- no
apprach security or opefto-access device. These devices,
therefore, can be modelled to provide some basic security,
as generalized ifiTable.1].
Il. PROPOSEDBLUETOOTH SECURITY MODEL This type of @vices, however, may be used in
The proposed model aims to serve for 3 broadedomes.tic hous.e.holds. Certain domestic.appliances, like
! . : ) 4n  Air Conditioner, which do not involve extra
categories of devices and systems, which are: vulnerability other than kidding or pranks as described
. : . above,; ma someti me fall re
a) Small MCU driven  devices ha_tymg low 0 turn t on in abse)ll"nce of his parents, leading to threep Y
computatlonal resources and requiring norr_natnajor unwanted consequences:
domestic security of commonplace users; i.e.
people whose .aCt'V't'eS ar(_a_not being mo_nltored V Unnecessary consumption of electricity implying
and who are innocent politically, professionally unwanted Electricity Bills
and personally. . . . The Air Conditioning machine kept turned on for a
b) Small MCU drlvm_ systems having little to long time with the doors and windows open, might
moglerate computational resources and to be qsed danage the AC itself.
Enyo'r:}[‘o"rggm ngF’v'veHoWhgfee aﬁg‘t"“evi ﬁﬁ;ﬁtebet'gg In a household where a 15 Ampere cabling
professional, political or other intentional attacks connects to two A (_:ondmoners, which are not
e ' supposed tmpeaate simultaneously, a prank by a
But these devices are used to perfosmme kid to turn an AC on while another is already
everyda)_/ task, which cannot be allowed to running, might cause fire caused by excessive
m_alfunctlon for sa}fety reason. heating of the connector box; if no proper
c) High end computing systems which are costly and like circuit breakers were installed.

hence used in sectors where probability of an
attack for device malfunction or delayéchction
is very high.

2.1 Prior Art andCase Studies

The first category of devices can be exemplified as a
low cost power supply controller for less important
household appliances like the Music System, Television,
Lamps or FAN where a malfunction of the power system

Copyright © 205 MECS

measures
Such a situation is very rare in countries in Europe,
US, Japan and other parts of the first world. But in
countries belonging to the third world, like
portions of India,wo ACs sharing same connector
box, without proper circuibreakers installed, is
very common.

Further, consider a amufacturing plant, where the
workers control electrnechanical machines with
their smart phone applications, such pranks or
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careless use of Bluetooth serial port profile might ¢) K;:=K;$§ K,
have dire consequences, if a worker connects over d) Sendghe following UTF8 steam to the device:

the wrong Bluetooth SeridPort Profile maybe, e)

unintentionally, and turns on, let us say, a fiber #bt=<Bluetooth

reeling machine all off a sudden, where Address>&imsi=<IMSI>&cmd=<COMMAND>&Kkey
maintenance was in progress. The person(s) who =K3

had been working on maintenance of this machine,
would lose their limbs, if they at all manage to [Table.3] shows a list of UTF steam parser notations.
survive the accident. In order to prevent suchHowever, an implementation of our engaged model is
accidents, though there is no explicit attack on thdree to use any parser notations.
security, we propose 8ymmetric Cryptographic The device, omeceiving the UTF stream, extracts the
model, where any proprietary symmetric keyfollowing fields
algorithm can fit in. The sectiof2.2] describes
this approach Hew. a. Bluetooth MAC address of the smart phone
b. IMSI of the mobile network being used in the
smart phone
The command requested the execution of by the
smart phone
In a small computing environment using an MCU with d. the key, whose value I,
limited program execution memory and slow clock
frequency, the thesis strongly discourages use of The device computds; := F(Bluetooth_Addr, IMSI)
Asymmetric cryptography, sincié would have made a and sends a challenge UBFstream a8PIN=
sluggish response time that the device would have beenThe smart phone responds to the challenge with the
literally worthless in some operations requiring instantUTF-8 stream PIN=<PIN> ; without the —<2
action. Though asymmetric cryptography is preferredsay, the value of PIN @
over a symmetric approach, user of such small computing The device receives the chalggnand carries out the
devices must @ampromise to use a symmetric approachfollowing computations in order to authorize or-in
given the lowend hardware of the device and the litleaut hor i z e t he smart phone' s
cost they afford for the device. Sectors or individuals wha@ommand:
need deeper levels of security must afford higher

22  Symmetric Cryptography Approach ismall
ComputingEnvironnements

configuration systems. In our model aimed to semalk a) K=K;& Kj 1)
computational environments, it is assumed that the smartb) R:=g@Q) @)
phone and the Bluetooth device both have knowledge of ¢) IF (K=R) Then

the following:

Execute the command as requested for by the smart
a) F(X)Y): a mathematical function which has aphone
unique value for each pair of values to X and Y. Else

So, we have Drop the request treating the smart phone to be
unauthorized and disconnect from BiESPP
F(x, y2) % F(xy y2); where eithex, # x, or yy # v, 0 End IF
both The entire process is dedmd in[Table.2] and the

timing diagram is shown ifFig. 1].
b) 9(X): a mathematical function which produces a However, the thesis must encourage the use of
unique value for each value of X. So, we have, ~ Asymmetric cryptography for devices which are
paramount to attackers for either Defense, Political or
g(x1)) gk forx, # 5 X commercial rivalry or some other delicate uiss and
require deeper levels of security. Owners of such devices
Since Bluetooth Serial Port Profile is initiated with themust, therefore, afford high end devices which have
pairing PIN only and the MCU will not have enough sufficient execution memory and clock frequency to carry
memory to keep a list of paired devices, the device wilbut the bulk computations to achieve stronger the security
offer an open accesBTSPP to the slavedevices. The and satisfactory respsiveness together. The sect[ar8]
smart phone hence must be authorized with the device iselow describes an Asymmetric Cryptography approach.
a 3way ChallengeResponséACK model. The smart
phone first connects to the open accd3§SPP and
makes the following computations:

2.3 Asymmetric Approach in Highend Computing
Environements

Computations related to thsymmetricapproach are
a) Kj;:= F(Bluetooth_Addr, IMSI); clearly shown in[Table.4]; and the timing diagram is
b) Kz = gPIN) where PIN is a changeable, setup shown in[Fig.2]. The advantages that the thesis proposes
time ndigit (Eg. 4 digit) number provided by the to provide with to this asymmétrapproach is discussed
user of the smart phone. in section [3].
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a) The attacker must have the private key of the
[ll. VULNERABILITY ANALYSIS OF ASYMMETRIC device {t’s quite absurd)
APPROACH b) It must know the UTF stream formats together
with the string delimiters.
It should have the puldikey of the smart phone
(this is highly probable).

There are broadly four possible ways that an open o)
access Bluetooth Serial Port Profile may fall prey to an
attack:

i Another Bluetooth gadget, such as another The thesis proposeto appendwo fields to control

) i tri TF-8 st ;
smartphone, might try to make an attaclorder S r;r;gl(ll\JASI 80]? rtehaem; mar t p lconmeetionsand b)
to execute some commands at the dEN'CeBluetoothAddress both of which should be encrypted
Intention for such an attack may result from

t of isational. political flict with theprivatekey of the smart phone.
_ Some sort ot organizational, poiitical contiict. This ensures the authenticity and integrity of the
i.  An evil Bluetoothstack may goof as the device

to befool an authorized smartphomesulting in communication.
denial of service M09, so that the original So, the smartphone appends the piece of -8Té& the

. UTF stream that it sends in a phase of communication
device does not respond to anemergency

. with the device&IMSI=1&bt=B
command coming from the smartphone Where
iii.  An evil smartphone might keep the device busy '
so that the genuine smartphone does not get hold
of it while in a sheerurgencyto execute a
command This is also a Denial of Service attack.
iv.  An evil smartphone might intercept between an
ongoing 3way traffic in orde to intrude in to

T 1 =Eppone (IMSI)

1 B=Ernme(Bluetooth Address of the smartphone)
After this is appended to the UTF stream, the
entire  UTF8 undergoes another phase of

the security system to make a successful attack ~ €ncryption
at a later time.
UC = EDevice(U)-
3.1 Prevention of Denial of Service (DOS) Attack The above Steps take care of Conﬁdentia”ty,

Bluetooth(IEEE 802.15) serial port profile haalready ~ @uthenticity and integrity of the communication @»aS
an intrinsic antispoofing security mechanism that attacks cannot succeed since successive misleading
suffices fornormal toaverage attackers. To add to thisi"bound communication are blocked by blacklisting
inbuilt security mechanism, the proposed model offers t@ttacking devicesThe standard IEEE 802.15 stack ¢ak
pass a communication parameter or a sequence BR€ of this.[Fig.3] illustrates the process of preventing
parameters delimited by a U8 character, to the UTF DoSattacks.
stream, and themequires the smartphone to encrypt i
with its private key. A sample of this UTF streais

alreadyillustratedin Algorithm 2 in[Table.4], where an IV. EXPERIMENTAL |LLUSTRATION OF THEMODEL
encryption now is carried out as: The thesis not only proposes the security model and
analyses its preandcons, but also provides a robust,
UchacLence := Expevice( UcHaLLENGE) () impelling implementation deloped for an Android

) _ ) ) Smartphones, which communicates to a Bluetooth device
If the interceptingsmartphoneeplays denial of service running a firmware, abiding by the proposed model.
attacks by junk responsethe device will carry out the Foliowing the development process the data traffic
following: between the devices over Bluetooth link were logged
) ) with respective timestamge analyse the performance of
a) Decrypt the UTF stream with own private key  the architecture. The author encloses video, stills and the
b) Extract the pieces of encrypted informationgpplications binaries to establish this model, stating how
delimited by the &r)edadis B ettain dy8ténis Meuirifighan ddditional security

shown in[Table.4] . as illustrated in sectior2[1].
c) Decrygt the information with the public key of the ) ]
smart phone 4.1 Implementatiorof the Security Model

d) If at least any one of the information thus The jmplementation has two parts:
decrypted does not match the desired value, it is

not treated as a response and hence the trueé  The development of the model on the RTOS
response stream can reach the device. i The development of the model on an Android

) i smartphone.
We observean evil snartphone must fulfil all the

constraints below to succeed in playinBaSattack: For implementation of the former, the author used Java
with JSR82 support. For the development of the second
model, the author used native android development.
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Listed in [Table.7] are the details about the systemsin Algorithm 1[Table.2], has been adopted. This sva
information of the smartphone as well as the Bluetootheal life solution providing the user with basmyilian
device. Devices have been categorized broadly as-$ypesecurity. This solution may, however, need a better
and TypeW. TypeS represents devices equigpeith  security mechanism, if the user were no ordinary person
high end hardware and running an RTOS whilst Tye but a socially, politically or professionally important
represents simple MCUdriven Bluetooth units with little person; whose activity mightave conflict of interest
computational resources. with certain groups of people or rivals, who might have,
therefore, wanted to interrupt his work.
Use of better security mechanism, described in
[Table.4], however, needs better computing resources, as
[Table.8] shows an analysis of experimental traffic discussed in earlier sectis of this thesis.
between the smartphone and a small computing devicg, : .
conforming to ALGORITHM 1described in[Table.2]. 5:2 Smart Micro Oven Solution
This experiment was carried out with a Typedevice Aimed at aged, ailing and carrying women, smart
specified in[Table.7]. We find that the average time for micro oven solution is a smartphone assisted rrowen
an authentication cycle dfLl77 milliseconds. The curve controller , which enables, though a competent dashboard
we plotted is shown ifiTable.9]. on the smartphone GUI, easy controlling of the micro
oven, like controlling the temperature,oking interval,
gaining basic information about the food being cooked,
V. SOME USEFULREAL LIFE SOLUTION BENEFITING etc This solution needs basic security.
FROM THIS THESIS

4.2 Analysis of Data Traffic in a Small Computing
Environment

5.3 Smart Phone Assisted Car Locking System

We have plentiful of real life product s and solutions that The author implemented the system in his own car
coulpl benef[t from this. At the fime @omposing this . through which it is possible to lock or unlockcar, and
thesis, the first author already implemented the securltgIiole up a window, and apart from this, the solution offers

model he _Proposes j[hrough' this thesis fqr variousy, provide the user with information like
manufacturing companies he is consulted by in his own

research lab and household, as well. A few of such
successful solutions are ntemed and described
bel ow...

Fuel information and loviuel indication
V  Temperature of the engine
V  Pollution level of the engine
5.1 Router ReSetter Mobile Computing Solution V  Control the heater and air conditioner

For those who distribute a broadband Internet
connection with a WAFi router, a very common nuisance
is havingto turn off the WiFi router and turn it on again
after a few seconds each time their Internet seems to have
become nowesponsive. This process in technically
known amses-esgdfitngl . Propos e Y4 AGCRRIFMS AND PROFOCOLARGHIZECTURE
solution was not to dig into the root cawusehis problem
and rectify the issue; because there are some hundred
manufactures of these routers s&kldSLmodems. Rather, ) )
the scope of the product was to help peopleresft the A mathemat!cal funct!on F(X.Y)
router without having to physically move. For an aged A mathematical functiog(X) | _
person, who mabe browsing the Internet from her bed - A predefined command or instruction se
room in the ground floor, like REQUEST_STATUS, POWER_ON NiEEEIEREN
to scale the stairs to the first floor or the terrace where t and POWER_OFF etc.
modem and router might have been placed. As a soluti
to this he imp|emented an app”cati([n gmartphones to 6.1 Generalized Device Authentication AIgorithm
communicate to a lowost MCU with a Bluetooth  gince  this Abstraction Algorithm aims to offer a
transceiver and an.electrlcal relgy to power off/on the W'generalized solution, it does not assume any device
Fi router .Schematic of such a circuitry used by the aUtthonfiguration with which the smart phone will
and screen shot of the android application that controlSymmunicate. There may be a variety of devices with
this unit are Bown in [Fig. 4]. Now consider that her gigerent configurations; like device with an MCU and
neighbour might have installed a similar solution fromg, etooth (IEEE 802.15) chip; which does not have much

the same manufacturer. Fradgudkd caffdut lomflek LdmButatiohs tNat eV

will not be quite feasible to distribute different s ihentication Algorithm might involve
smartphone applications to control different routers. A

kid may thus ause disruption of Internet service by a) A device with an MCU and a Bluetooth (IEEE

turning old lady’'s router ofdgbschif \thicl’:i‘dbes?%d} Hatl/e;]rrifb@rreb\?vﬂireteshi ns

on his mot her ' s smartphone. To preven
minimum infrastructure, the security approach described

This system must be highly secured, andcitordsto
Algorithm 4

The device and the smart phone applicati
have in commoiknowledge othe following:
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to carry out complex computations that the 4.
Authentication Algorithm might involve

The smart phone gets this UBFstream and
acknowledges a2PIN=<PIN>

b) The device may be running a firmware which can 5. The device receives theIN and compus R:=
carry out complex computations but its processing g(PIN)
speed may be too slow in responsiveness 6. The device calculatds$ as
¢) A high end device might run an OS with enough
resources to be commensurate with complex Ki=K; § K4
algorithms
7. IFK=RTHEN
Clearly, it is implied that the device being used in a a. Allow connection and execute the command as

system must be manufactured as per the degree of desired

security and responsiveness needed. The thesis, therefore, ELSE

aims to fit well with all these variety of devices and a. Decline execution of the execution of the
requirements. The thesis proposes different authdiatica command desired by the smartphone
mechanisms having different complexities, described in END IF

the tables[Table.2] to [Table.3]

6.3 Use of UTF8 Stream Parsers

A # at the beginning of t
that the UTF corresponds to the request from the
smart phone
2’ at the beginning of the UTF stream denotes
exchanging par ame &t pbrs
querying a parameter by either side.
Though using XML orJSON would have been
much more efficient in parsing a U8 stream,
considering that the device may have considerably
low Processing power and program execution
memory, we discard the implementing idea of
XML and JSON on the device. They can, however,
work fine on smartphones, because smartphones
have considerably bigger memory and faster and
powerful processor, often a de@dre or multi
core one, to parse XML and JSON.
If the smartphone needs to fetch a lot of
information from the device, such as a devic
transmitting a large set of information obtained
from a sensor, over Bluetooth on a pull basis, we
must go for XML or JSON; to keep the
information structured. The smartphone processes

#bt=<Bluetooth them quickly and effectively whereas the device
Address>&imsi=<IMSI>&cmd=<COMMAND>&key=K does not have to pashe XML or JSON; rather

3 some basic string programming is fabricated to

generate a simple, predefined XML or JSON.
But, intrudingXML/JSON unnecessarily will add
overhead to either end.

6.2 Algorithm1: Device Autentication Model n a
Small Computing Environment

The authentication mechanism
augmentation of the Bluetooth stack.

Request-to-Connect by smartphone Bluetooth stack:

The smart phone requests execution of a command
after connecting to the device ou®spp

is a-way

del

C.

a) The smart phone computes; Kas K;
F(Bluetooth_Addr, IMS]) where
Bluetooth_Addr= the 4®it MAC address of the
Bluetooth adapter of the smart phone that requests
connection ; and IMSI is belongs to the
International Mobile Subscriber Identity of the
connection in use by the smart phone

K2 = g(PIN) wherePIN is a changeable, setup
time ndigit (Eg. 4 digit) numbeprovided by the
user of the smart phone.

c) K3=Ki§ K

b)
D.

The smart phone sends a UTF stream protocoled as:

The authentication at the device

1. The device receives the UTF and extracts the

following fields 6.4 Algorithm2: Asymmetric Security Modébr Device

Authentication in a High Computing Environment

e. Bluetooth MAC address of the smart phone
f.  IMSI of the mobile network being used in the 1. The smart phone connects to the device tisop
smart phone and carries out the following computations
g. The command that was requested for execution
h.  the key, whose value is;K a. K;=F(Bluetooth Address, IMBI
) _ o b. Generates a pseudo random numBgEi
2. Since the. deV|ce_ deeknow the definition of C. K,=g(PIN) & PRN
F(X)Y), it easily computes Ky = d. K:=K, £ K
F(Bluetooth_Addr, IMSI) T 2
3. The device sends an application layer protocol €. Encrypt theIMSI, B'“e“?"‘h address,K3_and the
UTF strean?PIN= PRN itself with the public key of theleviceas
Copyright © 205 MECS 1.J. Information Engineering and Electronic Busine&3]5, 4, 58-75
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i L=ETPC(MSI) e. The devicedoes know that, K, = g(PIN) &
ii. B:= E™P°"°°(Bluetooth Address) PRN; where PRN is known to it; so it can
i Ky: = EP"(Ks) authenticate the smart phone simply based on
iv. Ji=E*"*(PRN) getting the right value d?IN, which it can ask the
smart phone to send as response; because, the
f.  Sends the UTF stream(U) as: device also knows the definition of the function
g(X) which produces a unique value for each value
i. ?2cmd=<Cmd> & bt=B & imsi=l & k=K, & R=J] of X=x.
Here, f. Geneates a pseudo random numb@r, which is
Cmd= (command_to_execute) used as a challenge

g. The challenge Q is encrypted using the public key
g. TheUTF stream {) is encrypted using the private of the smart phone;

key of the Phone in order to ensure authenticity of

the connection: U; = E"™(U) which is sent to C: = E *P""¢(Q)
the device
) _ h. The device now generates as a challenge the UTF
2. The device receives th&TF stream and the stream UcHALLENGE) expressed
following steps are carried out inside the firmware as ?CHALLENGE=<C>, which is further
of the . devie to authenticate and authorize the encrypted with the private key of the device; given
execution of a command that the smart phone had as

requested for;

.— =-Device
U CHALLENGE -— E ( UCHALLENGE)

a. The UTF stream (U) is decrypted using the public
key of the Phone, which is available to the3. The smart phone, on decrypting the UTF stream with

firmware of the device. the public key of the device, decrypts the challenge
o with its own private keys and responds to the
U=E"""(Uy) challenge with the UTFUgesponse, €ncrypted with

its private key; as follows:
b. Parses the UTBtream, to extract the following _
f|E|dS: a. UCHALLENGE = E+DeV|ce( UCHALLENGE)
b. Q:: E-Phone (C)

FIE VALUE IMPLICATION OF FIELD

Cm | Command | The command that the Phone reques C. Calculates the response RESPONSE, as

d | requested | to get executed RESPONSE:=Q & PIN

Bt B Encrypted Bluetooth Hardware addre d. Encrypts the response with its private key and
of the smart phong responds to the challenge with the UTF stream

Imsi | Encrypted IMSI of the connection use Uresponse:= ?RESPONSE=<RSP> where
by the smart phone RSP:= E™"" (RESPONSE)

K Ka Encrypted value dKs €. Ugesponse := E™*"** (Uresponse)

R J Encrypted pseudo random number . . .

Sl 4. The device receives the response and authenticates

the smart phone based on the sequence of

C. The device then decrypts these fields with its computations that follow below:

private key shown below:

a. Ugesponse:= E %" (Uresponse)
b. Decrypts the response value with the public key of
cmd This field was not encryptebly the smart phone the smart phoe RESPONSE:= E**"™
so decryption is not needed (RSP)
bt | Bluetooth Address of Smart Phond ***(8) c. Since the device has both the values of Q and
s :(Mf'Ez_dE;C:(VE()') REPONSE, it can readily find out the value of the
R P;N == E-dewte(\]) PIN as
d. These decrypted values of the Bluetooth Address, PIN=Qg& RESPONSE
IMSI and the Pseudo randonumber are used to [T XORis reversible]
carry out the following computations to
authenticate (and, authorize) the device d. A=g(PIN) &€ PRN
e. It can compare, in a sequel to the computations in
i. Kj=F(Bluetooth_Address, IMSI) Step-2.d the value of K with the value ofA to
i. Kiy= K; § Ks verify if the value equals the value of,ksince
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f. IF (A=K;,) Then the smart phone will communicate. There may be a
Executes the command which was requested by theariety of devices with different configuratiorike
smart phone

Else a) A device with anMCU and a Bluetooth IEEE
802.15 chip; which does not have much resources
0  Simply drop request and terminate the connection to carry out complex computations that the
U Log the rejection information and send it to the Authentication Algorithm might involve
device administrator over any mediach as SMS, b) The device may be running a firmware which can
Instant Message ov&MPP, Mail, or other sort carry out complex compuians but its processing
of physical alarms like a siren speed may be too slow in responsiveness
c) A high end device might run an OS with enough
End IF resources to be commensurate with complex
algorithms
VII. TABLES AND FIGURES Clearly, it is implied that the device being used in a

) i .. system must be manufactured as pke degree of
7.1 Table.l Generalized Device Authentication gec ity and responsiveness needed. The thesis, therefore,
Algorithm aims to fit well with all these variety of devices and
Since, thisTable aims to offer a generalized solution, requirements. The thesis proposes different authentication

it does not assume any device configuration with whictinechanisms having different complexities, described in
the tables[Table.2] to [Table.3].

=

The device and smart phone are connected over Bluetooth Serial Port Profile
The smarphone application sends a REQUEST_CONTROL packet (UTF stream)
3. The Device receives the Request and processes it using a suitable ALGORTIHM and checks if the smart phone
application is authorized to communicate
a. Ifitis, itis allowed to continue communicati;
b. Else it is denied communication and option:

n

7.2 TABLE.2

ALGORITHM 1: DEVICE AUTHENTICATION ALGORITHM MODEL IN A SMALL
COMPUTING ENVIRONMENT

The device and the smart phone application have in commeon the following:
1. A mathematical function F{X,¥)
2. Amathematical function g(X)

3. Apredefined command or instruction set; like REQUEST_STATUS, POWER_ON, POWER OFF etc.

The authentication mechanism is a 3-way augmentation of the Bluetooth stack.
Smart Phone side Request to Connection:

The smart phone requests execution of a command after connecting to the device over bispp

1. The smart phone computes K1 as K := F(Bluerooth_Addr, IMSI): where Bluetooth Addr—
the 48-bit MAAC address of the Bluetooth adapter of the smart phone that requests comnection ; and
IMSI is belongs to the Infernational Mobile Subscriber Identity of the connection in use by the
smart phone

2. K;: = g(PIN) where PIN is a changeable, setup-time n-digit (Eg. 4 digit) mumber provided by the
user of the smart phone.

3 KE=KiPK:

4 '['hesnn:tihti-csendsaUTFsh'mﬁomkxias:

The authentication at the device
1. The device receives the UTF and extracts the following fields
a. Bhetooth MAC address of the smart phone
b.  IMSI of the mobile network being used in the smart phone
c.  The command that was requested for execution
d. the key, whose valueis Ks
Since the device does know the definition of F{X ¥), it easily computes K, = F(Bluetooth_Addr, TMST)
The device sends an application layer protocol UTF stream ?PIN=
The smart phone gets this UTF stream and acknowledges as ?PIN=<PIN>
The device receives the PIN and computes R:= g(PIN}
The device calculates K as Ki=K: @ Ky
. IFK=Rthen
a. Allow connection and execute the command as desired
Else
a. Decline execution of the execution of the command desired by the smartphone
End IF

Nmn ok w
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7.3 Table.3: Utf Stream Parsing Notations
A. =#‘ at the beginning of the UTF stream denotes that
B. 2’at the beginning of the UTF st r ead& odgeenymd separameterc ha ng

by either side.

C. Though using XML o©JSON would have been much more efficient in parsing a-8$fFeam, considering that
the device may have considerably low Processing power and program execution memory, we discard the
implementing idea of XML and JSON on the device. They can, however, fimerlon smartphones, because
smartphones have considerably bigger memory and faster and powerful processor, oftecoee duamulti
core one, to parse XML and JSON.

D. If the smartphone needs to fetch a lot of information from the device, such aseatdawvémitting a large set of
information obtained from a sensor, over Bluetooth on a pull basis, we must go for XML or JSON; to keep the
information structured. The smartphone processes them quickly and effectively whereas the device does not have
to parg the XML or JSON; rather some basic string programming is fabricated to generate a simple, predefined
XML or JSON.

E. But, intruding XML/JSON unnecessarily will add overhead to either end.

7.4 Table.4:
Algorithm 2: Asymmetric Security Model For Device Authentication In A High Computing Environment

Algorithm 2: Asymmetric Security Model for Device Authentication

Entities Available to The Device:

1 | Public key of the Smart phone application (via PKI)

2 | Own Public and Private keys

Entities availabléo the Smart Phone:

1 | Public key of the Device (via PKI)

2 | Own Public and Private keys

3 | Hardware Address of its own Bluetooth adapter

4 | IMSI of itself (The GSM connection it bears)

5 | A one-time setup, changeable PIN

Entities available to both thievice and the Smart phone application:

1 | F(X)Y): a mathematical function that produces unique value for each pair of {x,y}

2 | g(X): a mathematical function which produces unique value for a given X=x

Notations used in computational illustrations:

1 | E": Encryption (or decryption) with public key

2 | E: Encryption (or decryption) with private key

3 | E™W: Encryption (or decryption) with public key W whereW € {Device, Phone}

4 | EY: Encryption (or decryption) with private key @f wherel € {Device,Phone}

1. The smart phone connects to the device btgppand carries out the following computations

a. Kj;=F(Bluetooth_Address, IMSI)
b. Generates a pseudo random numBBi
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K, =g(PIN) @ PRN
K3 = Kl D K2
e. Encrypt thelMSI, Bluetooth address,K; and thePRN itself with the public key of theleviceas

Qo

i. 1= EPeMSI)
ii. B:= EP®°(Bluetooth Address)
i, Ky = EPY%(Ky)
iv. J:= E'P?V(PRN)
f.  Sends the UTF stream(U) as:
i. 2cmd=<Cmd> & bt=B & imsi=1 & k=K, & R=J wherecmd= E**"®(command_to_execute)

g. The UTF stream (U) is encrypted using the private key of the Phone in order to ensure authenticity of the
connection: U; = E*™™(U) which is sent to the device

2. The device receives the UTF stream and the following steps are carried out ingicevitaee of the device to
authenticate and authorize the execution of a command that the smart phone had requested for;

a. The UTF stream (U) is decrypted using the public key of the Phone, which is available to the firmware of the
device.

U= E+Ph0n9(U1)

b. Parses the UTF stream, to extract the following fields:

FIELD VALUE IMPLICATION OF FIELD
cmd Command The command that the Phone requested to get executed
requested

execution of

bt B Encrypted Bluetooth Hardwar e adapteérr ess of
imsi | Encrypted IMSI of the connection used by the smart phone

k K, Encrypted value oK3

R J Encrypted pseudo random number

c. The device then decrypts these fields wittpiigate key shown below:

FIELD DECRYPTION PROCESS
cmd This field wasnot encrypted by the smart phone; so decryption is not needed
bt Bluetooth Address of Smart Phoné& “"'(B)
imsi IMSI = E®Ve(1)
k Kj = E9(K,)
R PRN = = E®(J)

d. These decrypted values of the Bluetooth Address, IMSI an&sbado random number are used to carry out
the following computations to authenticate (and, authorize) the device

i. Ky=F(Bluetooth_Address, IMSI)
ii. K2 = Kl D K3

e. The devicedoes know that,K, = g(PIN) @ PRN; wherePRN is known to it; so it can authenticate the smart
phone simply based on getting the right valué’bfl, which it can ask the smart phone to send as response;
because, the device also knows the definitiontheffunction g(X) which produces a unique valuerfeach
value of X=x.

f.  Generates a pseudo random numQerwhich is used as a challenge

g. The challenge Q is encrypted using the public key ofthart phong

C: = E+Phone(Q)
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h. The device now generates as a challenge the UTF stkéair (ence) expressed é2CHALLENGE=<C>,
whichis further encrypted with the private key of the device; given as

— p=-Device
=E

UCHALLENGE . ( UCHALLENGE)

3. The smart phone, on decrypting the UTF stream with the public key of the device, decrypts the challenge with its
own private keys and responds to thaltenge with the UTFUgresponse, €ncrypted with its private key; as

follows:
4. Thedevice receives the response and authenticates the smart phone based on the sequence of computations that

follow below:

.— =-Devi
g- URESPONSE-_ E e\llce(lJRESPONSE)

h. Decrypts the response value with the public key of the smart phone RESPONSE:= E*"""™ (RSP)

i. Since the device has both the values of Q and REPONSE, it can readily find out the valud Nfated® IN=
Q ® RESPONSE [Since, XOR is reversible]

j.  A=g(PIN) ® PRN

K. It can compare, in a sequel to the computatiorstdp-2.d the value of K with the value ofA to verify if the
value equals the value ohKsincell e E DI RaN

[. IF (A=Ky) Then

Executes the command which was requesteithdgmart phone

Else
U  Simply drop request and terminate the connection
U Log the rejection information and send it to the device administrator over any media such as
SMS, Instant Message ovEMPP, Mail, or other sort of physical alarms like a siren
End IF

7.5 Table.5

Ilustration 1: Simple Crypto analysis of 3-way authorization mechanism

F(X.Y): where X a string of 6 bytes and Y a
number

5 i
Floor(z'%m) mod 255

where b[i] for 0=i<5 is the j* byte of String X
Floor(vX + 4) mod 255

g(X): where X is a number

IMSI 405036004972900

Bluetooth Address of the phone 001C7BOBS2ZAE

PIN 4529

Keys of the device d | e | N

1163401554915201764182895131077
7975443191675540289653744802548
0540742209961659363692495574390
9888068468503745705361741732898

71521020619645824961601380006353283572746089401916212240278660453
36322473820830994427964200060810539029673067668739189272541966496
87107283398212160727926708952980667461461417485203637603559433601
40027894365153900852294319879417923907424785244429375294 886322585
79823181388542650489076069004687774939929041678533883483210592288
79909450997937930937420481727066380372380406489665783331229767952
03700784569305446465288890497945268515500096256775353912977857039
95884523582128037078450969111127546571461574978801559632813668288
4987328236229688251379448270729
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120103395918142912113416871903
508565156823199438973559511505
399221341495552157375256498236
812068128779984585045754253818
355383166489461264342799115770
16829

1934065239511334589904044700698
2970379757145207367429984555252
4095835207223193981907303355886
1467528045436610809448393654844
9049568791933428775039967806371
2940597723459606106937745454797
0643505724437639373648113429281
6662076516829249087669683888433
1548420661003383452376333243032
1496183511645005174334849574886
1566006199051860316049430820026
3999644546469267552803458680240
6084680245348692752812744524395
4102225486557809665147755934535
4061172234286448481493564203197
0629336405413698043821543733
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7.6 Table.6: Resultsbtained by Experiments:
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7.7 Table.7

Systems information of the Smart phone

System Parameter System Parameter Details

Operating System ~

Android version 4.2.2

Processor”

1GHz, Singlecore

RAM"

512 MB

Internal Storage

2 GB (inclusive of bundled software)

Bluetooth version”

IEEE 802.15 version 2.1

Connectivity

IEEE 802.11 b/g/n

Mobile Networks

GSM, 3G/EDGE

Sensors

Gravity sensor, Proximity sensor, accelerometer

GPS

GPS, AGPS

Display

7.83 cm capacitive touch with 5 touch pointing

Fields that pertains to the thesis, are marked with (*)
Systems information about the Device type- S (High end computing)
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System Parameter System Parameter Details

Operating System Custom Linux Kernel
Processor” 800 MHz

RAM" 512 MB

Bluetooth version” IEEE 802.15 version 2.1

Applications Java ME support (MIDP 2.0)

Systems information about the Device type- W (Very low performance)

Operating System ~ No Operating System

Processor” AT89S51Compatible with MCS1

Memory” RAM 128 bytes

ROM 4KB ISP Flash Memory

Bluetooth version” IEEE 802.15 version 2.1 (Integrated Fifly chip)

7.8 Table.8 Analysis of Received UTF Stream

Table-8
Analyisis of Init-Authentication Packet UTF-stream

Wi Lo Interval (milli sec)
Serial No UTF stream in the packet M1 (%) Initital Timestamp authentication
1 Ms=1374137504767bt=001C7) 79812 md=SHUT_DOV ¥ 15=1374137505971 4798123469696 1374137504767 1374137505971
2 Ms=1374137550612b1=001C7) 79812 md=TURN_( fterTs=1374137551791 4798123469696 1374137550612 1374137551791
3 Ms=1374137687707bt=001C7| 1 79812 md=SHUT_DOV rTs=1374137688E71 ATIE 1234696968 1374137687707 1374137688871
4 Ms=1374137717493bt=001C7| 1 79812 md=SHUT_DOV ¢ Ts=1374137718717 ATIE 1234696968 1374137717493 1374137718717
5 Ms=137413 11C7I 79812 md=SHUT_DOV 15=1374137736442 4798123469696 1374137735282 1374137736442
& Ms=137413 11C7I 79812 md=SHUT_DOV #15=1374137756460 4798123469696 1374137755290 1374137756460
7 is=1374137773416bt=001C7 imsi=479812: md=SHUT_DO £Ts=1374137774574 47981234696969 1374137773416 1374137774574
8 ims-137413 1c7 imsi=479812 md=SHUT_DOV (Ts=1374137792174 179812 34606569 1372137790908 1374137792178
-] is=13741. 11C7I 1 79812 md=SHUT_DOV rTs=1374137811022 ATIE 1234696968 1374137809856 1374137811022
10 Ms=13741. bt=001C7) i 79812 mid=SHUT_DOWNE&key=B668 afterTs=1374137829168 47981234696969 1374137827925 1374137829168
11 iMs=1374137846875bt-001CT! imsi=479812: md=SHUT_DO £T5=1374137848140 47981234696969 1374137846975 1374137848140
12 its=13741 1C7 i 79812 md=REBOOTEK Ts=1374137867 47981234696969 1374137865460 1374137867628
13 #Ms=1374137883314bt=001C7| 1 79812 md=SHUT_DOV ¢ Ts=1374137E84479 ATIE 1234696968 1374137883314 1374137884479
14 Ms=1374137901565b1=001C7) | 79812 md=SHUT_DOV ¥ 15=1374137902734 479812349696969 1374137901565 1374137902734
15 Ms=137413 11C7I 79812 md=SHUT_DOV ¥ 15=1374137940021 4798123469696 1374137938844 1374137940021
16 is=137413 7957381 bt=001C7I ! 79812 md=5HUT_DOM 1 Ts=1374137958557 AT98 1234696969 1374137957381 1374137958557
17 Ms=1374137979115bt=001C7| 1 79812 md=SHUT_DOV rTs=1374137980291 ATIE 1234696968 1374137979115 1374137980291
13 ms=13741. 11C7I 7981, md=SHUT_DOV #15=1374138008063 4798123469696 1374138006880 1374138008063
19 Ms=1374138021. bt=001C71 79812 md=SHUT_DOV ¥ 15=1374138022401 4798123469696 1374138021228 1374138022401
20 Ms=13741380417 70bt=001C7I i 79812 md=SHUT_DOV 1 Ts=1374138042949 47981234696969 1374138041770 1374138042949
21 Ms=13741380917 18bt=001C7 it 79812 md=SHUT_DOW #Ts=1374138092888 47981234696969 1374138091718 1374138092888
2 Ms=13741381 11C7I 79812 md=SHUT_DOV 1 T5=137413813151 4798123469696 1374138130348 1374138131517
23 Ms=1374138152089bt=001C7| 1 79812 md=SHUT_DOV rTs=13741381 1 479812 39696969 1374138152089 1374138153251

Average interval | 11TT

* Special Note: original IMS| has been changed.

7.9 Table.9: Analysis of Received UTF Stream

Table.9 : Authentication cycle duration (msec)
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7.10 Fig.1: Security Protocol

Fig.1: Security Protocol

I. K= F(Bluetooth_Addr, IMSI)
ii.  Ka:=g(PIN)
W K=K DK

WFbr=<Bluetooth Address>&imsi=<iMSI>8keys<K,>

fbt=<Bluetooth Address>&imsi=<IMSI>&key=<K;>

cmd=<commond>

Response String (optional)

Copyright © 205 MECS

Parse UTF stream and
extract Bluetooth
Address, IMSI, Ky

Ki:= F(Bluetooth_Addr,
IMSIH)

K=Ky @ K;

Sends the UTF ?PIN=

R:=g(PIN)

IF {R==K;) Then
Execute <command>
Else

Drop connection
End IF
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7.11 Fig.2: Asymmetric Security Model for High end Devices

Fig.2: Asymmetric Security Model (HIGH-END DEVICE)

Ki:= F(Bluetooth_Addr, IMSI)
{ Ki: = g(PIN)
o )

K=K oK

1= EYDBVICE ey
o E+Devlce

T EFm~

(Bluetooth Address)
Kes E+Devi¢:e ()

S e E+Device (PRN)

<

s

= EPhONe(UTF)

*  Parse UTF stream and
extractbt, |, K, R
Bt_Addr= E*"*(bt)
IMSI = E%<*(1)

Ky = E*¥*(ks)

PRN = E%¥<())

Xs = F{Blwetooth_Address, IMSI)
K; = K\ (7] K;

Q: =Rnd()

C:= E'"™°™ (Q)

Sends Challenge

(’cmd-(Commnnd to execute> & bt=8 & imsi=/ & k=K4 & R=J}

» Q:=EgPhone(c)
* R=QOPIN *  Ri=E'7ho" (pep)
*  RSp:= EPhone (g) * PIN=COR
*  A=g(PIN) ® PRN
* IF(K:;=A) Execute cmd;
Else

rOevee » Drop request
?RESPONSE=RSP » Disconnect btspp
- » Log attack and
rejection information

» Send SMS, IM or Mail
or alarm via siren
alerting the attack

End IF
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7.12 Fig.3: Prevention of DoS Attack

Fig.3: Prevention of Denial of Service Attacks

Bluetooth Device

(?emd=<Command to execute> & bt=53 & imsi=/ & kzl\'l & Rzl)

Logic for

o b

Logic to \. Rejected for:
v

Generate \ hwalid response
Response ~— format
~— We IMSI
Fake responses b

v

ey v Wrong BT addr

RSP:= E*"°** (RESPONSE) Ty ¥ Wrong response
Im:= EP™%¢ (IMS1);

B:= EF™"¢ (BtAddr);

Y (PRESPONSE=<RSP>)
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7.13 Fig.4: Circuitry and Screesshot of Router Reetter Solution

Micro

Bluetooth
u‘-:':'-;n: ! < MAX 232 I Y Conmelles

(6]
VIIlI. CONCLUSION AND FUTURE SCOPE

The proposed model does not assume any specific
cryptographic algorithm; rather aims to offer a generid7]
abstraction over Bluetooth security mod#l.not only
addresses the hardware diversity ddvices, but also
offers a Link layer implementation for achieving
augmented security mechanism watlstandard Bluetooth 8l
stack.Since our model does not dig into the Link layer
but provides arabstraction over the application layer, it
equally applies to any peeito-peer wireless
communication protocol that demands security foi[9]
instrumentationEven at its present state it can hold good
for Wi-Fi Direct technology, which is widely in use in
smart televisions and phoneSince WiFi direct has
several advamges over Bluetooth, it may replace[
Bluetooth very soon and our proposed model will still
hold wvalid with whatever pedp-peer wireless

communication protocol may rule. [11
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