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Abstract: Fingerprint biometric is popularly used for protecting digital devices and applications. They are better and
more reliable for authentication in comparison to the usual security tokens or password, which make them to be at the
forefront of identity management systems. Though, they have several security benefits, there are several weaknesses of
the fingerprint biometric recognition system. The greatest challenge of the fingerprint biometric system is theft or
leakage of the template information. Also, each individual has limited and unique fingerprint which is permanent
throughout their lifespan, hence, the compromise of the fingerprint biometric will cause a lifetime threat to the security
and privacy of such an individual. Security and privacy risk of fingerprint biometric have previously been studied in the
context of cryptosystem and cancelable biometric generation. However, these approaches do not obviously address the
issue of revocability, diversity and irreversibility of fingerprint features to guard against the wrong use or theft of
fingerprint biometric information. In this paper, we proposed a model that harnesses the strength of Arnold transform
and Bio-hashing on fingerprint biometric features to overcome the limitations commonly encountered in sole fingerprint
biometric approaches. In the experimental analysis, the result of irreversibility showed 0% False Acceptance Rate
(FAR), performance showed maximum of 0.2% FAR and maximum of 0.8% False Rejection Rate (FRR) at different
threshold values. Also, the result of renewability/revocability at SMDKAB SMKADKB and SMKBDKA showed that
the protection did not match each other. Therefore, the performance of the proposed model was notable and the
techniques could be efficiently and reliably wused to enforce protection on biometric templates in
establishments/organizations so that their information and processes could be secured.

Index Terms: Biometric Templates, Cancelable biometrics, Biometric cryptosystem Arnold Transformation, Bio-
hashing, Fingerprint.

1. Introduction

The appearance of biometric verification systems has necessitated the protection of biometric templates taken from
individuals. Biometric template represents the digital version of the biometric features that are extracted from images of
diverse biometric modalities with the aid of different algorithms [1]. The fact that biometrics features of a person cannot
be transformed or interchanged when leaked, calls for the need to strongly safeguard biometric templates to prevent
counterfeit biometric templates from being used to circumvent a biometric matcher [2]. Also, the usual methods of
verification such as passwords and PINs [3] have been employed to protect digital content but their capability are
insufficient to protect biometric templates hence the introduction of other template techniques such as encryption of
templates, biometric cryptosystem and template transformation. Encryption entails encoding templates with individual
information, for example, date of birth, security codes or identity number [4]. Most of these encryption techniques can
be predicted by invaders. Biometric cryptosystem usually bind digital key to biometric, though it is tolerant to intra-user
variation, generating key with high stability and entropy is challenging [5]. In template transformation, biometric
templates extracted from user’s original biometric sample is transformed by a non-invertible transformation or user-
specific invertible transformation [6]. Also, some attempts have been made to secure biometric template using
Unimodal and multimodal techniques. Unimodal systems use single biometric feature [7,8] while multimodal systems
use multiple features [6,9] for template protection. Unimodal biometric systems are cheaper and simple to execute but
without a unique method for securing their templates information. Multimodal systems on the other hand reduces error
rate but they could be costly to implement. Hence, the main goal of a good protection template are not achieved.
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In this research, we propose a new approach that provides revocability, irreversibility while preserving
performance. To achieve that, we consider harnessing the strength of Arnold transform and Bio-hashing on fingerprint
biometric features.

In our proposed model, there are two components: Arnold transformation and Bio-hashing. The Arnold
Transformation seeks to apply a scrambling method on the extracted biometric feature. This aims to change the position
of the fingerprint minutiae to address the issue of compromised unsecured user key and biometric feature in the bio-
hashing phase. The resultant features are then passed into a method based on bio-hashing presented by [10].

In essence, we investigate the following research issues: (1) whether we can develop a fingerprint template which
is revocable and irreversible (2) how can we ensure that the performance of the system is not lost. We evaluate this
model on real world data to demonstrate the effectiveness of the model. Our result demonstrates that our model was
able to achieve a non-invertible transformation that meets the requirement of revocability, irreversibility and diversity.

The rest of the paper is organized as follows. Section Il covers a brief review of existing techniques. Section 111
presented the proposed framework, Section 1V described the experiments, results and discussion. Finally section V
presented the conclusions and future work.

2. Related Works

Biometric is currently employed in the real world applications [11] and has raised a lot of security and privacy
concerns. Biometric templates are very important and hence, there is need to keep them from all forms of attacks which
can cause corruption or abuse [12]. Biometric template protection ensures the security of biometric templates at both
network and database levels [13] and it therefore important to discuss some of the significant efforts that have been
expended on the capability of BioHashing and Arnold transform schemes for protecting and securing biometric
templates.

In an attempt to secure a biometric template, [14] proposed a two-stage effective and lossless fingerprint
encryption algorithm based on Henon Map and Arnold Transformation. Their protection scheme offered the capability
to encrypt and secure templates from illegal users. Also, in a bid to reduce the computational complexity and increase
the security of biometric templates, [15] proposed an approach that implemented encryption using the concept of
multiple 1-D chaos and 2-D Arnold chaotic map. The proposed scheme was able to provide a large key space and a high
order of resistance against several attacks. For the purpose of discovering any alteration of watermarked biometric
images and ensure high quality of watermarked biometric images, [16] proposed a fragile watermarking scheme based
singular value decomposition (SVD) and Arnold transform. They demonstrated that the proposed fragile watermarking
scheme can be applied to the integrity authentication systems based on biometric image. Also, [17] suggested a secure
image encryption without size limitation using Arnold Transform and Random Strategies in order to alleviate the
problem of security and inadequacy of Arnold Transform to handle images of any size.

[18] proposed a BioHashing technique for fingerprint verification based on minutiae information. They used the
spectral minutiae representation of a fingerprint minutiae set to generate a fixed-length bit string by randomly projecting
spectral minutiae feature vectors. They reported that their approach showed a promise of fast and secure verification.
[19] suggested a transformation-based biometric template protection scheme as an improvement of the BioHashing
algorithm where the projection matrix was created by integrating the secret and the biometric data. Experiment
conducted on two biometric modalities showed that the proposed technique is efficient. [20] in an attempt to overcome
some of the weaknesses of biohashing technique, soft biometrics of the same person was used to improve the
discrimination between the genuine and the impostor populations. The technique was evaluated using receiving
operating characteristic (ROC) curve and the equal error rate (EER). The performance of the new system was better.
[21], in a bid to address the security difficulty of speech perception hash authentication, the application scope of speech
authentication algorithm, and improve the robustness, discrimination and real-time authentication in the process of
authentication proposed a multi-format speech BioHashing algorithm based on spectrogram. They reported that their
work showed very high real-time performance. [22] examined the technical performance of biometric template
protection schemes using biohashing technique. They reported that fingerprints easily achieve a very low EER with
only some random bits, since only five random bits in the auxiliary data are adequate to alter experimental results
considerably. The authors suggested that the security analysis of biometric systems should be founded on irreversibility
and unlinkability criteria.

Though, Arnold transformation is very useful in image scramble due to its periodicity. However, a lot of time is
wasted during the time of using its periodicity to get the anti-Arnold transformation algorithm, particularly when it
employed in the picture with large degree. Likewise, despite the fact that biohashing technique is simple and can be
implemented on any biometric modality, the performance degrades whenever a legitimate token is stolen and used by
an impostor to claim as an authentic user. Therefore, in this work, we proposed a model that harnesses the strength of
Arnold transform and Bio-hashing on fingerprint biometric features to overcome their limitations.
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3. Proposed Framework

Our proposed framework aims to concurrently improve performance and ensures irreversibility, revocability and
diversity. The framework (illustrated in figure 1) consists of two major components, 1) Arnold Transformation, and 2)
Biohashing. The Arnold Transformation F,aims to scramble each position of the extracted features. The Biohashing Fg
phase seeks to generate a vector of bits starting from the biometric feature set and a seed which represents the “Hash
key” by utilizing the scrambled Fa as its input value.

Fig. 1. The architecture of the proposed model

A. Arnold Transformation

Arnold Cat Mat transformation approach was adopted in this work to scramble the biometric feature before passing
it into the Biohashing phase. The aim is to address the issue of compromised unsecured user key and biometric feature
in the Biohashing proposed by [10]. Arnold transformation is a spatial domain transformation [23] which has security
quality factor of zero. Similarly, the Cat Map represents a one-to-one mapping where each point in matrix can be
distinctively transformed to another point. This means the intensity distribution remains the same as in the in scrambled
images. Also, the histogram of original image as well as that of the scrambled image is identical. In addition, images
scrambled using Arnold transformation has a good correlation coefficient. A 2-D Arnold transformation which
converts the coordinate (x, y) to (x’, y’) can be defined as (1):

[ ]= 5] <) o ®

Algorithm 1 was used to find our scrambled fingerprint minutiae. Coarsely speaking, in each iteration, it keeps
swapping the position of the minutiae.

Algorithm 1: Arnold Transformation Algorithm
Input: gray fingerprint image;
Output: encrypted image;
Define the number of iteration;
=1
do, until the j is greater than number of iteration
forx=1ton
fory=1ton
x1 =mod ((1*x+1*y),n);
y1 = mod ((1*x+2*y), n);
temp = image(x,y);
image(x,y) = image(x1,y1);
10. image(x1, y1) = temp
11. J=j+1,
12. End do

CoNogr~wNE
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B. Reformulated Bio-Hash

In this section, we propose a hew Biohashing model. The proposed model is shown in Figure 2. Inspired by the
success of Biohashing in [10], we choose Biohashing over other methods. The model generates a vector of bits starting
from the biometric feature set and a seed which represents the “Hash key”. The ideas behind Biohashing are:

(i) Biometric feature is extracted from the fingerprint as input. The biometric feature is represented as a fixed-
length vector, T€R", with n being the length of T.

(i) Random number {r,eR"ji= 1. .. m}, is generated using a user-specific key.

(iii) Orthonormal pseudo-random vectors are generated using Gram-Schmidt algorithm from the random number.
{rLlieR"i=1... m} and m<n.

(iv) Compute inner product of user key and biometric feature via {<IT'|rLi>|i=1. .. m}.

(v) Binary discretisation to compute an m bit BioHash template,b = {bili= 1, . . ., m} from (2) as:
_(0if <T|rli><r
bi_{lif<F||rJ_i>Zt} @)

with T being an empirically determined threshold.
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Fig. 2. The Proposed Bio-hashing Progression.

Through an experimental study, some weaknesses of the base Bio-Hashing technique were identified which include:

i. Compromised of unsecured user key and biometric feature
ii. The execution speed is slow due to the method used in obtaining the orthogonal matrix.

In order to boost the performance of Bio-Hashing technique, our Algorithml put the following points into
consideration.

i. We improve the security of the system by first applying a scrambling method on the biometric feature
ii. The execution speed was improved by applying Achilioptas algorithm to generate orthogonal matrix.

4. Experimental Evaluation

A. Experimental Setup

The proposed methodology was evaluated on images taken from FVC 2000, 2002 and 2004 (Set B), which is
available on their website for download. All the FVC (Set B) provided four different fingerprint databases: DB1, DB2
and DB3 which are acquired by various sensors, low cost and high quality, optical and capacitive whereas the fourth;
DB4 contains synthetically generated images. The procedure used for feature extraction by [24] was adopted in this
work.
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B. Evaluation Criteria

In order to evaluate the proposed approach, three template protection requirements were employed, they are:
Irreversibility, Renewability/Revocability and Performance/Diversity. They are discussed as follows:

Irreversibility: In the proposed method, irreversibility is ensured in that if an impostor is able to break
through the Bio-hashing stage, he will only obtain the scramble minutiae which will not match with the
original fingerprint minutiae. Table 1 shows the result obtained from matching the original minutiae with a
compromised minutia after breaking through the Bio-hashing stage. There was exaggerated displacement
while matching all the dataset in FVC2000 DB4, eight (8), five (5) and nine (9) in FVC2004 DB1, DB3 and
DB4 respectively.

Renewability/Revocability: To measure the degree of difference between transformed minutiae, different user
keys were used to transform same biometric feature and then compared. To achieve this, three (3) approaches
were used:

The matching of the same minutiae, same key at Bio-hashing stage but different keys at Arnold transformation
stage (SMKBDKA);

The matching of the same minutiae, and same key during Arnold transformation stage but different keys at
Biohashing stage (SMKADKRB); and

The matching of the same minutiae but different keys during Arnold transformation stage and Biohashing
stage (SMDKAB).

Tables 2, 3 and 4 show the results of the evaluation approaches respectively.

Performance/Diversity: Tables 5 shows the distribution when each user has different key while table 6 shows
the distribution when each user has the same key. In both cases, the proposed method showed better
performance.

C. Results and Discussion

Ensuring Irreversibility: in order to ensure this, it should be computationally hard to construct the original
biometric template from stored reference data. It should at the same time easy to generate the protected
biometric template. The proposed method gave a result of no match (0% FAR) in Table 1 when the
compromised protected fingerprint template was matched with the original protected fingerprint template.
Ensuring Renewability/Revocability: Figure.3 shows the three distributions when same minutiae were
matched against different keys at both levels of protection (SMDKAB) and at individual level of protection
(SMKADKB AND SMKBDKA). It was found that at the three levels, the protected fingerprint templates did
not match with each other hence; ensuring that if a minutia is compromised, other keys can be used to protect
the fingerprint template.

Ensuring high performance: the proposed method ensured high performance level in that different keys were
used to test for the false acceptance rate (FAR) and the false rejection rate (FRR). We achieved a maximum of
0.2% FAR and a maximum of 0.8% FRR after varying the threshold values as shown in Figure 4.

The FAR is the percentage of identification instances in which false acceptance occurs. It is defined as:

no of false acceptance
FAR = —— X 100
total number of trials

While FRR is the percentage of identification instances in which false rejection occurs. It is defined as:

no of false rejection

FRR = 100

" total number of trials
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Table 1. Test for Irreversibility using original minutiae against compromised minutiae.

Data Set(Number of false match for each 80
fingerprints)
DB1 DB2 DB3 DB4
F\VC2000 0/80 0/80 0/80 Exaggerated
displacement
FVC2002 0/80 0/80 0/80 0/80
FVC2004 0/72 0/80 0/75 0/71

Table 2. Test for renewability/revocability using same minutiae and key during Bio-hashing but different key during Arnold transform.

Data Set(Number of false match for each 80
fingerprints)

DB1 DB2 DB3 DB4

FVC2000 0/80 0/80 0/80 Exaggerated
displacement

FVvC2002 0/80 0/80 0/80 0/80

FvC2004 0/80 0/80 0/80 0/80

Table 3. Test for renewability/revocability using same minutiae and key during Arnold transform but different key during Bio-hashing.

Data Set(Number of false match for each 80
fingerprints)

DB1 DB2 DB3 DB4

FVC2000 0/80 0/80 0/80 Exaggerated
displacement

FvC2002 0/80 0/80 0/80 0/80

FvC2004 0/80 0/80 0/80 0/80

Table 4. Test for performance/diversity (False Acceptance Rate)

Data Set(Number of false match for each 80
fingerprints)

DB1 DB2 DB3 DB4

FVC2000 0/80 0/80 0/80 Exaggerated
displacement

FVvC2002 10/80 0/80 4/80 0/80

FVC2004 8/80 1/80 0/80 0/80

Table 5. Test for performance/diversity (False Rejection Rate)

Data Set(Number of false match for each 80
fingerprints)

DB1 DB2 DB3 DB4

FVC2000 0/80 0/80 0/80 Exaggerated
displacement

FVvC2002 6/80 0/80 0/80 2/80
FvC2004 3/80 0/80 0/80 4/80
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Fig.4. Result for FAR/FRR test

We integrated the Arnold transform and Bio-hashing approaches together in order to overcome the limitations
commonly encountered in sole fingerprint biometric approaches. We used different evaluation criteria namely,
irreversibility, renewability/revocability and performance/diversity to evaluate our model and the results as discussed
above showed very good performance.

5. Conclusion

In this paper, we proposed a new technique for protecting fingerprint templates using Arnold Transform and Bio-
hashing. This approach has significant advantages over the use of token or solely biometrics. In our experimental
analysis, the result of irreversibility showed 0% FAR, performance showed maximum of 0.2% FAR and maximum of
0.8% FRR at different threshold values. Also, the result of renewability/revocability at SMDKAB SMKADKB and
SMKBDKA showed that the protection did not match each other. This implied that the performance was ideal when
there was no match in two templates from the same fingerprint and different keys were used and when different
fingerprints but same keys were used thereby clearly separating genuine user from an impostor. Our approach can be
considered highly secured in that, during the one-way transformation used to generate the token, the token could not be
recovered. Also, if the protected template is compromised, a new protected template can simply be generated using
different keys during Arnold Transform and Bio-hashing. Therefore, the techniques could be efficiently and reliably
used to enforce protection to biometric templates in establishments/organizations so that their information and processes
could be secured. However, the proposed method was implemented only on fingerprint biometric where the features are
not of high dimensional space. We hope to apply the new technique to other biometric features where the features
extracted belong to an intrinsically high dimensional space.
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