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Abstract—In recent years, the advancement in internet 

technologies has greatly altered the learning landscape, 

thus, a shift from traditional methods of learning to 

internet based learning platforms. E-learning, m-learning 

and cloud are some of the most powerful responses to 

these growing technological shift by the education sectors. 

Their impact and benefits cannot be over-emphasized 

with regard to making learning accessible, affordable, 

available and convenient. In addition, the use of cloud 

technology has made the world of education more 

integrated, networked and composite. This makes e-

learning and m-learning as highly effective as the 

conventional method of learning delivery. However, 

despite these advantages, the security and the protection 

of learners’ data on this cloud platform have been some 

of the major challenges to m-learning effective 

implementation and use. 

This paper discusses the various benefits of the using 

m-learning platform and cloud infrastructure in higher 

education. It also examines the vulnerabilities of the 

platform as well as other security and privacy challenges 

regarding the effective implementation of m-learning in 

cloud infrastructure environment. Finally, it proposes a 

detailed data protection and security framework that is 

needed for addressing these issues. It is expected that the 

proposed framework when fully implemented, will bring 

about necessary solution to issues relating to the security 

and data protection of m-learners in cloud computing 

environment, increase trust in the use of the system as 

well as enhance the m-learning platforms. 

 

Index Terms—Electronic learning, Mobile Learning, 

Learning Analytics, Cloud Computing, Security 

Framework. 

 

I.  INTRODUCTION 

E-learning emerged from the traditional/classroom 

learning in the late eighties and nineties leveraging the 

power of ICT and computing. The emergence of e-

learning has altered the educational landscape by creating 

new learning possibilities for people from all works of 

life. E-learning has made education universally available, 

more affordable and convenient, thus, the unprecedented 

increase in the online colleges, universities and training 

centres. The use of ICT and the internet in learning gives 

e-learning edge over traditional classroom methods. 

However, due to deficiencies of the e-learning in the 

areas of cost and time disadvantages as well as the 

advancement in Internet technologies (leading to 

emergence of cloud computing), the world is witnessing a 

shift in the usage of e-learning to mobile learning (m-

learning). Fig. 1 below shows the development trend in 

learning platform.  

 

 

Fig.1. Evolution of learning platforms 

In the last few years, there has been a significant 

development of mobile technology from the simple cell 

phone to the current high-tech smart phones and tablets. 

Every sector, banking, commerce, health, security and 

education have not been left behind in the use of this new 

technology as we moved to the era of not just online but, 

mobile communication. M-learning is a term that denotes 
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the delivery of learning materials and other content 

through the use of mobile devices that can easily be 

accessed anywhere in the world [1] and at present many 

further and higher educational institutions are using it. 

The term mobile learning refers to learning activities 

that can take place in multiple locations and at any time 

with various types of small portable devices such as 

smartphones, laptops, netbooks, tablets, personal digital 

assistants (PDAs), MP3/MP4 and other handheld devices 

such as video player, PSP, Nintendo [2].  M-learning can 

be used to access documents or document libraries for 

quizzes and assignment participation in lesson and 

tutorial, watch education video and live lecture 

broadcasts, contribute to forums as well as exhibit student 

work. Furthermore, countries such as the United 

Kingdom, Austria, Slovenia, Italy, Greece and Croatia, 

have incorporated game-based learning to target young 

audience [3]. 

A deep look into the operation of the m-learning shows 

that it naturally emerges from the e-learning method. In 

fact, there have been several examples of the use of e-

learning in m-learning technologies; however, the main 

advantage of m-learning over e-learning is the 

unrestricted availability of information irrespective of 

time and environment [4]. In a study by [4] a tabular 

comparison of the major differences between e-learning 

and m-learning was given as shown below in Table 1 and 

2. 

Table 1. Differences between e-learning and m-learning (Adapted from Korucu et al., 2011) 

e-learning m-learning 

Computer Mobile 

Bandwidth GPRS, G3, Bluetooth 

Multimedia Objects 

Interactive Spontaneous 

Hyperlinked Connected 

Collaborative Networked 

Media-rich Lightweight 

Distance learning Situated learning 

More formal Informal 

Simulated situation Realistic situation 

Hyperlearning Constructivism, situationism, collaborative 

Table 2. Differences between e-learning and m-learning (Adapted from Korucu et al., 2011) 

 E-learning M-Learning 

Aim For in-depth knowledge  about a  subject 
Quick  accessibility and Knowledge transfer when 

needed 

Approach Formal learning 
More flexible and informal than e-learning. Allow 

more freedom 

Medium Desktops or Laptops Mobile  devices- Phone, tablet, PDA 

Accessibility by user 
Limited to where there is internet and  

static 
Anywhere, No geographical boundaries 

Design 
Detail information and more media 

interactivity 
Sometimes the information may not be detailed 

but  bite-sized modules 

Retention Varied High due to level of accessibility on the go 

Cost 
High cost of acquisition of  desktop or 

laptop 
Mid-range cost, affordable by many 

 

However, one crucial issue that urgently needs to be 

addressed as we move deep into m-learning is the 

security challenge of it use in cloud infrastructure as well 

as vulnerability of major technologies (mobile devices) as 

well as the network system to different forms of attack. 

This paper however, propose a data protection and 

security framework for m-learning that can be used 

within cloud infrastructure with enhance protection 

cutting across all the three components -the devices, the 

network and the cloud infrastructure. The rest of the 

paper presents benefits of m-learning to higher education, 

cloud computing concepts, the use of cloud computing in 

HE, challenges and dangers inherent in the use of cloud 

infrastructures in HE, the proposed data protection and 

security architecture; and conclusion and areas for further 

research. 

II.  BENEFITS OF M-LEARNING TO HIGHER EDUCATION 

Mobile learning is being used in support of traditional 

learning in HE, blended education as well as in distance 

learning [4]. The benefits of its use are numerous and 

include 

 

a) Adequate engagement of young learners any place, 

any time thus, no geographical boundaries. 

b) The technology contributes to combating the 

digital divide as most people have access to phone 

unlike computer or desktop 

c) Portability- the tablet, smartphone, PDA can be 

easily used and carry anywhere unlike laptop or 

desktop as such, students can have access to 

material unrestricted as well as not limited to 

classroom space and time for learning. 
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d) Enables collaborative working among student as 

they can work at the same time on assignment in 

different locations. 

e) It enhances learning effectiveness as well as 

develops great autonomy among students. 

 

However, for one to enjoy the maximum benefit from 

the use of m-learning, there must be a good internet 

connectivity for downloading, uploading and online 

working, mobile phone with network or wireless network 

as well as linkage to institutional learning system, for 

example Learning management system (LMS) or VLE. 

Other limitations to the use of m-learning include lack of 

common operating system and common hardware 

platform for operating system, design challenges 

(technical features of the device) and evaluation 

challenges [5]. In addition to all these challenges, the use 

of cloud infrastructure for the m-learning has created a 

unique security challenge that must be properly addressed 

in order to forestall dangers inherent in loss or misuse of 

learner or institutional data. Research findings indicate 

that both lecturers and students are interested in adopting 

m-learning; however, the security issues relating to data 

loss, privacy loss, privacy infringement as well as trust of 

the system have been a major hindrance to them [6]. 

 

III.  CLOUD COMPUTING CONCEPTS 

The term cloud computing (CC) has been described by 

many authors differently. It is a new paradigm with new 

technologies, such as virtualisation [7], [8], [9]). However, 

CC leverages the power of the internet to provide 

computing resources – hardware, software, infrastructure, 

platforms, data, etc – on demand to end users. The 

National Institute of Standards and Technology, [10] 

describes CC as a model for enabling convenient, on-

demand network access to shared pool of configurable 

computing resources (e.g. networks, servers, storage, 

applications and services) that can be rapidly provisioned 

and released with minimal management effort or service 

provider interaction. The NIST definition of cloud is 

widely accepted because it contains the following 

characteristics: 

 

1) On-demand self-service: Ability of consumers to 

access computing resources (e.g. server time and 

network storage) instantaneously and unilaterally 

without need for human interaction.  

2) Broad network access: Computing resources and 

capabilities are available over the network (e.g. 

Internet) and accessed using various 

heterogeneous platforms (e.g., mobile phones, 

tablets, laptops and workstations).  

3) Resource pooling: The ability to pool providers’ 

computing resources to serve multiple consumers 

using a multi-tenant virtualization model while 

dynamically meeting the needs of the consumer. 

With a pool based model the consumer has no 

control or knowledge of the exact location as the 

computing resources (storage, processing etc) are 

virtualized.  

4) Rapid elasticity: Ability to provision 

instantaneously and dynamically based on 

particular needs and demands at any time.  

5) Measured service: Being able to measure usage of 

computing resources with the use of metering 

mechanism such that resources are better 

controlled and monitored. 

 

The table below summarises the key characteristics and 

concepts by different authors and researchers:  

Table 3. Cloud computing key concepts 

Authors Software Hardware Service Data Scalability Virtualisation Network Pay-Per-Use SLA 

No 

Upfront 

Cost 

[7]  √   √ √   √  

[8] √ √ √   √ √    

[9]     √ √ √    

[27] √ √ √    √    

[10] √ √ √  √ √ √ √   

[22] √ √ √    √    

[23] √ √   √ √  √  √ 

[24]  √ √  √ √  √ √  

[25] √ √ √ √       

[26] √ √ √  √  √    

Total 7 9 7 1 6 6 6 3 2 1 

 

CC is classified based on service provided and method 

of deployment. The three main cloud service models are: 

Software as a Service (SaaS), Platform as a Service                                                                        

(PaaS), Infrastructure as a Service (IaaS) and the recently 

emerging Data as a Service (DaaS) that delivers  

virtualised specific data on demand. Cloud deployment 

models are: private cloud, community cloud, public cloud 

and hybrid cloud. 

 

IV.  THE USE OF CLOUD INFRASTRUCTURE IN HE 

The demand for higher education is increasing due to a 

number of factors e.g. the growths in the world’s 
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population. Staff and students mobility are also on the 

increase due to globalisation. IT however, plays a 

significant role in ameliorating the pressure on the 

demand for places in higher institutions and the 

associated increase in cost [11].  

By using internet platforms along with their 

communication, collaborative and interactive features, 

CC has become an attractive proposition to organisations 

and higher educational institutions (HEIs) alike to 

conduct their businesses. This is because CC overcomes 

the complexities involved with hardware and software 

configuration that are commonplace in other platforms. 

Furthermore, it has the potential to deliver dynamic 

mobile interactive computational services by exploiting 

and leveraging on integrated IT infrastructure [19] [20].  

HEIs are constantly availing themselves of 

opportunities to exploit and share teaching capabilities, 

learning resources and content management through their 

online presence [11]. [12] went further to classify and 

summarise various infrastructures for educational 

institutions in their research. With CC, wider audience 

are reached with learning contents and learners’ choices 

are personalised to deliver classes synchronously and 

asynchronously. In addition, CC allows for greater 

flexibility, enhanced availability and mobility in the use 

of resources to meet the need of the end users as well as 

deal with the problem associated with teaching a large 

group. As such, many higher institutions are moving into 

cloud adoption and uses in order to achieve operational 

efficiency, unrestricted application availability as well as 

economies of scale. The cloud computing deployment for 

m-learning in HE can be seen through the three service 

models as shown in the Fig.2 below.  

 

  

Fig.2. Model of Mobile Cloud computing (Adapted from [28]) 

 

1) Software as a service (SaaS) - This allows HEIs to 

use the application and other software through the 

cloud platform. For example Microsoft (Office 

365) Adobe (Creative suite), Odyssey, e-book 

(Override) and Google apps 

2) Platform as a service (PaaS) - Help HEIs to use 

application development environment to design 

and customized their virtual lab for their learners/ 

students using PaaS. Examples include Microsoft 

(Window Azure) and Google (App engine) 

3) Infrastructure as a Service (IaaS) - This allows 

HEIs to deploy and run application and other 

operating software for processing, networking and 

storage. Examples include Amazon AWS. 

 

V.  CHALLENGES AND DANGERS INHERENT IN THE USE OF 

CLOUD INFRASTRUCTURE 

Despite the perceived advantages of CC in higher 

education, it is not without challenges and inherent 

dangers. A number of technical challenges will need to be 

overcome before CC could be fully adopted and used by 

the HEIs. For instance, CC is multi-disciplinary, thus, 

requires a good knowledge and skill in virtualization, 

routing, data use, security etc by the IT and 

administrative staff most of whom do not have such skills 

[13].  

CC being a new technology poses its challenges as 

research is still in the infancy stages thus, HEIs will face 

more than just technical and cost challenges [14]. As [15] 

pointed out, organisational cultural difficulties and lack 

of expertise to manage risks and service performance 

with third parties act as part of the challenges facing HEIs. 

[16] identified security, performance and availability, 

compatibility issues, cost associated with vendor 

integration and management as some of the challenges 

facing HEIs. [12] summarised challenges and cloud 

specific issues in relation to education. They went further 

to classify the various challenges in the use of cloud 

infrastructures for educational institutions as shown in the 

table below: 
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Table 4. Challenges in cloud infrastructure 

 
 

However, when m-learning is used in cloud 

infrastructure, the security threats and cyberattack risk to 

learners and institutional data increase. These attacks 

have significant impact on the learners, organisations and 

educational institutions. The fig. below presents a 

component diagram of the different vulnerabilities from 

the mobile device to cloud computing infrastructures. 

 

 

Fig.3. Cloud vulnerabilities 
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The mobile devices- This includes the vulnerabilities 

that most mobile devices such as phones, smart phones, 

tablet, PDAs are expose to, just like any other computer 

system. These are operating system vulnerability, mobile 

web browser security, application based threats such as 

untrusted application, application collusion, spyware, 

malware attack, data leak, jailbreak (situation in which 

the built-in restriction on security is bypassed) as well as 

other user’s personal practices. The threats from the 

attackers are increasing in sophistication and often 

happen during downloading and installation of 

application. When the attacks happened, sensitive 

information and money of learner or staff can be stolen. 

Similarly, malicious sms and push advertisement can be 

sent to others in form of distributed attack. The extent of 

the attack can lead to the betrayer of the users trust and 

loyalty on the security and reliability of the mobile 

devices [1]. However, the system illiterates and security-

unaware users often fall for the antics of the attackers. 

The network platform (provider) –This is 

vulnerability inherent in the service provider that the 

mobile device belongs. The attack may be in the form of 

the malicious external agent supplanting the server in 

order to carry out the attack as well as breaking internet 

protocol. 

The Cloud Platform - The cloud infrastructure 

platform is highly susceptible to malicious attack from 

outsiders, in-house staff or cloud computing users. This 

raises high security concerns with respect to cloud 

physical security, data integrity, encryption/ decryption 

controls and payment security on the cloud [12]. There 

are different vulnerabilities that are found in the cloud 

platform which often lead to attacks such as: 

 

1) Distributed denial of service (DDOS): involves 

the attacker preventing legitimate user from 

having access to the information or services 

provided the cloud infrastructure provider and this 

is done by degrading or completely breaks down 

the users network connectivity and other network 

resources (CPU, web server, storage). In most 

cases, the attacker uses distributed denial of 

service which includes bandwidth depletion 

(flooding attack, amplification attack) and 

resources depletion (malformed packet, protocol 

vulnerability exploitation). 

2) Malware injection attacks: involves attempts to 

inject a malicious service, application or even 

virtual machine into the cloud system depending 

on the cloud service models (SaaS, PaaS and IaaS). 

In order to perform this attack, the attacker exploit 

the vulnerability of the web application by 

creating his own malicious web application, 

service or virtual machine instance and this is 

added or embedded into the cloud system services. 

Once the malicious software has been added to the 

cloud system, the attacker has to trick the cloud 

system to recognise and treat the malicious 

software as a valid instance.  

3) Side Channel attack: involves directing attack to 

compromise infrastructure as a Service (IaaS) by 

placing a malicious virtual machine as co-resident 

to the target cloud server. It mostly targets 

cryptographic algorithms implementation in the 

cloud system [17]. 

4) Authentication and MITM attack: involves 

using a method and process used for 

authentication of users. Attackers target users 

where simple username and password 

combination-type of authentication are used. The 

authentication method and process might have 

weakness inherent in them as such might allows 

credential interception and replay. From this weak 

point, the attackers can place themselves in the 

communication path that is, between the user 

device and service provider in order to carry out 

attack. This is known as Man-In-the-Middle attack 

(MITM). 

5) Virtual machine escape: is a security attack that 

compromise isolation between VM and the host 

machine. The program running on the VM is able 

to bypass the virtual layer so as to get access to the 

host machine. Once the program has access to the 

host machine, it can take control and cause 

complete breakdown of the security architecture of 

the host through the attack. 

 

The devices- This involves enhancement of the security 

features, the different software and application in the 

different mobile devices used by the students, tutors, 

lecturers and staff This includes using multiple client 

authentications and multiple firewalls for the mobile web 

browser and institutional network server. In addition, 

malware detector can be used to detect malicious 

malware in the application programing interface (API) 

and this can be easily to the mobile security tool which 

becomes effective during mobile device scanning. 

Network level: It involves the network reliability such 

as secure routing, authentication and access control as 

well as adequate network application security and 

firewall. 

Cloud Platform: solutions to the challenges of cloud 

computing platform include:  

 

1) Distributed multi-cloud storage: involves 

distributing encrypted sensitive data of the higher 

institution on the cloud provider multi -cloud 

storage facilities. This could be a potential solution 

to the data security issues in cloud as it will help in 

managing and spreading out the heavy traffic to 

the cloud infrastructures especially during peak 

period (load balancing). It could also be used to 

overcome the problem of maximum-size file. 

2) Authentication: involves building a strong two tier 

CAPTCHA solution that will help in detecting an 

illegitimate user from the legitimate as well as 

distinguish computer program from human users. 

For instance, when students or staff request for 

service through the cloud system, the system 

should be able to verify the identity and credential 
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before access to the institution’s network is 

granted  

3) Data encryption: involves the process of 

transforming the data or information into 

undecipherable code before storage and during 

connection to other networks. It uses parameter or 

key to carry out the transformation and can be 

used to create a digital signature which allows 

authentication to be easily carried out on the user. 

It does not only help the learners or network 

providers but also helps to check insider attack of 

the cloud infrastructure. The higher institution 

alongside the cloud provider should determine 

which sensitive data to encrypt based on the 

organisational security policy. Traditional 

encryption algorithms such as Data Encryption 

Standard (DES), Triple DES algorithm (3DES), 

RSA (public key) algorithm, Symmetric Key 

Encryption, Advanced Encryption Standard (AES) 

and Blowfish algorithm techniques can be used to 

encrypt the different files on the system [12]. 

4) Backup and recovery: in backup and recovery, the 

cloud service provider could ensure regular data 

backup and this often involves sending a copy of 

the encrypted data to an offsite server hosted by 

another or third party service provider. However, 

the institutions could also do local backup or 

outsource this to other organisation. This will 

ensure an effective disaster recovery in case of a 

major attack on the cloud infrastructures. 

5) Authorisation and control: authorisation and 

control are used to control accessibility to 

resources or services in cloud infrastructure. It is 

used to determine if the user has the privilege and 

right to access and perform a given action within 

the resources. This will include ensuring role-

based access control, this simply means using the 

pre-determined position or roles of the user to 

determine authorisation to a certain level of 

information. For example, the management, staff 

and students authorisation level for access to data 

or information on the cloud infrastructure should 

be different and any privileges granted should be 

in accordance to the assigned role [18]. 

6) Protection as a service: involves providing 

protection mechanism for the cloud infrastructure 

that includes prevention of the occurrence of 

attacks and early detection of intrusion / attacks. 

The protection as a service will help not only the 

cloud platform but also the student-device level 

and network level protection. 

 

 

Fig.4. Proposed data protection and security architecture 

 

VI.  CONCLUSION AND FUTURE RESEARCH 

M-learning technologies have significantly impacted 

the educational sector since its emergence and the 

benefits are innumerable. However, for it to be properly 

implement and fully adopted by different users in HEIs, 

the issues of security and data protection of m-learning 

deployed on cloud platform have to be adequately 

addressed.  

This paper has examined the vulnerability issues 

relating to data protection and security of m-learning 

platform in cloud infrastructures. It also proposes 

multilayer platform architecture for the protection of 
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learners and their data in cloud infrastructure. It is 

expected that from this framework, a sequential step will 

be developed for the implementation and validation of the 

framework in order to provide protection for the data and 

user of m-learning in cloud infrastructure. It is believed 

that most cloud platforms used for m-learning requires 

very strong security and data protection control. However, 

a trade-off must be made between the threat of the 

exposure of data and the efficiency of the architecture. 

This simply means the HEIs constantly need to reassess 

their IT security strategies as any breach of data security 

would result in grave financial implication, operational 

issues and loss of trust amongst others. 
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