1.J. Information Technology and Computer Science, 2014, 05, 28-35
Published Online April 2014 in MECS (http://www.mecs-press.org/)

DOI: 10.5815/ijitcs.2014.05.04

=]

v.'.;c(.- n Bducion
and Comester Sewrew

PRESS

Asymmetric Concealed Data Aggregation
Techniques in Wireless Sensor Networks: A
Survey

Josna Jose
Assistant Professor, Dept. Computer Science and Engineering, Cochin University of Science and Technology, Kochi,

E-mail: josnajose1990@gmail.com

Joyce Jose
Assistant Professor, Dept. Computer Science and Engineering, Cochin University of Science and Technology, Kochi,
Kerala, India
E-mail: joycejose1990@gmail.com

Abstract— The wireless communication nature of
remotely deployed sensor nodes make the attacks more
easily to be happened in wireless sensor networks
(WSNs). But traditional security algorithms are
infeasible in WSNs due to the limited computing,
communication power, storage, band width and energy
of sensor nodes. So energy efficient secure data
aggregation schemes are necessary in resource
constrained WSNs. Concealed Data Aggregation (CDA)
based on privacy homomorphism (PH) gives a critical
solution for energy efficient secure data aggregation in
WSNSs. PH based algorithms allow aggregation to be
happened on cipher texts. Thus, it eliminates the power
consuming decryption operations at the aggregator node
for the data aggregation and further encryption for the
secure transmission of aggregated data. It also avoids the
aggregator node from the burden of keeping the secret
key information and thereby it achieves energy
efficiency and reduces the frequency of node
compromise attacks in aggregator nodes. Among the
CDA techniques, asymmetric PH based CDA technigues
are exploring due to their combination with elliptic
curve cryptography having reduced key size. We present
an overview of asymmetric concealed data aggregation
techniques that achieve both end to end data
confidentiality and non delayed data aggregation.

Index Terms— Wireless Sensor Network, Data
Aggregation, Secure Data Aggregation, Concealed Data
Aggregation, End to End Encrypted Data Aggregation,
Privacy Homomorphism

I. Introduction

Wireless sensor network consists of large number of
physically deployed, low cost and small sized sensor
nodes, which gathers sensing data from the physical
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environment and pass the sensed data to base station (BS)
for further processing. Sensors are resource constrained
in battery power, memory, communication and
computation  capabilities.  Sensors  have  many
applications in military field surveillance, health care,
environmental monitoring, accident reporting and law
enforcement.

Due to the dense deployment of sensor nodes, the
neighboring sensor nodes often have overlapping
sensing ranges and it produces some similar sensing data.
Transmission takes more power in WSNs, so
transmitting these redundant data is not efficient in
energy constrained wireless sensor networks. The data
aggregation [1], [2] technique which avoids the
redundant data by aggregating the data coming from
different sensor nodes using the aggregation functions
such as MAX, MIN, Average etc and provides energy
efficient solution for WSNs. The aggregated data
transfer provides robust and accurate data at the BS by
achieving band width and energy efficiency.

Data aggregation protocols [3], [4] are divided into
tree based data aggregation protocols and cluster based
data aggregation protocols based mainly on the topology
used for data aggregation. Cluster based data
aggregation protocols reduces the latency in the tree-
based data aggregation by grouping the nodes in WSNs
into clusters. This process is called clustering. In cluster
based protocols, cluster head performs data aggregation
and parent nodes in the path to the base station perform
data aggregation in tree based data aggregation protocols.

The sensor nodes are usually deployed in hostile or
unattended area which increases the chance of attack [25]
in WSNs. Each aggregated result in WSNs have great
effect in final aggregation result received from the BS
because each aggregated result represents the data’s of
many sensor nodes. So it is necessary to consider
security along with data aggregation. Secure data
aggregation protocols [4], [5], [6], [8], [9], [10], [11],
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[12], [13], [14], [27], [28] tries to achieves security
requirements [4], [6] such as data integrity, data
confidentiality, data authentication, data freshness etc
along with data aggregation. But hop by hop encrypted
data aggregation protocols [4], [27] cause energy
wastage at aggregator nodes due to the decryption and
encryption operations at aggregator nodes for the data
aggregation and further secure transmission respectively.
The decryption of data’s in the aggregator nodes
increases the node compromise attack in aggregator
nodes and it causes the revealing of large amount of
information as well as the secret key to the adversary
easily by losing the end to end confidentiality of data. So
hop by hop encrypted data aggregation protocols does
not provides critical solution for energy constrained
security critical WSNs. The concealed data aggregation
(CDA) techniques (End to End encrypted data
aggregation) [26] allows aggregation on cipher text due
to the privacy homomorphism (PH) property allows
aggregation on encrypted data rather than plain sensor
data and provides energy efficient secure data
aggregation solution to WSNs. Among them,
asymmetric PH based CDA techniques are important
due to their support of elliptic curve cryptography
having reduced key size (160 bit).Thus it provides better
system security with reduced key size. So it is applicable
for real time application requiring better security.

Rest of the paper is organized as follows. Section Il
describes concealed data aggregation. In section I,
provides the details of existing asymmetric PH based
CDA techniques. In section IV, we compare different

asymmetric PH based CDA scheme based on some
security factors along with other factors. Sections V
discuss the current exploiting issues and future
directions. Section VI concludes the work.

1. Concealed Data Aggregation

It is one of the secure data aggregation techniques that
guarantee the in-network processing on encrypted data
[7] and it achieves energy efficiency and secure
communication together. The cryptographic algorithms
that support privacy homomorphism are the foundation
of CDA, which allows aggregation on cipher texts. The
in network aggregation on encrypted data, aggregate the
encrypted data close to the source node instead of
transmitting the individual encrypted data through the
entire networks. So it provides energy efficient secure
data transmission by guaranteeing end to end
confidentiality of sensor data’s.

In Concealed data aggregation protocols (End to End
encrypted data aggregation protocols) [8], [9], [10], [11],
[12], [13], [14] the aggregators aggregate the encrypted
sensor readings without decrypting them. So it saves the
energy spend for decryption and encryption operations
at the intermediate aggregator nodes. In CDA,
Intermediate aggregator nodes need not want to store
secret information hence it provides end to end privacy
between sensor nodes and sink. CDA provides secure
data aggregation without delay.
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Fig. 1: Concealed Data Aggregation

2.1 Benefits of CDA
1) Reduced network traffic

Due to the in-network data aggregation support of
CDA, data’s are aggregated as close to the source node
instead of transmitting to the BS directly. So CDA
avoids the transfer of redundant data from the sensor
nodes and achieves efficient network traffic.

2) Achieves end to end confidentiality of data

CDA based on privacy homomorphism supports
aggregation on cipher text, so there is no need of
performing decryption and encryption on aggregator
nodes. Thus the sensor data’s are concealed from the
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aggregator node and the sink node can only decrypt the
aggregated data.

3) Reduced Energy Consumption

The privacy homomorphism allows aggregation over
cipher texts. So CDA frees out the intermediate
aggregator node from the energy consuming encryption
and decryption operations. This leads to the reduced
energy consumption at the intermediate nodes.

4)Low Memory intermediate

aggregator nodes

consumption  at

There is no need of keeping secret information on
intermediate aggregators in CDA. So it protects the

1.J. Information Technology and Computer Science, 2014, 05, 28-35



30 Asymmetric Concealed Data Aggregation Techniques in Wireless Sensor Networks: A Survey

aggregator nodes from the node compromise attack and
reduces the memory needed for storing keys and dates
for aggregation.

5) Reduced overhead at aggregator node

In CDA, intermediate aggregator nodes do not want to
perform costly decryption and encryption operations at
aggregator node. so aggregator nodes do not want to
keep sensitive cryptographic key.

6) Improved Security

Adversaries are unable to gather information from
transmission because data’s are in encrypted form
during the transmission. CDA provides probabilistic
security as it reduces the chance of adversaries to catch
the unencrypted data as aggregation is performed on
encrypted data. So corrupted aggregator node could not
know aggregation result.

7) Increased flexibility in changing routes

In hop by hop data aggregation, nodes which have
keys can only decrypt the data and perform data
aggregation. But in CDA every node can take the role of
aggregator because there is no need of decryption at the
aggregator node for data aggregation. So aggregator
selection is based on remaining energy.

8) Reduced latency in network

Privacy homomorphism property of CDA supports
aggregation directly on encrypted dates. This avoids the
time spend for decryptions and encryption at the
intermediate nodes. So it achieves data aggregation
without delay and correspondingly reduces the packet
dropping.

2.2 Privacy Homomorphism (PH)

It is an encryption transformation that allows direct
computation on encrypted data’s. Privacy homomorphic
cryptography achieves both end to end confidentiality
and data aggregation. Additive PH and multiplicative
PH are the two variations of privacy homomorphism.

If an encryption algorithm E() is said to be additive
homomorphic, then it support additive operations on
encrypted data without the decryption of individual
data’s. ie. E(xty) =E(x) +E(y).It is more suitable in
wireless sensor network due to their less expensive
operation than multiplicative PH.

If an encryption algorithm E() is said to be
multiplicative ~ homomorphic, then it  support
multiplicative operations on encrypted data without the
decryption of individual data’s. ie. E(x*y) =E(x) *E(y).

Cryptographic algorithms that support privacy
homomorphism are divided into two. These are
Symmetric PH [10], [28] and Asymmetric PH/ public
key homomorphism.
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1) Symmetric PH

In symmetric PH, node encrypts their sensor reading
by the key shared to the base station. So the base station
can only decrypt the data and can achieve end to end
confidentiality. But security threats are more in sensor
nodes due to the usage of secret keys in them.

2) Asymmetric PH

In asymmetric PH, nodes encrypt the sensing data
with base station public key. So the base station owns
the private key that can decrypt the data .So it achieves
end to end confidentiality with minimum security threats
to the sensor nodes. If an encryption transformation is
said to be asymmetric additive PH, then it satisfy
a+b=D(E,(a)+ Ey(b)). If an encryption transformation is
said to be asymmetric multiplicative PH, then it satisfy
a*b=D(E,(a)* Euy(b)).where (r,u) are public and private
key pair.

Table 1: Difference between Symmetric PH and Asymmetric PH

Parameters

Symmetric PH

Asymmetric PH

Encryption and
Decryption

using same key

using different
key

Number of key

Single key

Multiple key

Key Management

More overhead

Less overhead

Aggregation Speed Fast Slow
Computational .
overhead Low Higher
Expensive Less more
Message size Small Large
Key size Short Long
Sensor node
Type of key stored Sensor node needs needs to store
by sensor node to store secret key non sensitive
public key
Overall system Less Better
security
Chosen plain text Insecure Secure
attacks
Node compromise Largely affected Less affected
attack
- EC-ElGamal
Example D[gg‘]”(":g,\‘leF[elré? [18],[26],
' EC-OU[19]

An efficient public key based PH [16] would be
advantageous to easily prone resource constrained WSN.
Because in asymmetric PH based CDA, node wants to
store the non sensitive public key, and private key is
kept in tamper resistant BS. But one of the important
drawbacks is the large key size. Elliptic curve based
asymmetric privacy homomorphism give relief to these
by giving same security level as other asymmetric PH
with smaller key size and cipher text. It reduces
transmission overhead by small size of data
packets.ECC based privacy homomorphism is preferable
in resource constrained WSN.
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Fig. 2: Classification of asymmetric homomorphic encryption
algorithms

2.3 Major attacks on CDA Scheme
1) Passive attacks

In this type of attacks, adversary listens the
transmitted packets without actively interfering in the
connection and then crypt analyze the eavesdropped
information to obtain secret information. Preventing the
gain of transmitted information with simple
eavesdropping is the security goal of the prevention
mechanism. The passive attack does not change the
content of the transmitted packet.

a) Cipher text analysis

In this type of attack, an adversary tries to intercept
the cipher text and then performs the analysis of
encrypted packets to obtain secret information such as
plain text and keys. The cryptographic system that
prevents this attack must ensure that adversary is not
able to decide whether an encrypted packet corresponds
to specific plain text or not and prevent the gain of any
sensitive information (key, plain text).

b) Known plaintext attack

This is one among the attacks in WSNs, where
adversaries try to find out the secret information with the
additional knowledge of plain text for deducting
malicious cipher text or decrypting other messages with
known plain text and corresponding cipher text. The
adversaries can obtain the plain texts corresponding to
the cipher text by guessing and manipulating the sensor
readings or physically by capturing the deployed sensor
nodes. The cryptographic algorithm that prevents the
known plain text attack must prevents the deduction of
secret keys or additional cipher text or plain text out of

known set, even when large set of corresponding plain-
cipher texts are available.

2) Active attacks

CDA techniques are more vulnerable to this attack in
which adversaries can interfere the communication
(catch, analyze, modify, replace & send packet). A
successful active attack can lead to the destruction of
whole network.

a) Reply attack

It is the resending of previously sent valid packet in
wrong time to make malicious effects. Time stamp,
inclusion of unique information from the previous
transaction can be used as counter measures.

b) Malleability

This attack manipulates the content of valid encrypted
packet without leaving scratch. This attack is possible in
EC-EG and EC-EU by adding multiples of the generator
point.

¢) Forge attacks

It is one of the may attacks which can easily happen
in asymmetric PH based CDA as sensor data is
encrypted with base station BS public key. So adversary
can create proper forged cipher text and substitute it
with the actual cipher text. Cryptographic method
prevents this attack by denying a third party to create a
properly encoded cipher text. Digital signature can be
used as preventive measure.

d) Unauthorized Aggregation

It is one of the main weaknesses of PH based
algorithms in which adversary tries to compromise
aggregator node and maliciously aggregates the cipher
text and thereby generates bad but valid aggregated
result. The cryptographic algorithm that prevents the
attack can select a secret key for aggregation as counter
measure so that the adversary cannot perform
aggregation without knowing the key. As a counter
measure, ensures that a cipher text cannot be used more
than once so that the unauthorized aggregation can be
detected by decryption unit.

3) Physical attacks

The deployment of sensor nodes in hostile or
unattended area makes this attack easy on WSNs and it
affects the hardware parts of the sensor nodes such as
flash memory and reveals key information which
destroys sensors permanently. This attack is more in
symmetric encryption scheme that uses same key
information on each node.

Table 2: Attacks on Asymmetric PH based algorithms(S-Secure VV-Vulnerable)

Passive attack Active attack .
Type of PH based - - - Physical
PH algorithm Cipher text | Known plain | Replay | Malle- | Unauthorized Forge attack
analysis text attack attack | ability aggregation attack
Asymmetric | EC ElGamal [18][16] S (++) S (+4) V() | V) V() V() S (++)
PH EC-OU [19] S (++) S (++) V() V() V() V (-) S (++)
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111. Asymmetric PH based CDA Techniques

Asymmetric PH based CDA technique uses public
private key management scheme in which the public key
used for the encryption of sensing data and decrypting
the data in BS. This type of CDA technique is crucial in
security critical applications.

3.1 CDAP

Concealed Data Aggregation using Privacy
Homomorphism [9] overcomes the computational
overhead imposed by the asymmetric PH by a group of
special sensor nodes called AGGNODEs. AGGNODEs
have more memory, computational and battery power. In
CDAP, firstly AGGNODEs receives the BS’s public key
and then network is deployed. After that, AGGNODEs
establishes a pair wise secret key with neighboring
sensor nodes using any of the random key distribution
protocol. Then each sensor node encrypts their data
using symmetric key encryption algorithm (RC5) as
respond to the query received from the AGGNODES in
data collection phase. The use of symmetric key
algorithm for encryption of sensor data may leads to the
disclosure of secrecy of the neighboring nodes when the
AGGNODESs became compromised. But this attack has
local effect. The AGGNODEs decrypts all the received
data’s, aggregate them and encrypts the aggregated
result using the public key of BS and send it to BS. So
BS owns the private key that can decrypt the
aggregation result. Thus the aggregated result is
concealed from the nodes in the path to the sink.
Through the path to the sink node, aggregated data are
aggregated hierarchically and finally reaches the BS. At
the sink node, the aggregated result is decrypted using
BS’s private key.

R o
SXe¥e

® ~rGGNODE

O Attended node

S O

O Un attended node

Fig. 3: Operation of CDAP protocol

CDAP have more computational overhead than hop
by hop due to the asymmetric privacy homomorphism.
But it achieves more data transmission efficiency and
aggregation ability than hop by hop scheme if the
number of AGGNODEs is more.
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3.2 HCDA

Hierarchical Concealed Data Aggregation for
Wireless Sensor Network [11] is based on the elliptic
curve cryptography. So it is resistant to node
compromise attack. This protocol provides concealed
data aggregation by aggregating data of multiple sensor
node group that use different public keys to encrypt their
data. This is achieved by the help of group based
network deployment scheme. In this, sensor nodes are
divided into several groups before deployment and each
group is deployed from certain location over the network,
so that each group covers a part of the network. Then
assign different public key to each group so that the BS
is able to determine and classify the data of the group,
based on the public key used to encrypt the data. This
helps the base station to identify data of a particular
region or group of networks. The members of a
particular group encrypt their data with public key which
is assigned to that group. In the group aggregator node,
the data coming from the group members are aggregated
without decryption. Then it passes this aggregated value
to higher level aggregators to aggregate with other group
aggregate. This procedure is repeated until the
aggregated value reaches the base station.

o]

H5 |
7_7*.‘. -

H4 a2k
{H1} AEF

SRR b
L, L 1.\

Fig. 4: Example of RCDA-HETE Network

IV. Comparison of Asymmetric Concealed Data
Aggregation Techniques

4.1 Data Integrity

This security requirement provides the assurance to
sink node that message has not been altered by
malicious nodes during transmission. Alteration in
aggregated data leads to the loss of data integrity in data
aggregation process. Digital signature is commonly used
in asymmetric cryptography for integrity checking.

4.2 Data Authentication

It ensures that the communicating node is the one that
it claims to be. Sensor node uses shared wireless
medium for communication. So source authentication is
necessary in WSNs to identify maliciously injected or
spoofed packets, in order to ensure that the data is from
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authorized one. The absence of authentication in data
aggregation helps the attacker to claim that it is a legal
one and can alter the aggregation result by providing
false data. It prevents Sybil attack against aggregators
and node impersonation.

4.3 Data Confidentiality

This security requirement keeps the sensitive
transmitted information from unauthorized entities, so
that the intended node can only read the data. End to end
confidentiality can be achieved by the aggregation of
encrypted data.

4.4 Aggregation function

It indicates those mathematical calculations that can
be performed on sensor data.PH based algorithms only
support limited number of aggregation functions. The
RCDA [14] overcomes this limitation by recovering
individual sensor readings at the BS.

4.5 Algebraic property of PH

This factor indicates the algebraic property of PH
which is used in the asymmetric concealed data
aggregation  technique. Asymmetric PH  based
algorithms  support additive and  multiplicative
homomorphic property. Addition and multiplication
operations on encrypted data are supported by additive
and multiplicative PH based algorithms respectively.

Table 3: Comparison of Different Asymmetric Concealed Data Aggregation Techniques

Asymmetric PH based Data Data Data Aggregation Algebraic
CDA techniques integrity | authentication confidentiality function property of PH
CDAP[9] No No Yes Sum, Average, variance Additive
HCDA[11] No No Yes Sum, Average, variance Additive
SHCDA [12] Yes No Yes Sum, Average, variance Additive
NSDA[13] Yes No Yes Sum, Average, variance Additive
RCDA[14] Yes Yes Yes Sum, Average, variance, Additive
Maximum, Minimum

V. Current Exploiting Issues and Future Directions

The presented research paper addresses many
problems of asymmetric concealed data aggregation.
There are still many areas to explore deeply, especially
in security point of view.

Some of the asymmetric concealed data aggregation
only achieves data integrity and source authentication. It
needs to be considered in every technique to guarantee
the correctness of the data and the source of the data
respectively. Because the sensor nodes uses wireless
medium for communication, so attacker can gain access
to the transmitted packet by simply tuning to the
corresponding radio frequency. Aggregated signature
scheme can be used to achieve data integrity and
authentication. It needs to be explored deeply to provide
guaranteed system with reduced energy. One of the
crucial problems to be explored in the current exploiting
asymmetric CDA is the detection of compromised nodes
including aggregator node. The compromised nodes can
change the aggregated result. Still there is no effective
mechanism for it.

Elliptic curve based PH techniques are the exploiting
area’s in resource constrained WSN due to their smaller
key size with high security. But it supports only some
aggregation function such as sum, average etc. So
designing an efficient elliptic curve based PH that
support all aggregation functions are need to be explored
more in future research. Extending single level
asymmetric PH based data aggregation into multilevel
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hierarchical data aggregation is the one of the research
problem for the energy constrained WSN containing
large number of sensor nodes. Use of the heterogeneity
of nodes in wireless sensor network is another area for
research.

VI. Conclusion

We present before you the important asymmetric
concealed data aggregation techniques in WSNSs.
Asymmetric concealed data aggregation is a powerful
solution for security needed wireless sensor networks
due to the support of elliptic curve cryptography which
provides high security with reduced key size. So it
provides a highly secure and energy efficient solution
for WSNSs. Elliptic curve based PH provides solution for
real time response applications that requires security.
Asymmetric PH based techniques protect the aggregator
node from the compromise of the attacker and provides
relief to the node from the keeping of sensitive private
key by providing real time data aggregation.
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