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Abstract

Cyber security is of topical concern in the computing industry and in organizations that require ICT
infrastructure for business-related activities. Theft or disrupting the flow of data and information can cause
devastating damage to an institution’s reputation and this may lead to huge financial losses. More mayhem can
be perpetrated by malicious codes such as worms to organizations that use wireless sensor networks for
collecting and transmitting data and information. To tackle the issue of malicious code propagation, researchers
have used epidemiological models (such as SEIR and SEIR-V) to gain insights into spread patterns. However,
topological concerns and its impact on worm propagation haven’t been thoroughly studied. Here, we modify
older models by applying a different expression for sensor deployment area; we intend to highlight the spatial
parameters that may allow for the extinction of worms in wireless sensor networks amidst countermeasures
deployed by network managers.

Index Terms: Epidemic theory, Epidemic model, Worms, Sensor Area
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1. Introduction

Security of both stationary/moving data and information has occupied the interest of researchers in
cyberspace in recent times. This is to preserve the confidentiality, integrity and availability (CIA) parameters of
nodes/terminals in organizations that employ information and communication technologies and its
infrastructures for meaningful work and business. These ICT infrastructures in organizations often involve
large networks such as computer networks, peer-to-peer (P2P) and wireless sensor networks (WSN). Our
interest is in ensuring security of data and information in organization that use WSNs in Africa.

Sensor networks are composed of large number of sensor nodes that are densely deployed without an
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engineered or predetermined location for the nodes [11][18]. According to [20], a Wireless Sensor Network
(WSN) is a self-configuring network of small sensor nodes (so-called motes) communicating among them
using radio signals, and deployed in quantity to sense the physical world. Due to the miniaturized sizes of the
sensor nodes resources such as battery capability, memory and processing power are limited, nevertheless
Wireless sensor network (WSN) is a developing technology, which promises modification of the method of
information collection, processing and distribution [6]. Military applications of sensor networks are mainly for
monitoring forces/equipments, battlefield surveillance, reconnaissance, targeting, battle damage evaluation;
while environment applications are evident in biocomplexity mapping, precision agriculture, fire and flood
detection etc. Advanced health industries also apply sensors for telemonitoring of data, tracking/monitoring of
doctors/patients and drug administration [2]. Also WSN has been applied, “for coalescing the diverse
possibilities of controlling applications that may relate to disaster prevention, prediction, intrusion detection,
safety and other critical concerns” [22].

Envisaging the tremendous roles of wireless sensor networks in developing countries, researchers have
advocated its use in the expedition of novel solutions that help curb development problems and the facilitation
of research activities in environmental monitoring, physics of complex systems and energy management [21].
Zennaro’s work focused on Africa; therein they highlighted a plethora of sensor network applications in the
continent. Other works found during our literature search availed the use of sensor network for early fire
detection and monitoring fire outbreaks in Uganda [10]. The authors employed these sensors so as to curb the
“over 70% of the fires [that] occur in Kampala metropolitan area”; statistics has it that the open markets are
most vulnerable to these incessant fire outbreaks. Their aim in the paper was to eliminate the delays that plague
the existing firefighting method. In Nigeria, WSN used precision farming was aimed at increasing agricultural
productivity[1]. Therein, the sensors sense several parameters of the environment and transmit the collected
data to the base station. The parameters can be the physical changes of, for instance air, humidity, wind,
temperature, soil, pressure etc [23]. At the base station the collected data are analyzed and its results impact
decision making for matters such as irrigation scheduling, fertilization scheduling etc.

The sensor networks by their distributed nature are prone to numerous challenges; they include faster
bandwidth utilization, computational power depletion, low storage, and communication range; costly packets’
authentication, and uncertainty (in mobility, topology control, density, sensing accuracy) [16], [3]. These
challenges culminate to weak defense capabilities for the sensor nodes. It also makes them appealing targets for
malicious code attacks. Malicious codes in cyberspace include worms, viruses, trojans etc; their aim can be to
deplete the already limited power of the tiny sensor node. As noted in [5] though researchers have developed
several strategies for elongating the life time of sensors, injecting malwares into nodes (through worm attacks)
has become an enormous threatening possibility in the WSN industry. This is due to the emergence of
malicious codes (such as the cabir and mabir worms) that attack wireless devices. These wireless malwares
employ the Bluetooth or the WiFi technology for its dissemination. As Mishra et al. [11] puts it, “cyber attack
by worm presents one of the most dangerous threats to the security and integrity of the computer and
telecommunications networks” such as wireless sensor networks. The interesting feature of these worms is that
they do not require internet connectivity or human intervention for its spread. This makes the need to ensure a
worm-free cyberspace through research activities an expedient one.

2. Related Works

Epidemiological models have been used to study the destructive activities of malicious codes in
technological networks. This approach can be traced to public health wherein they are used for modelling
infectious diseases in biological networks[11], [16], [17]. This area of research highlights the similarity
between spread of biological disease-causing agents such virus and the spread of virtual malicious codes such
as worms. In network epidemiology (evident in public health), analysts conceptually assume the
compartmentalization of nodes based on their health status; further dividing the population of nodes into
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susceptible, infectious, recovered, dead etc. These epidemic models help provide better understanding of
malicious code prevalence/spread and the factors that enhance it. In order to curb intrusions of worms, we feel
epidemic models are very necessary if we are to get a better insight into the WSN dynamics.

In the light of the existing literatures which portray the use of epidemic models in studying worm spread
features[11]; improvements, extensions and modifications have been based on the Kermack- Mckendrick SIR
model [8], [7] and [9]. In modelling wireless sensor networks, popular countermeasures in public health such
as quarantine [15] and vaccination[11] have constituted model improvements over the years. So is time delay
[16] and topological considerations [17] etc.

Tang and Mark [18] formulated expressions for uniform random distribution of nodes and applied it on the
(Susceptible-Infectious-Recovered-Maintenance) SIR-M  model for WSN. Specifically, their work
characterized the effects of communication range and density in order to enhance the antivirus capability of the
network without “additional computational or signalling overhead”. Wang and Tang [19] used the Susceptible-
Infectious (SI) model to study the impact of medium access control (MAC) on virus propagation in wireless
sensor networks. Like [18], they analyzed the density and communication radius. Mishra et al. [11] used the
Susceptible-Exposed-Infectious-Recovered-Vaccinated (SEIR-V) model to characterize the dynamics of worm
propagation in WSN. Therein, they derived the reproduction number, the equilibria and its stability. With
differential dynamical theories [5] represented worm propagation in WSN considering communication radius,
distributed density and node energy exhaustion.

Nwokoye et al. [16] extended the model in [13,14] by applying the expression of distribution density and
communication range observed in [19] and [18]. Nwokoye et al. [17] extended the model in [11] by applying
the expression for uniform random distribution of sensor nodes. Both works highlighted the increase of the
Exposed and Infectious nodes with corresponding increase in both the communication range and the density.
Note that while communication range means “the range over which a sensor can contact other sensor(s)”,
density “implies the measurement of the total population of sensors per unit area”. Other epidemiological
models of malicious code propagation in WSN not discussed here can be seen in the above-mentioned works.

(Y] (2)
Fig.1. WSN Topology 1 [18], Fig. 2: WSN Topology 2 [5]

2.1. Objectives of the Study

Apparently, the analysis performed in [16] and [17] for VEIR and SEIR-V models respectively, involving
the expression of distribution density and transmission range assume a topological structure described in Fig 1.
We feel their work assume a circular sensor field for the WSN, this is because the expression (rrZ) for range
and density as observed in [16], [17], [18] and [19] is close to the expression for the area of a circle. Therefore,
in this study;
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i.  We apply a slightly different topological expression (as observed in Feng et al. [5] — Fig. 2) on the SEIR
and SEIR-V models of worm propagation in WSNSs; in order to highlight its impact on the Exposed and
Vaccinated compartments. This analysis is absent in Feng et al. [5].

ii. We derive the reproduction numbers for secondary infections from a single infective node assuming the
deployment area mimics a different WSN topology. This is necessary since the reproduction numbers in
[16] and [17] assume a different expression for uniform random distribution.

3. Methodology

The methodology employed here is basically analysis, modeling and simulation. This method is mostly seen
in studies of network epidemics (biological, technological etc); herein the networks are handled like a
dynamical system with equilibrium positions that can be investigated for local/global asymptotic
stability/instability. The methodology as [17] puts it starts with; model formulation (and optionally drawing the
schematic diagram); finding the equilibrium states (for the worm-free and the endemic states); and deriving the
reproduction number. Subsequent stages include; proof of stability and simulations experiments using software
such as MatLab, Maple etc. At the model formulation stage, the modeler’s intention is to abstract the real life
phenomena (i.e. malicious code spread in WSN) using mathematical models. The modeler may decide to
present a diagrammatic representation of the dynamical temporal transmissions between compartments.
Thereafter, he/she obtains the equilibrium points by equating the equation-based model (differential equations)
to zero. The reproduction ratio is derived from the model; this is necessary in determining the number of
secondary infections that can arise from an infectious node. On the stability analyses, the jacobian method and
the lyapunov’s theorem are used to show the local and global analyses at the established equilibriums. Model
perturbations are performed by varying the values for model parameters; this can be likened to simulations
experiments. These experiments highlight the dynamical behavior of the compartments and their
responses/results can be used to make decisions or to draw conclusions. However, one should note that the
steps of network epidemics (presented above) are not hard and fast i.e. a modeler can decide to ignore the
presentation of the symbolic solutions of different compartments. But from experience, model formulation and
simulation experiments are always part of the study.

4. The VEIR-V Model

Since the modification done to the model in [16] applies the expression for the WSN topology in Fig. 2,
some of the conditions therein persists here. In [16] the Vulnerable-Exposed-Infectious-Recovered-Vulnerable
(VEIR-V) model represents temporal WSN dynamics. The sensors are stationary, similar and distributed and
collected data are transferred to neighboring nodes (within their transmission range) using their antennas. The
nodes may die due to worm infection or other hardware/software failure. The sensors are all vulnerable to
attack and compromised nodes can collapse the whole network if unchecked. Before the infectious class, nodes
exist in the exposed class; here we assume the nodes cannot transmit the infection. Compromised node
recovery is possible through countermeasures deployed by network managers but the acquired immunity is
temporary because recovered nodes become susceptible to worm infection again.

The sensor population in divided into the Vulnerable(V), Exposed(E), Infectious(l) and Recovered(R).
Therefore, N (t) = V(t) + E(t) + I(t) + R(t). The sensor nodes are stationary after its deployment in a uniformly
random fashion with a density of o, communication range of r_072 and the length of side L. Other parameters
include ( which is the inclusion rate of nodes into the sensor network population, S is the infectivity contact
rate, p is the mortality or the death rate of nodes due to hardware or software failure, @ is the crashing rate due
to worm attack, 9 is the rate at which exposed nodes become infectious, o is the recovery rate, @ is the rate at
which recovered nodes become susceptible to infection due to temporal immunity.
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In the light of our assumptions, Fig. 3 depicts the spatial and temporal dynamics of WSN and the system of
differential equation (1) is the model.

4.1 Symbolic Solutions of Equilibrium Points

The system of differential equations (1) is equated to zero to obtain solutions of the Worm-free equilibrium
and the Endemic equilibrium points. The Worm-free equilibrium (W) signifies the absence of worms and the
Endemic Equilibrium (EE) signifies the presence of worms in the network. The solutions of equilibrium points
are Worm-free equilibrium W = (V§, E5, 15, Rg) i.e.

VJ=%;E{;=0;I§=O;R3=O @)

Endemic equilibrium EE = (v}, Ef IT, R},) i.e.

v = L2(9+p)(a+u+w)

1= ﬁﬂcnr%

s (atut @) (ute) (L p(+u) (a+p+m)—pgYonrs)

17 BO(@+m) (utw) (u+e) +ap(d+u+e))onrs
. _ (R +w) (atp+m)—pidonrd) 3
17 B(@+w(ut@)(u+o)+ap(d+u+e)onr?

. a(Pu@+w)(atu+a)-Bdonrd)

L7 B+ (uto) (ute) +ap(d+u+e))onrg

4.2 Reproduction Ratio

The reproduction ratio is defined as “the expected number of secondary cases produced in a completely
susceptible population, by a typical infective individual”[4]. Our reproduction ratio is the inverse of the
BIonrd

susceptible at the endemic equilibrium [12] i.e. EOtm@nie)

This reproduction ratio is significantly different
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BYonrd

from +u)(at+ut+w)

derived in [16].

4.3 Stability of the Worm-free Equilibrium point

Here we show the proof of stability using the Jacobian approach. This approach is necessary if we are to
show that the jacobian matrix have negative real parts. However, at asymptotic stability (Rg < 1) the worm
disappears otherwise (Ry > 1) the network approaches the endemic state. Linearizing the model around the
equilibrium positions by deriving the corresponding Jacobian matrix we have;

2
— 0 ~BLoTE 0
2
TWH= |0 —w+)  BieTE 0 (4)
0 ) —(a+pu+ o) 0
l 0 0 a —(u+g)J

With the exception of the values at (1,3) and (2,3), the jacobian matrix obtained here is almost the same as
the jacobian matrix in [16]. This similarity is depicted in the diagonals of the Jacobian matrix ( —u, — (u +
9),—(a + p + @), —(u + 0)). They all have negative real parts; hence the system is asymptotically stable at
worm-free equilibrium.

5. The Modified SEIRS-V Model

For the model in [17], the total population N (t) represents the nodes in the wireless sensor network which is
subdivided into Susceptible, Exposed (latent), Infectious (contagious), Recovered (temporarily immune),
Vaccinated (immunized) denoted by S(t), E(t), I(t), R(t) and V(t). This implies that S(t) + E(t) + I(t) + R(t) +
V(t) = N(t).

Our analysis is done using the assumptions of below. The sensor nodes are uniformly and randomly
deployed with a distribution density of ¢ and a transmission range of r 072 , this implies that the effective
contact with an infected node for transfer of infection is in the order of 6 ( { mr) 072YLA2 . Other parameters
include A which is the inclusion rate of nodes into the sensor network population, B is the Infectivity contact
rate, T is the mortality or the death rate of nodes due to hardware or software failure, ® is the crashing rate due
to attack of malicious objects (in this case worm), 0 is the rate at which exposed nodes become infectious, v is
the recovery rate, ¢ is the rate at which recovered nodes become susceptible to infection, p is the rate of
vaccination for susceptible sensor nodes and ¢ is the rate of transmission from the vaccinated compartment to

the susceptible compartment.
oS
h m_ " 1
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Fig.4. Flow of worms in WSN
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In the light of our assumptions, Fig. 4 depicts the spatial and temporal dynamics of WSN and the system of
differential equation (5) is the model.

5.1 Symbolic Solutions of Equilibrium Points
The solutions of equilibrium points are Worm-free equilibrium E§ = (Sg, Eg, I3, RS, V§) ie

« _ _AEHT)

* . * . * * Ap
=g Eo= 0 15 = 0 RE=0,V5 = (6)

T(§+p+7)

Endemic equilibrium Ey = (S7, E{ .17, Ri, Vi) i.e.

« _ L2(0+7)(v+T+w)
5= BOonr?
0
_oxI(€+p+D)
. (T+e)(v+T+w)(A-S1 E5) )

1= Ot(V+T+9)+0(t+p)w+T(T+9) (V+T+W)
L27(0+7)(E+p+T) (v+T+w)

I = (T+e)(62 B($+r)am% ) (7)
1 OT(V+T+9)+0(T+P)w+T(T+Q) (V+T+W)
V(62 Lz‘r(9+t)({+p+r)(2v+‘r+w))
R* — B(+T)omrg
1 Ot(Vv+T+9)+0(t+p)w+T(T+9)(V+T+w)
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The inverse of the susceptible at the endemic equilibrium for this model matches the reproduction ratio
derived in section 4.2.

5.2 Stability of the Worm-free Equilibrium point
Using the jacobian approach we show that the “characteristic equation of the jacobian matrix” derived from

the system of equations has negative roots”[17]. The corresponding Jacobian matrix derived from the system of
equations is given as;

“GHp-x 0 ST 0 ¢
2
" 0 ~(t+6)—x % 0 0 L o
0 ) -(t+w+)—x 0 0
0 0 v -(t+¢)—x 0
o 0 0 0 -(t+& —x
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Which equates to;
—x+ D@+ E+p+DE+HT+O)((x+ 0+ D(x+ v+ T+ ) — S§OB onmrE /12) = 0 9)

The roots of the characteristic equation all have negative real parts i.e.
-1, —$—p—1T,-T—¢, %(—G—V—Zr—w—\/(—9+v+w)2 +4S{)‘9,807tr02/L2), %(—9—1/—2‘[—
o ++/(—60 +v + w)? + 4S;08 anr /12); therefore the worm free equilibrium is locally asymptotically stable.

6. Numerical Results

The systems of differential equations (1) and (5) were solved using a numerical method i.e. Runge-Kutta
Fehlberg method of order 4 and 5. This is a suitable numerical method for initial value problems such as
described in this study.

6.1. Numerical Results for VEIR
The simulation experiments for the VEIR model were done using these initial values for the Wireless Sensor

network: V=960; E=30; 1=10; R=0. Other values used for the simulation include; { = 0.001; B = 0.0003; p =
0.001; ¢ = 0.0003; 89 = 0.0001; @ = 0.001; o = 0.002; adapted from the time history of [5].

:
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Fig.5. 0=0.3, r=1, L=1; Fig 6. 0=0.3, r=1, L=3; Fig 7. 0=0.3, r=0.5, L=2



The Impact of Sensor Area on Worm Propagation Using SEIR and SEIR-V Models:

41
A Preliminary Investigation

— Susceptible — Susceptible — Susceptible
9001+ Exposed 900 Exposed 900 Exposed
‘\ Infectious Infectious Infectious
800F} — Recowered 800y Recowered 800 Recowered
| |
|
W | \ P
1 \ 8 | g
< 6001 £ 600 g 6oop
8 8 2
g § |
S 500 S 500 o 500
EER N 2
£ \ € | £
5 40 £ a0 5 40
z \ z | z ‘
w| o w0l
\ |
! il
100 100 100 —)
SN, Sl /S
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 VO 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 UO 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Time Time Time

© (10)
Fig.8. 0=0.3, r=0.8, L=2; Fig. 9. 0=0.1, r=0.1, L=0.1; Fig. 10. 6=0.3, r=0.1, L=0.1

6.2. Numerical Results for SEIR-V
The simulation experiments for the SEIR-V model were done using these following initial values for the

Wireless Sensor network S=100; E=3; I=1; R=0; V=0. Other values used for the simulation include 1=0.33;
B = 0.1; 7=0.003; w=0.07; 6=0.25; v=0.4; ¢=0.3; p=0.3; & =0.06; adapted from the time history of [11].
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Fig.11. 0=0.3, r=1, L=0.5; Fig. 12. 6=0.3, r=1, L=2; Fig. 13. ¢=0.3, r=0.3, L=2
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6.3. Discussion of Results

For both the VEIR and SEIR-V model, it is evident in section 6 that keeping the range r constant and
increasing L, reduced the nodes in the exposed and the infected compartments i.e. Fig. 5. and Fig. 6 (for VEIR)
and Fig. 11. and Fig. 12. (for SEIR-V). On the other hand keeping L constant and increasing r, increased the
exposed and the infectious nodes i.e. Fig. 7. and Fig. 8. (for VEIR) and Fig. 13. and Fig. 14. (for SEIR-V). This
is consistent with Feng et al. [5], at least for infectious sensor nodes.

The simulation results for both models show that keeping both r and L constant and increasing the density (o)
correspondingly increased the number of both the exposed and infectious nodes. The increase in density also
reduced the number of vaccinated sensor nodes as evident in Fig. 9 and Fig. 10 (for VEIR); and Fig. 13 and Fig.
16 (for SEIR-V). Note that although the results here are gotten with a different expression for WSN topology,
the results are consistent with Nwokoye et al. [16-17] (for exposed and the infectious nodes) and with [18] and
[19] (for infectious sensor nodes). The implication is that increase in density generally increases the rate of
worm infection (and correspondingly reduces the impact of vaccination) in wireless sensor networks at least for
the two WSN topologies presented above.

7. Industrial Significance and Eventual Benefits

It is no news that Wireless Sensor Networks can aid energy management and the functionalities of complex
systems. It can also enhance forces/equipments monitoring, battlefield surveillance, reconnaissance, targeting,
battle damage evaluation. In the light of the detailed benefits of a wireless sensor network in Africa listed in
[20], there is need to invest research efforts into WSNs’ security, because malicious code propagation will
constitute several losses/disruptions for organizations that use them.

The significance of our analyses herein is that it elicited the topological factors that increase the number of
exposed nodes and reduce/increase the impact of vaccination. Considering the models of our analyses and the
topological expression of WSN used, our study is of topical importance. This is because in network
epidemiology, the exposed class contains nodes that are infected but not fully infectious. Some researchers
allude to a lower (or no) infectivity rate at this (exposed) stage compared to the nodes in the infectious class.
According Mishra et al. [11], common symptom for sensor nodes in this latent stage is slow data transmission
speed. Additionally, vaccination (or inoculation) is a known countermeasure in network epidemiology. It is
aimed at strengthening a fraction of the sensor population before to the outset of an epidemic. Our study is
immensely necessary, since the work of Feng et al. [5] that employed similar topological expression didn’t
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account for the latent phase of worms (Exposed compartment). Correspondingly, nodes of WSN can be
exposed to worm infection and the network administrators of organizations that use sensor networks can
employ vaccination schemes to harden their networks.

Insights generated as a result of analyses of distribution density and transmission range can help these
organizations in sensor deployment activities/decisions. In other words it will positively impact this
“randomness” of sensor distribution/location in the sensor field. They would now understand the factors that
might expose a sensor node or weaken any countermeasure mustered by network managers. The generalized
version of our analytical model can be integrated into the cyber-defense structure of organization(s) that use
Wireless Sensor Networks in order to creatively protect the interchange of stationary and moving data and
information.

8. Conclusions

Our study herein exemplifies theoretical explorations on the dynamics of worm propagation in wireless
sensor networks. Specifically, we employed the expression that closely mimics the WSN topology depicted in
Fig. 2, in order to generate better understanding of worm propagation in the presence of density and range
using the SEIR (VEIR) and SEIR-V models. The analyses highlighted several differences when compared to
the results of older models that mimicked the WSN topology of Fig. 1. Aside generating interesting solutions
for endemic equilibrium, our study derived the reproduction ratio for finding the secondary infections that may
arise from the introduction of a single infective sensor node. The reproduction number for both models herein
is the same; this is because the addition of the vaccinated compartment in SEIR-V didn’t affect the
compartments that determine worm infection or otherwise.

The consistency of our study is depicted in the fact that although we used different input values adapted from
different sensor epidemic studies the results follow the same pattern for both models. Specifically, the values
for the simulation experiment in Feng et al. [5] were adapted for our VEIR model while the input data of
Mishra et al. [11] was used for our SEIR-V.

In the furtherance of this study, we would include the media access control (MAC) mechanism as applied in
[19] and other communication protocols using our models herein. Therein, we would check the effects of the
protocols on the compartments and the WSN topology. We would also modify quarantine models observed in
literature by applying the expressions of WSN topology used in this study. Since we provided the solutions of
the endemic equilibrium, we would also pursue other extended objectives such as performing global stability
analyses using for example the geometrical approach. This is to highlight how it differs from global stability
analyses of similar models in literature.
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