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Abstract
Vehicular Adhoc Networks (VANET) is a type of road network that provides road safety and other
infotainment applications to drivers and passengers for an effective and uninterrupted communication. In this
network, the communication between the vehicles are equipped with the Road Side Units (RSU). VANET is
the major component of Intelligent Transportation System (ITS). Research on Vehicular Adhoc network
security presents many challenging issues to the researchers. The security mechanism available for VANETs
are not highly effective. Hence it is as on time requirement of new and sophisticated security solutions. This
paper mainly focuses on Intrusion Detection System (IDS) for VANETs to prevent Session Hijacking Attack
(SHA). The work discusses on the total number of packet generated, sent, received and dropped with varying
number of nodes with the help of Network Simulator-2 (NS2) and the inferred results are discussed.
Index Terms: VANET, IDS, Session, RSU, ITS.
© 2018 Published by MECS Publisher. Selection and/or peer review under responsibility of the Research
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1. Introduction
Mobile Computing is a technology in which variety of devices allow people to access data and information
from wherever they are. This Concept involves Mobile Communication, Mobile Hardware and Mobile
Software. Some of the research areas in Mobile Computing includes Wireless Local Area Network (WLAN),
Sensor Networks, Mobile Adhoc Networks, Delay Tolerant Networks and Vehicular Adhoc Networks.
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Vehicular Adhoc Networks is a subset of Mobile Adhoc Networks (MANETS). In VANET, a node (vehicle)
can send data directly to another node (vehicle) within its transmission range. VANET aims not only in
increasing traveller safety but also became an efficient communication tool for the users. It provides
infotainment application to the drivers and passengers to communicate with each other by offering services
such as Internet Connectivity and Media downloading. It is possible to stream the user’s favourite
entertainment anywhere. It is a thrust area of research with the scope to explore more on Intelligent
Transportation System (ITS), Inter-Vehicular Communication, Traffic Regulation based on Network
Congestion, Environment based traffic regulation, Sensor based Vehicular Traffic, Dedicated Short Range
Communication (DSRC) and Applicability of MANET based routing in VANETs [1,19].
2. Security attacks in VANET
Security threats in application layer include malicious code attacks and repudiation attacks. Security threats
in transport layer include SYN flooding attack, Session hijacking, and TCP ACK storm. The attacks that affect
the routing protocols in the Network are Routing table overflow attack, Routing cache poisoning attack,
Rushing attacks, Wormhole attack, Black hole attack, Byzantine attack, Location disclosure attack. Security
threats in link layer include threats in IEEE 802.11 MAC and threats in IEEE 802.11 WEP. Security threats in
physical layer include Eavesdropping, Denial of Service, Interference and jamming.
Application Layer Attack: The Application layer contains vehicle’s important information related to the
protocols like File Transfer Protocol (FTP), Hyper Text Transfer Protocol (HTTP) and Simple Mail Transfer
Protocol (SMTP) that enables the vehicle communication [3]. There are two types of attacks namely malicious
code attack and repudiation attack.
Malicious Code Attack: It includes virus, worms, spywares and Trojan horse. The malicious vehicles will
send malicious code to attack the other vehicle, remote base station or RSU. The malicious codes will destroy
the vehicle’s application and affects the service access, operating system and user application [2, 3, 4].
Repudiation attack: The attacker act as a selfish node and denies the information that is meant for
communication. They create the confusion for the audit entry such as RSU and Trusted Authority (TA). If this
attack occurs, the data stored on log files are considered to be invalid or misleading [3, 5].
Transport layer attack: The transport layer is concerned with authentication, end-to-end secured
communication using data encryption, handling end-to-end delays, loss of packet and packet corruption [3].
SYN flooding attack: The attacker creates large number of half opened Transmission Control Protocol
(TCP) connection between the communicating vehicles in VANET so that handshake will not be done
completely to establish connection [2]. The sender sends synchronize (SYN) message along with Initial
Sequence Number (ISN) to the receiver. The receiver acknowledges the received SYN message by sending
acknowledge (ACK) message which contains its ISN. The connection is established between the sender and the
receiver. The malicious vehicle starts flooding SYN messages to a vehicle or RSU. That vehicle spoofs return
addresses of SYN messages so that the received vehicle stores the flooded SYN messages of malicious vehicle
and wait for ACK message. Since large numbers of SYN messages are received, more memory size is required
in its buffer to register the SYN messages at the tables. Lot of resources is consumed and its system may be
blocked for a period of time [3].
Session hijacking: The malicious vehicle acts as an authorized vehicle in VANET. It makes use of session
establishment feature where no authentication is required at the beginning of the session [3].
TCP ACK storm: TCP-ACK Strom attack is created when an attacker establishes a TCP session hijacking
attack. The attacker vehicle node sends the session data to vehicle V1. V1 node will acknowledge the same data
to vehicle V2. This packet will not contain the sequence number that V2 expects. When V2 receives this packet,
it will resynchronize the TCP session with V1 by sending it an ACK packet along with the sequence number
that it is expecting. This process is repeated many times and the ACK packet is passed back and forth and
thereby creating ACK Storm [3, 6].
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Network Layer Attack: Due to the movement of vehicles, VANET has a dynamic topology hence
maintaining a route for vehicles remains a challenge in VANET. Vehicles that are communicating should
establish an efficient route so that broadcasting information will be forwarded to other vehicles in a fast manner.
Any attack in the routing phase will block the overall communication and the whole network will be collapsed
[3].
Routing table overflow Attack: The routing information is updated periodically in the routing table. The
attacker will create routes to the nodes that do not exist to the approved nodes in the network [7]. The attacker
node will send large number of route announcements to create new routes and to make the routing table
overflow [3]. Proactive routing protocols are vulnerable to this attack when compared to reactive routing
protocols.
Routing cache poisoning attack: On-Demand routing protocols such as Adhoc On-Demand Distance
Vector (AODV) and Dynamic Source Routing (DSR) will maintain route cache for each and every node. It
holds information about the routes that has been known to the node in the recent past [7]. This attack occurs
when any information is altered, deleted or injected with some false information. For example, consider if an
attacker node needs to poison all the nodes. The attacker will broadcast the spoofed packets with source node to
all other nodes. The intermediate nodes and neighbouring nodes that are overhearing the packet will add the
route to their route cache that leads to misguided routing poisoning the routing cache [3].
Rushing attack: The attacker node sends Route Request Packet quickly throughout the network than the
legitimate node. Nodes that receive Route Request Packet from the legitimate node consider this packet to be
duplicate and discard the packet. So the source node is not able to find the secured route [3, 7].
Wormhole attack: Two or more nodes encapsulate and exchange messages between them along the existing
data routes by creating a tunnel between them [3, 8]. This tunnel is otherwise called wormhole which prevents
the discovery of other route than the route through the tunnel. All the data then pass through the tunnel that
results in dropping of packets and the data packets that are transferred can be altered [2, 4].
Black hole attack: The attacker nodes makes use of vulnerabilities in route discovery method of on demand
routing protocols such as AODV and DSR. If a source node wants to send some data to the destination node, it
broadcasts Route Request (RREQ) packet to all nodes. The node with highest destination sequence number
than the current destination sequence number of node will send the reply so that the destination sequence
number is higher than current destination sequence number. It is then sent to the source node. The source node
receiving the fake Route Reply (RREP) packet will select the route through the malicious node. The source
node assumes the new shortest path to the destination node. Now the source node rejects the entire RREP
packets from other nodes and it sends packets only through the attacker node. The attacker node receives the
packet and drops it instead of forwarding it [2, 3].
Byzantine attack: Byzantine attack is caused by a single malicious node or a group of nodes that work in
cooperation. A set of intermediate nodes are compromised which works as individual or in groups to carry out
the attacks such as creating routing loops, forwarding packets in long routes and selectively dropping packets
[9]. As a result, the routing performance is degraded [8].
Location disclosure attack: This attack involves the disclosure of location information of the vehicles
(nodes). The attacker node sends information about the location and uses the information for the attack. The
attacker gathers information of route map and knows about which nodes are on the target route [3].
Physical layer attack: The most frequent physical layer attacks are Eavesdropping, Denial of Service,
Interference and Jamming.
Eavesdropping: Reading of message and conversations by unauthorized receivers. Transmitted messages
are eavesdropped and false messages are injected into the network [3].
Jamming: Jamming disrupts the communication channel by transmission of signal. The attacker senses the
physical channel and gets information about the frequency at which receiver receives the signal. Then he
transmits signal on the channel so that channel gets congested or jammed [10]. This type of attack affects the
network by reducing the network performance.
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Impersonate Attack: It makes use of network resources and disrupt the normal functioning of the
network.This attack is performed by active attackers (insider/outsider). The attacker can exploit either network
layer, application layer or transport layer [10]. The attacker changes the identity and acts like real originator of
the message. The message from real originator node is received by the attacker node. The attacker changes the
content of the message and sends the modified message to other vehicles [12].
Denial of Services (DOS): The attacker prevents the legitimate users to use service from victim node [10].
The vehicle resourses are controlled by the attackers. This prevents the arrival of critical information by
jamming the session or communication medium [11]. The user cannot communicate in the network and cannot
pass the information to other vehicles which may lead to miscommunication or dropping of packets [12].
3. Session Hijacking in VANET
Hijacking the session established between the source node and destination node refers to Session Hijacking.
The unauthorized node steals the highly valuable and confidential information from the session, whenever the
valid session is exploited [13]. The session may be hijacked mainly at the Link Layer by spoofing the Media
Access Control (MAC) address and at the transport layer by spoofing the TCP sequence number. Even though
session hijacking attack occurs mainly in the link layer and transport layer during session establishment [14],
when an attacker gets access to the session state of a legitimate user, then it is said Session Hijacking. The
attacker tries to steal a valid session ID which is used by him to get into the system and snoop the data. Active
attack and Passive Attack are the two types of Session Hijacking attack. In active attack, the attacker finds an
active session and takes over. In Passive attack, the attacker hijacks a session, but sits back, and watches and
records all the traffic that is being sent forth.
Session Hijacking can takes place at two levels namely Network level and Application Level. In Network
level, there occurs interception of the packets during the transmission between client and the server in a
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) session. At the Networking level, it
provides critical information to the attacker which is used to attack application level sessions that attracts the
hackers more. Networking level Hijacking includes TCP/IP Hijacking, IP Spoofing: Source Routed packets,
Reset (RST) Hijacking, Blind Hijacking, Man-in- the middle: Packet Sniffer and UDP Hijacking [13].
Application level is all about gaining control on HTTP user session by obtaining the session IDs of the nodes.
In this level, the hacker gains the session ID’s to create a new unauthorized session and to get control of the
existing session. Application level Hijacking includes obtaining Session IDs, Sniffing, Brute Force and
Misdirected Trust. The users should have efficient antivirus, anti-malware software, and should keep the
software up to date.
Session Hijacking can be prevented by securing the routing protocols used for communication so that
attackers may not be able to get access to the packets transmitted over the routes taken by the packets. It is
possible to prevent the session hijacking if the routes taken by the packets are secured.
4. Intrusion Detection System (IDS)

Fig.1. Classification of Intrusion Detection System [15]
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Intrusion detection system (IDS) refers to the tools, methods and resources to help identity, assess and report
unapproved or unauthorized network activities. IDS serve as an alarm mechanism for computer system network
[17].
IDS provide security to detect the attack and to prevent the attacks [16]. IDS is classified as Host base,
Network base and Hybrid. Host base IDS depends on the operating system to evaluate log files, to audit data to
analyze malicious activities driven from user activities. Network based IDS depends on the data packets to
analyze the malicious activity on the network [15].

Fig.2. IDS Detection Techniques [15]

IDS Detection techniques include Signature base, Anomaly base and Specification base. Signature base IDS
is used to find the malicious activity against the database. It uses preknown attack scenario and compare them
with the incoming packet traffic. This detection has techniques like Expert System and Pattern recognition [15,
17]. Anomaly base IDS build its own database based on activity, behavior and inspect the traffic to mark it as
malicious node. Normal vehicle can be compared with the Captured vehicle into the system along with
predefined standard behavior. This detection has several techniques like data mining and neural networks.
Specification base IDS has the characteristics of both Signature base and Anomaly base IDS. This type of IDS
detects the zero day attacks and analyzes the behavior of vehicle at the initial time [15, 17].

Fig.3. IDS Architecture [15]

Intrusion Detection System Architecture is of three types namely Stand alone, Cooperative and Distributed
and Hierarchical. Each node is a self-governing IDS in Stand-alone architecture. They don’t share the
information to the other node. In Cooperative and distributed architecture, each node will be governed by IDS
agent and the detection is made by decision and cooperation. They share information about the intrusion to the
other nodes which is suitable for global detection [15]. In hierarchical IDS architecture, each node is controlled
by Cluster Head or administrator. The Cluster head will supervise all the nodes in the clustered network and
detects the malicious node in the network [15].
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5. Problem Statement
Vehicular Adhoc Network are decentralized and infra-structure less network. Security is considered to be
major challenging issue in VANET. There are various Security attacks in each layer. Researchers proposed
many techniques for securing communication between the vehicles but there exist some drawbacks. The
transfer of messages between the vehicles should be secured in any session. Some of the protocols available to
secure the routes are Adhoc On-Demand Distance Vector (AODV), Dynamic Source Routing (DSR), Adaptive
Secure AODV and Secure Efficient Adhoc Distance Vector. But there exists some drawbacks. AODV cannot
sense the misbehaving nodes as well as it fail to detect the worm-hole attacks. DSR is vulnerable to the attacks
if the attacker is along the route taken by the packet [17]. This paper focuses on Session Hijacking Attack
which is a major threat in VANET and the steps to prevent this attack by proposing an Anomaly based
Intrusion Detection System.
Finding the malicious node is the next challenging problem. They may also try to behave like normal nodes.
Related works propose that the misbehaving nodes transmit false alerts, creates congestion in the network,
delay, dropping and duplicating the packet. The malicious node detection schemes include Node-centric and
data-centric schemes. Outlier detection technique can be used to find the anomaly node. Detection of Malicious
Vehicle algorithm (DMV) is used to discover the malicious nodes that drop or duplicate the received packets
more than a given threshold value. Quality of Service-Optimized Link State Routing (QOS-OLSR) clustering
algorithm is used for detecting the malicious vehicles in VANET [20].
6. Proposed Algorithm
Road Side Unit (RSU) creates a strong encrypted session id along with Vehicle number for each vehicle
within its transmission range in each session. Consider, the attacker tries to hack the session id. Two vehicles
V1 and V2 are assumed so as to communicate securely and thus they need to agree on an encrypted session id.
If the Vehicle V1 is sending frequent messages by increasing the network traffic, blocking further information
exchange, overloading the network, then the vehicle V2 with the encrypted session id of Vehicle V1 is reported
to the nearest RSU. RSU plays the role of IDS. A new session id is regenerated to the Vehicle V2. RSU
prevents the attacker vehicle to further communicate with all other vehicles by blocking its session id.
Step 1: Vehicle V1, V2… Vn joins the Vehicular network.
Step2: RSU assigns session id to all the vehicles in the network.
Step 3: Vehicle V1 send an encrypted message M1 to nearby RSU.
Step 4: Send message M1 to next hop towards the RSU.
Step 5: Vehicle V2 receives message M1 from Vehicle V1.
Step 6: Send message M2 to next hop towards RSU.
Step 7: When RSU receives message Mn from Vehicle Vn.
Step 8: RSU retrieves the message and decrypts it.
Step 9: If Vehicle detects Vehicle Vn showing abnormal behavior or overloading the network.
Step 10: Report to nearest RSU.
Step 11: RSU sends warning message to all nodes within its transmission range.
Step 12: New session ID is regenerated to the honest vehicles.
Step 13: Update the entry of the vehicle in block list.
Step 14: Isolate the detected attacker node from the network.
7. Simulation and Analysis
NS2 is an open source tool used in wired and wireless researches. NS2 is developed as a collaborative
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environment and it is a discrete event driven network simulator developed at UC Berkely written in C++ and
Object Oriented Tool Command Language (OTcl). NS2 is useful for simulating local and wide area networks
[21].
Table 1. Simulation Parameters
Parameter

Values

Simulator

NS-2 (Version 2.34)

Channel

Wireless

Number of nodes

10, 20

Routing protocol
MAC layer

Destination-Sequenced DistanceVector Routing (DSDV)
802.11

Mobility model

Random waypoint Model

Application Type

Constant Bit Rate (CBR)

Simulation Time

10 s

Scenario 1:

Fig.4. Simulation environment with 10 nodes

The above figure 4 shows the simulation environment of 10 nodes.
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Fig.5. Number of generated packets

In figure 5, the packets are generated for 10 nodes. Total packets generated is 4427. A network packet
consists of control information and user data. The packets generated will be routed and forwarded using a
router from source node to destination node.

Fig.6. Number of sent packets

In figure 6, 4427 packets are sent from source to destination. If a packet is not received by the node or is
dropped by a node, only the dropped packet needs to be resent.
In figure 7, the sent packets are received by the destination nodes. Number of received packets is 4325. From
the packets sent and received, the packet delivery ratio can be calculated as the ratio of packets received to the
packets sent.
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Fig.7. Number of received packets

Fig.8. Number of dropped packets

From the figure 8, we can observe the dropped packets for 10 nodes. Total number of dropped packets is
calculated as the difference between sending and receiving packets. 102 packets are dropped. Packet loss is
calculated as the number of packets lost per 100 packets sent by a host node.
From the Figure 5 to Figure 8, we can observe that the total number of packets generated, sent, received and
dropped for 10 nodes.
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Fig.9. End to End Delay for 10 nodes

Figure 9 depicts the End to End delay for 10 nodes. End to End delay is the time taken for a packet to reach
from source node to destination node. The delay time should be less for better network performance.
The network information are as follows:

Fig.10. Simulation information for 10 nodes [23]

From the figure 10, it is analyzed that the total number of packets generated for 20 nodes is 4427 and total
packets sent is 4427. 102 packets are dropped and 287 packets are lost. The average delay time is 0.46 seconds
for 10 nodes.

Prevention of Session Hijacking Attack in VANETs Using Intrusion Detection System

83

Scenario 2:
In this scenario, 20 nodes are considered.

Fig.11. Simulation environment with 20 nodes

The above figure 11 shows the simulation environment of 20 nodes.

Fig.12. Number of generated packets

The above figure 12 represents the number of generated packets for 20 nodes. Generated packets tell us
about how many packets are generated. Total packets generated is 4693.
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Fig.13. Number of sent packets

From the figure 13, we can observe that total packets sent is 4548. If a data transfer encounters any network
congestion, then the packets are rerouted by a router using less congested path.

Fig.14. Number of received packets

Figure 14 represents the number of received packets for 20 nodes. Packets received are the total number of
packets received by each node. The total packet received is 4157.
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Fig.15. Number of dropped packets

From the figure 15, it is analyzed that 391 packets are dropped. As the number of node increases, total
number of packets dropped will be high. The malicious nodes will be continuously dropping packets at the
certain time.
From the figure 12 to Figure 15, we can observe that the total number of packets generated, sent, received
and dropped for 20 nodes.

Fig.16. End to End Delay for 20 nodes

From the figure 16, it is inferred that the delay is high for 20 nodes. The delay is caused in finding the
optimal route to the destination node. This may degrade the performance of the network.
Total number of packets generated is 4693 and total packets sent is 4548. 391 packets are dropped and 148
packets are lost. The average delay time is 0.70 seconds for 20 nodes.
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Fig.17. Simulation information for 20 nodes [23]

From the above result and analysis, it is found that the delay time for 10 nodes is less compared to 20 nodes.
As the number of nodes increases, congestion will also increase. So, delay is proportional to the number of
nodes.
8. Conclusions
Session hijacking affects the integrity of data on a network. Due to rapid mobility of nodes and self-routing
capability, there exist issues in VANET security. Intrusion Detection System is a major challenging task
because of frequently changing network topology. The attackers may also attack the entire IDS system itself.
Accordingly, the study of the defense to such attacks should be explored.
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