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Abstract: Use of spread spectrum systems in telecommunications is studied. It is shown that spread spectrum
techniqgus can substantially enhanceoise and interferencémmunity in the currently deployednformation
transmissionnetworks Primitive polynomials are proposed to obtain respective spreading codes. A spreading code
consisting of 1023 chips is synthesized and its characteristics are studied.

It is deduced that powerful interferences can exceed dynamic ranige dceiving part of the system and, as a
result, deteriorate information transmission. To overcome this problem, utilization of limiters is proposed, in which
limitation level equals that of the internal noise of the receiving part. Computer simutagonployed to test the
performance of the proposed solution. Performance of the spread spectrum system for information transfer is studied
both without the limiter and with the limiter.

Research results show that, for binary modulation, performance o$y#tem with limitation and without
limitation is nearly identical while limiters can substantially reduce requirements for the dynamic range.

Compared to the existing approachéds iproposed to usthe synthesized spreading coding sequence with the
limitation technique in practical implementationstlodsetelecommunication network#n which noise immunity and
transmission concealment aegjuired, such as mnmanned aerial vehicleBhis can replace currently used approaches,
such adrequency hoppig, transmission power adjustment and antenna pattern changes

Index Terms: Telecommunication network®rimitive polynomials Spreading coding sequencéesniters, Computer
simulation.
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2 Performance Study of Spread Spectrum Systems with Hard Limiters

1. Introduction

Wideband signal find ample application in telecommuafion networks to improve their performance in many
ways. One of the main approaches to enlarge occupied signal spectrum is poeaséng coding sequencekhis
technique can provide higher interference immunity and transmission concealment char&deiist wireless
telecommunication networkBerformance of this method is largely determined by the autocorrelation properties of the
deployed spreading coding sequendes. this reasonresearch and developmenttb& sequences witlthe required
parametes is avery important task in itself

Primitive polynomials are weknown to be used for synthesizing spreading coding sequerttese sequences
are thebackbone of thehird generation mobile networkss the crui@l part of CDMA technologylIn this cae,
however,the spreading sequences aially very long andusedonly to organize multaccess to the network in
combination withthe othercodingsequences, such as Walsh codes.

In this paper, an attempt is made to study propedfemuch shorter spegling coding sequences based on
primitive polynomials to improvespecifically interference immunity and information concealment properties in
telecommunication channelSuch properties are vitafor example,when it comes to control of unmanned aerial
vehicles (UAV). Currently, to improve reliability of the UAV control channel, frequency hopping, transmission power
adjustment and antenna pattern changes are used.

Additionally, it is welkknown that interfering signals can exceed dynamic range of theveeahiring wireless
information transfer. Thisan lead to undesirethd unpredictableonsequences. One of the approaches to elimination
of this problem is to use limiters that @if the signal above a certain level.

Up until now, this problem has nbeen sufficiently addresseterefore this work aims tdill this gapand find
out whetheuutilization of spreading coding sequences based on the primitive polynomials with additional application of
the limiterscanbe used irpractie to improve perforance oftelecommunication networks.

To find a solution to the problem, the research presented here involves a search of a primitive pobfreomial
required degree, synthesisthe spreading coding sequence based on the polynomial and study of theedhtcaabf
the telecommunication channel with interferences theludes the transmitted desired bispread by the coding
sequencgn boththe presencand the absencd the limiter.

2. Literature review

Design of control channels for UAV is codsred in [1]. This book provides good coverage for many ways of
practical implementation of these channels, but, unfortunatetjoes not address the use of pseudo noise coding
sequences for improving noig@munity of the control channels.

Detailed destption of preading coding sequenciet are used in third generation mobile networks is provided
in [2-4]. In these books, one can fimtanyspreading coding sequencas well & their areas of implementatioatill,
the main focus is made on securingltiple access to the networks and effective separation of the different subscribers.
So, Bsues of using spreading coding sequences for designing of noise immune telecommunication channels are not
entertained.

Papers[5-7] address the problems of usinmat antennas to improve noise immunity of telecommunication
channels and provide good insights into workings of the adaptive antennas. However, they do not offer to combine
smart antennas with spread spectrum techniques to secure good perfornatetEzommunication channel.

Reference [8] includes the most comprehensive information on theory and practice of using pseudo noise
spreading coding sequences. It shows insights into generation of different coded sequences withamgiprohitive
polynomiak. In addition, it has tables of the primitive polynomials of the different orders, which can be-usadilio
generate respective sequences. On top of that, this book includes a lot of demgmetitgiials and explanations.
Nevertheless, problems o$ing of pseudo noise coding sequences for enhancing noise immunity of critically important
telecommunication channels are not considered.

References [9,10] and [1B]14] propose many ways to improve noise immunity of telecommunication channels
with someoriginal smart antennalgorithms and their implementation. Still, these books fail to combine those methods
with spread spectrum techniques to improve efficiency. In addition, they do not contain comparative analysis of the
proposed methods with the otkevailable.

Books [11] and [15] papers [16L9] provide good insights into theory and practice of different coding techniques
in wireless communications. Thesolidify the proposedapproaches with goodlustrating materials.Besides that,
differentiation is made betweespreading and scramblingchniques[20], as well as use of different codes for
information ciphering and deciphering. Yet again, the issues of deploying pseudo noiseseggiegces generated
using primitive polynomials are not clarifiechd elaborated.

Thus, to the best knowledge of thaperauthors, problems of usingimitive polynomials to generatpseudo
noise spreading coding sequences to enhance noise immunity and concealment properties of a telecommunication
channels are not predy address in the available literature. At the same time, there is @laladrated theory of
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synthesis ofhese sequences using available and-tesaty primitive polynomialof different orders.
3. Methodology of theResearch

To study performance ofhe telecommunication channel, which depldie synthesized spreading coding
sequence, computer simulation was ud&ge to its both universality and cesffectiveness,his approachs ideally
suited b verify the research objectiveBhe computer simiation was performed for the following conditions:

w complex additive mixture of the five bits of the desirgidnal sequence, internathannel noise andthe
interfering noise signas created

thedesired signaik represented as complex samples of theating sequence taken with account of the bit sign
and assuming phase values of 0 or
theinternalchannehoiseis represented as complex samples with Gaussian probability distribution;
theinterfering signals also formed as complex samples with Gaas distribution;

theinternal noise powes set to unity;

theinterfering signal power assusalues of 1, 3, 7 and 15 relative units;

thepower of the desired signialset to 0.25 relative unites;

thebit sequencés formed from five bits1,1;1,-1,1;

€

gegegegee

Createdaccording to the abowmnditions, thesignal mixtures passed through the despreading filter matching the
spreading sequence.

Computer simulation was carried out with help of the software package Matlab.

Simulation results are expected to shibnvatthe useful signal can be extracted from the noisetlamdise of the
limiters will not substantially compromiséhe gains obtained fathe spreadingdespreading techniqueithout the
limiters.

4. Studying Behavior of the Telecommunication Channelwithout the Limiter

4.1 Synthed of the spreading coding sequence and evaluation of its correlation properties

Primitive polynomials have remarkable autocorrelation properties, what determines their wide use in
telecommunications. Those polynomials candeduced by using polynomial division, but there are some reference
books that include useeady primitive polynomials of different degrees. In this paper, it is proposed to use the
primitive polyromial of the tenth degree. In][8ne can find thathe tenth degree primitive polynomial over Galois
field GF(2) can be presented as follows:

F()=x° ¢ 1)

Primitive polynomial (1) permits to synthesize pseundise spreading sequence that is illustrated in Fig.1.

1023-chip spreading coding sequence
T T T T
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Fig.1. Sprading 1023chip coding sequence based on the primitive polynomial (1)

Coding sequences in telecommunications can be presented both in ©»and d»logic, and in d»knthat in
Fig. 1 is formed in the latter. Let us study autocorrelation propertiteeafpreading sequence in Fig.

Correlational properties of pseudoise spreading coding sequence in Fig.1 are illustrated by the graph in Fig.2.
This graph demonstrates correlation function of the spreading sequence shown in Fig.1 arsguehceonsisting
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from five following bits: 1,1;1,-1,1. Each othese bitss spread by the same coding sequence shown in Fig.1. In other
words, it is the result of consequent despreading ofpiheadsequence in the absence of a noise or interference

Autocorrelation function for 1023-chip sequence
T T T T T

Bit sequence 1, 1,-1,-1,1

Signal level
k3

3

£
;F

I I I |
500 1000 1500 2000 2500 3000 3500 a000
Number of chips

Fig.2 Spreading 1028hip coding sequence based on the primitive polynomial (1)

Graph in Fig.2 illustrates unique autocorrelation properties of pseudonoise coding sequences derived from the
primitive polynomial. Those properties imply that if thepchhift equals zero, the value of the autocorrelation function
assumes the number of chips in the spreasugience, whicts 1023; in case of any shift of the sequence against itself,
the value of the autocorrelation function equéls

It is importantto notice, that if the bit sequence changes its sign, those unique properties degrade and the side lobes
in the autocorrelation function become evident, as shown in Fig.2. One can suppose that those side lobes can, to a
certain extent, compromise perfomea of the telecommunication network that deploys the spreading seghenae
in Fig.1.

4.2 Performance evaluation of the telecommunication channel with synthesized spreading sequence and without the
limiter

Fig.3, Fig4 and Fig.5 demonstratmodular, imginary and real components of the signal mixture formed
according to the above conditions and the relatitexfering signal power equaling unity.

Input mixture modular component
T T

Signal level
I

! I ! ! ! I !
500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Samples

Fig.3.Modular component of the input signal mixture

In this case, total interfering signal and intemaise power exceeds the power of the desired signal 8 times or by
9 dBs.
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Input mixture imaginary component
T

20 T T

15[ 1
— Bit sequence: 1,1,-1.-1,1; Useful signal: 0.25; 1023 chips; Interference: 1
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Input mixture real component
T T

151 .

‘ — Bit sequence: 1,1.-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 1
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Fig.5. Real component of the input signal mixture

Data in these figures clearly show that desired signal ishiddlenin the noisesand is considered to be difficult
to extract without prior knowledge of the spreading code

Fig.6, Fig.7and Fig.8 illustrate modular, imaginary and real components of the mixture after despreading for the
above conditionand when interferig signal has relative power 1. Analysis shows that the desired signal is clearly
visible on the backgroundfdhe noise signals and the bit sequence can be restored.

Modular component at the output of the despreading filter
T T T T

1000~ 4

Signal level

—— Bit sequence: 1,1,-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 1
1000~ e
1 1 1 1 1
500 1000 1500 2000 250 3000 3500 4000
Samples

Fig.6. Modular component at the output of the despreading filter for interferingl sejagve power 1

Copyright © 2@0 MECS I.J. Computer Network and Information Secur@R0, 5, 1-15



Performance Study of Spread Spectrum Systems with Hard Limiters

Imaginary component at the output of the despreading filter
T T T

1000~

— Bit sequence: 1,1,-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 1

Signal level

600~
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Fig.7. Imaginary component at the output of the despreading filter for interfering signal relative power 1

Real component at the output of the despreading filter
T

— Bit sequence: 1,1,-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 1

Signal level
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Fig.8. Real component at the output of the despreading filter for interfering signal relative power 1

The arrove in Fig.6, Fig.7 and Fig.#dicate the desired signal bit sequence.

Fig.9, Fig10 and Fig.11 illustrate modular, imaginary and real components of the mixture after despreading for the
interfering signal power equaling 3

Modular component at the output of the despreading filter
T T T T

Signal level

— Bit saquence: 1,1,-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 3

0 1000 150 2000 2500 2000 2500 4000
Samples

Fig.9. Modular compnent at the output of the despreading filter for interfering signal relative power 3

The arrows serve the same purpose as above. Yet again, the desired signal bit sequence is easily distinguishable on

the background of the noislevertheless, achievedigan signatto-interference ration isisibly smaller than in the
previous case.
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Imaginary component at the output of the despreading filter
T T

1000

—Bitsequence: 1,1-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 3

5001

Signal level

1000
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Samples

Fig.10. Imaginary component at the output of the despreading filter for interfering signal relative power 3

Real component at the output of the despreading filter
T T T T T

1000

VAN

500

‘ — Bit sequence: 1.1-1.-1.1; Useful signal: 0.25; 1023 chips; Interference: 3

Signal level

<1000

! ! I I ! !
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Fig.11.Real component at theutput of the despreading filter for interfering signal relative power 3

3500 4000

Fig.12, Figl3 and Fig.14 represent modular, imaginary and real components of the mixture after despreading for
the interfering signgbowerequaling 7. In this case, thembined noisexceedslesired signal 32 times or by 15iB
Analysis of the data in these figures clearly indicates that the desired signal is confidently extracted from the noise

mixture and the bit sequence can be restored. Still, residual noise level is visitilyggamd in such a wathatdesired
signatto-interferenceatio is decreasing as compared to the previous case.

Modular component at the output of the despreading filter
T T

500

Signal level

— Bit sequence: 1,1,-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 7

500

500 1000 1500 2000 2500 3000 3500 4000
Samples

Fig.12.Modular component at the output of the despreading filter for interfering signal relative power 7
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y p at the output of the despreading filter
T T

— Bit sequence: 1,1.-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 7
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Fig.13.Imaginary componerst the output of the despreading filter for interfering signal relative power 7

Real component at the output of the despreading filter
T T T T

T
1000 i
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Fig.14. Real component at the output of the despreading filter for interfering signal relative power 7

Fig.15, Figl6 and Fig.17 demonstratedular, imaginary and real components of the mixture after despreading
for the interfering signal power equaling.15

In this case, the combined noise exceeds desired signal 64 times or by 18 dB
Data in the Fig.15¢ig.16 and Fig.17 clearly shotlat althagh the desired bits are still visible on the background
of the noise, there might be elevateddsitor rate as the level of the noise moves closer to the desired signal level.

Modular component at the output of the despreading filter
T T T

1000~ B

Signal level

— Bit sequence: 1,1.-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 15

-1000 1

I | | I
500 1000 1500 2000 2500 3000 3500 4000
Samples

Fig.15. Modular component at the output of the despreading filter ferfering signal relative power 15

It looks certain that 18dB represents potential limit for the 4i28preading code under consideration.
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Imaginary component at the output of the despreading filter
T T T T

— Bit sequence: 1,1-1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 15

Signal level

| I I I I
500 1000 1500 2000 2500 3000 3500
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Fig.16.Imaginary component at the output of the despreading filter for interfering signateglatver 15

Real component at the output of the despreading filter
T T T

‘ — Bit sequence: 1,1,1,-1,1; Useful signal: 0.25; 1023 chips; Interference: 15

Signal level

500 1000 1500 2000 250 3000 3500 4000
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Fig.17.Real component at the output of the despreading filter for interfering signal relative power 15

5. Studying Behavior of the Telecommunication Channelwith the Limiter

In the previous subsection, the situations were conslderevhich the signal mixtures can achieve big power
levels. For example, Fig.18, Fig.19 and Fig.20 demonstrate the modular, imaginary and real components of the signal

mixture for the interfering signal power of 15 relative units. It is useful to congraphs in those pictures with the
graphs in Fig.3, Fig.4 and Fig.5.

Modular component before limiter
T T T T T T T T

Signal level

— Bit sequence: 1.1.-1,-1,1; Useful signal: 0.25; 1023 chips: Interference: 15

20 I 1 1 I 1 I I
500 1000 1500 2000 2500 000 3500 4000

Samples

Fig.18. Modular component of the signal mixture before the limiter for interfering signal relative power 15

It is evidenced by the comparison that the relative power gri@atigased and it can reach the limits posed by the
dynamic range of the receiver.

To overcome the problem of the narrow dynamic range, it is proposed tteelisater in the receiving unit before
the despreading filter. The limitation level is chosehddhat of internal noise level. It is known as the hard limiter.
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Imaginary component before limiter
T T T

| — Bit sequence: 1,1,-1.-1,1; Useful signal: 0.25; 1023 chips; Interference: 15
15

Signal level

I L
2500 3000 3500 4000 4500 5000
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Fig.19. Imaginary component of the signal mixture before the limiter for interfering signal relative power 15

Fig.20. Real component of the signal mixture beftie limiter for interfering signal relative power 15

Fig.21 Fig.22 and Fig.23 demonstrate modular, imaginary and real components of the signal mixture at the output
of the limiter for the interfering signal relative power of 15 units.

Fig.21. Modular component of the signal mixture after the limiter for interfering signal relative power 15

Data inFig.21, Fig.22 and Fig.23 shaWat the limiter substantially reduces the range of the signal mixture.
To assess how the limitation process infeeshthe despreading procedure, the signal mixtures for the interfering
signal powers of 7 and 15, which are preprocessed by the limiter, are passed through the despreading filter.
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