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Abstract: The Internet of Things (10T) is one of the promising technologies of the future. It offers many attractive features
that we depend on nowadays with less effort and faster in real-time. However, it is still vulnerable to various threats and
attacks due to the obstacles of its heterogeneous ecosystem, adaptive protocols, and self-configurations. In this paper,
three different 6LOWPAN attacks are implemented in the 10T via Contiki OS to generate the proposed dataset that reflects
the 6LOWPAN features in 10T. For analyzed attacks, six scenarios have been implemented. Three of these are free of
malicious nodes, and the others scenarios include malicious nodes. The typical scenarios are a benchmark for the
malicious scenarios for comparison, extraction, and exploration of the features that are affected by attackers. These
features are used as criteria input to train and test our proposed hybrid Intrusion Detection and Prevention System (IDPS)
to detect and prevent 6LOWPAN attacks in the 10T ecosystem. The proposed hybrid IDPS has been trained and tested
with improved accuracy on both KoU-6LoWPAN-IoT and Edge 10T datasets. In the proposed hybrid IDPS for the
detention phase, the Artificial Neural Network (ANN) classifier achieved the highest accuracy among the models in both
the 2-class and N-class. Before the accuracy improved in our proposed dataset with the 4-class and 2-class mode, the
ANN classifier achieved 95.65% and 99.95%, respectively, while after the accuracy optimization reached 99.84% and
99.97%, respectively. For the Edge 10T dataset, before the accuracy improved with the 15-class and 2-class modes, the
ANN classifier achieved 95.14% and 99.86%, respectively, while after the accuracy optimized up to 97.64% and 99.94%,
respectively. Also, the decision tree-based models achieved lightweight models due to their lower computational
complexity, so these have an appropriate edge computing deployment. Whereas other ML models reach heavyweight
models and are required more computational complexity, these models have an appropriate deployment in cloud or fog
computing in loT networks.

Index Terms: Attacks Analysis, Hybrid IDPS, loT, 6LoWPAN Attacks, Lightweight Models, Machine Learning, Models
Deployment.

1. Introduction

The "Internet of Things" (10T) refers to wireless sensors that have the potential to connect to the internet and store
data in the cloud. It includes intelligent gadgets with internet access, sensors, microprocessors, and actuators incorporated
into their systems [1-3]. Real-world data is collected by the sensors, processed by the microcontroller, and then acted
upon by the actuators to produce events. These devices are self-configuring and remotely controllable [4]. It is also a
network made up of highly restricted nodes (limited CPU, memory, and power) [5]. It has become the de facto standard
for creating smart homes and cities [6]. Typically, with 10T systems, we interact with heterogeneous devices and networks
[7]. It may improve efficiency and productivity through remote administration, but it also raises the potential for attacks.
Hence, the necessity to minimize risk and potential dangers to 10T systems.

The 10T is a systematic strategy to connect things to the internet to maximize utility [8]. It must have been crucial
to find a mechanism to incorporate the IEEE 802.15.4 protocol for Low Power Wireless Personal Area Networks
(LoWPANSs) with IPv6 network protocols, support a wide address space and allow connections to many devices [9].
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Therefore, the development of 6LOWPAN technology provided an appropriate solution to this challenge [8-9].
6LOWPAN:S is a particular form of low-power and lossy networks (LLN) that transmits IP over IEEE 802.15.4 networks
and is composed of objects that satisfy the IEEE 802.15.4 standard [10]. However, 6LOWPAN was the beginning of a
series of security risks and threats that must be addressed [11-12]. Therefore, safety, such as confidentiality and integrity
protection, is usually needed in IPv6 over LOWPAN systems [13]. So, the attacker can perform the attack at any network
layer in the stack. Additionally, the adaptation layer of LOWPAN provides header compression, fragmentation, and
reassembly services, allowing IPv6 connections to be given to highly connected devices in 10T networks to comply with
the IEEE 802.15.4 standard [8,14].

Effective intrusion detection systems (IDSs) must be created for loT applications. There is a lack of enough
benchmark 0T datasets to train and evaluate specific IDS and ML-IDS in the 10T ecosystem [15]. due to a shortage of
implementation and analysis of attacks in lIoT environments. Many academic researchers may propose an IDS for
6LoWPAN devices without analyzing the attacks to know the parameters or features of the attack. Implementation and
analysis of the attacks help the developers design IDS-based loT features and produce benchmark IoT datasets that meet
the requirements and are compatible with all attacks and devices. These criteria may be features used in IDS and ML
techniques as input criteria to detect attacks. To identify 10T threats, many researchers are currently attempting to utilize
the ML approach to overcome security challenges, making this strategy an intriguing resolution [2,16].

A fascinating technique that exists today integrates cloud computing with the 10T [5,17]. Cloud storage acts as a
subtle intermediate layer between things and apps. The massive amounts of data generated by 10T devices, also known
as "big data," are a product of interaction between connected devices and put significant demand on the internet's
infrastructure [5,18]. Therefore, organizations have been forced to hunt for a resolution or replacement to decrease this
load, and cloud computing has been introduced to address this issue by offering on-demand and virtual services like
unlimited storage capacity [19-20]. These two technologies complement and work together to make daily tasks more
effectively. But cloud computing security and privacy concerns are severe unless the service provider is trusted.

This paper implements three attacks to generate the proposed dataset based on 6LoWPAN features in the 10T. These
attacks are a denial-of-service attack (DoS), a black hole attack (BHA), and an on-off attack (OOA). These attacks are
analyzed to evaluate the features and parameters affected by the attacks and identify anomalies. In the analysis phase, six
scenarios were implemented. Three are free of malicious nodes, and the others include malicious nodes. The typical
scenarios are a benchmark for the malicious scenarios for comparison, tracking the behaviors, exploring the features that
are affected by malicious nodes, and comparing them with malicious nodes. In normal cases and anomalies, the noticeable
parameters/features are explored via radio message analysis and the power consumption due to being affected during
implementation. These features are used as input to train our proposed hybrid IDPS to detect and prevent 6LoWPAN
attacks in the 10T ecosystem and test them to evaluate the hybrid IDPS' accuracy. Therefore, due to these apparent
parameters, our proposed hybrid IDPS may be able to identify and prevent attacks in the 10T ecosystem based on these
parameters. The proposed hybrid IDPS is trained and tested on both the KOU-6LoWPAN-IoT dataset (Generated and
offered by us via the Cooja simulator) and the Edge IoT dataset (Generated in a realistic environment [21]) in l0T. Also,
in both 2-class and N-class to evaluate the accuracy. Also, this paper compared the ML models based on time complexity
to find lightweight models and extract model accuracy results from several studies to find the optimal models. The
deployment of the models on the 10T has been proposed for the edge, fog, and cloud computing based on light and heavy
models.

The main contributions and goals of this paper related to 6LoOWPAN in loT security are represented in the following
points:

« Implementing three different 6LoWPAN attacks in 10T via Contiki OS to generate the proposed dataset based
on 6LoWPAN features.

. Analysing and exploring the features affected by attacks for DoS, BHA, and OOA to utilize as criteria input for
our proposed IDPS or any ML models.

. Proposing a hybrid IDPS to detect and prevent the 6LoWPAN attacks in the 10T with tests on both KoU-
6LoWPAN-IoT and Edge-110T datasets for both 2-class and N-class with optimize the accuracy.

. Investigating the lightweight and optimal models with deployment models in the 10T ecosystem based on time
complexity and accuracy.

The remaining sections are organized as follows: The second part is related to work and reviews attacks in the 10T
environment. The third part illustrates the methodology of this work, which includes several phases, whereas the fourth
section discusses the evaluation metrics of the proposed hybrid IDPS mechanism. The fifth section summarizes the
conclusion of this work.

2. Related Works
Increased the number of 10T devices connected to the internet leads to increased security and privacy concerns in

the 1oT. Therefore, updating the data about the security of 10T to date is significant. Current studies offer various security
measures in the literature for 10T security concerns.
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Many specific IDS mechanisms are proposed to address the 6LOWPAN attacks in 10T. These mechanisms have been
developed for detecting loT attacks that rely on rules predefined to identify specific attacks. They employed various
techniques and special attributes to identify particular attackers as input for their proposed IDS. The authors in [22-23]
proposed and created different specific IDS to address the DoS attacks in 6LOWPAN devices. Furthermore, [24] proposed
a specific framework to mitigate DoS in the 10T with meets the resource-constrained characteristics. In DoS attacks, the
attacking node exploits the target node (destination, sink) by sending too many requests, which hinders normal nodes
from reaching the target because the target node is busy processing the flood of requests from the malicious node [25].
The DoS attack intends to shut down a device or network so its intended users cannot access it [26]. DoS attacks do this
by sending information that causes a breakdown or overloading the target with traffic. In both periods, the DoS attack
hinders normal nodes (legitimate nodes) of the resource or service they were expecting [25-26]. Attacks that cause DoS
prevent normal nodes from utilizing their resources optimally by launching many requests to occupy and disrupt the target
[27].The authors in [28-31] offered a certain IDS to address specific attacks in 6LoWPAN, which is a Blackhole attacks.
BHA is among the most various attacks in RPL where an attacker node loses all the packets it obtains from their
neighbours’ nodes to forward to their target. Silently, attackers' nodes drop packages and do not forward them. BHA
initiate when a node discards all packages it is supposed to forward to their destination. Periodically, the malicious node
is set up incorrectly to drop the packets [29]. The malicious node drops or discards all the packages from neighbouring
nodes and does not forward them to their destination [29,31-33]. Also, the authors in [34-36] proposed trustworthiness
management based on IDS for WSNs to detect on-off attacks in 1oT. The OOA is challenging to detect due to unstable
behavior that originates from malicious nodes [35-37]. To avoid being categorized as a low-trust node, the malicious
nodes change their behavior between harmful and normal. This enables it to stay hidden while causing serious damage
and attempting to make the neighbouring nodes suspicious of it. The malicious node initiates and launches the attacks
when the device's status is active (ON status) and transitions to a normal node in the same status. Due to changes
(inconsistent behavior) while the malicious node is an inactive node when the status is passive (off status) without doing
anything [34,37-39]. The malicious node alternately launches the malicious packages and typical packages if the status is
active and does nothing if the status is inactive [37]. An OOA alternately transmits bad and good data [35,37].

According to the authors from [22-36]. Each author has different proposed IDS to detect a specific attack. Also, their
proposed IDS have other criteria as input to detect DoS, BHA, and OOA attacks, respectively. These different proposed
IDS may be successful in a fashion manner to detect known attacks based on the rules that were identified previously to
IDS. However, it will be impossible for new abnormalities to detect and adapt to recent attacks automatically, especially
as technology advances and further attacks emerge. Moreover, it was difficult to implement more than one attack, analyze
their behaviors, and extract comprehensive, clear parameters as inputs for their IDS. Special IDS for each attack might
use system resources and prevent the gadget from being expanded to detect new attacks. Therefore, the specific IDS
cannot assess the resource automatically and detect the anomaly for other attacks due to the limited features input that is
only dependent on one attack feature. Hence, implementation, examination, and analysis of attacks mainly helpful to
extract general and comprehensive criteria (features/ characteristics) for evaluating all attacks, as well as help developers
develop an IDS based on criteria capable of detecting more than one attack that does not depend on the criteria for one
attack features. Therefore, implementing and analyzing the attacks is the best way and the first point to find evaluation
criteria before proposing an IDS.

Machine learning (ML) techniques have witnessed remarkable development in their ability to identify abnormal
behaviors, detect new attacks, and adapt to them. Recently, many researchers have been directed to employ ML algorithms
to detect anomalous behaviors in the 10T environment. ML techniques have proven effective in detecting and classifying
attacks. The authors in [40-41] utilized ML approaches to detect attacks in 10T sensor networks, and they used Artificial
Neural Network (ANN), Logistic Regression (LR), Random Forest (RF), support vector machine (SVM), and Decision
Tree (DT) techniques. Also, they used the DS20S dataset as input for their ML-IDS. The authors in [42-43] employed K
Nearest Neighbors (KNN), SVM, DT, NaWwe Bayes (NB), RF, ANN, and LR techniques in their experimental analysis of
attack classification using ML in 10T networks. They used the Bot-loT- UNSW dataset. The authors in [44-45] used
supervised ML techniques in networks such as IDS to classify the 10T attack. They used the NSL-KDD and KDDCUP99
datasets. Furthermore, the authors in [46-47] use different machine-learning approaches to build classification models for
the 10T ecosystem. Also, they employed other datasets as inputs in their models, the UNSW-NB15 and 10T-23 datasets,
respectively.

Hence, ML techniques are among the promising dynamic technologies. One limitation encountered in [40-48] is the
non-availability of datasets. These datasets need to be updated to keep up with new technologies and attacks. However,
when they used ML techniques, the biggest problem was obtaining datasets that reflected the parameters of the IoT attacks.
There is a shortage of real datasets and extracting the features that are affected via attacks in the 10T ecosystem [15].
Using datasets and extracting the features related to 10T reflects the real 10T. The reason behind this gap is the lack of
implementation, examination, testing, and analysis of the attacks and produce an updated and up-to-date dataset
containing various attacks that have the characteristics of the 10T [15,40,48]. However, the same ML techniques and the
same set of data may be used, so the results will be the same as each other in more than one work. Also, some of these
datasets do not contain IoT parameters to reflect 10T attack features. Also, some datasets do not include the network traffic
of 6LoOWPAN devices. Moreover, none of the datasets has power consumption. Large companies with 10T datasets are
not shared or available with research communities [15]. The main reason for this is privacy concerns. Finding standard
evaluation criteria that can be applied and analyzed for all attacks helps developers find appropriate and effective methods
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for automatically evaluating and detecting other attacks.

This paper uses generated and up-to-date datasets to reflect 6LoOWPAN features in 10T. Therefore, three attacks in
6LOWPAN devices are implemented, analyzed, examined, and tested to produce a dataset. These three attacks are called
DoS, BHA, and OOA. The main goal of implementation is to generate a dataset that reflects the 6LoWPAN feature in
l0T. Furthermore, this work analyzes and explores clear parameters to be utilized as input in our proposed hybrid IDPS
to detect and prevent attacks in 1oT. As well as this paper address significant issues in 10T security, such as finding
lightweight models based on time complexity and placement strategy of an IDS in loT networks.

3. Methodology

This work consists of several phases to address some aspects of the security problems for 6LoOWPAN in the l0T, as
shown in Fig.1. During the selection phase, we chose the attacks that were implemented in our scenarios based on a set
of criteria to address a variety of 6LoOWPAN issues. In the implementation phase, we carried out the selected attacks: DoS,
BHA, and OOA. Then, the attacks are analyzed in the analysis phase. After analyzing the attacks and scenarios, the data
are collected, extracted, and saved in a dataset to be used as input in the proposed hybrid IDPS. The Hybrid-IDPS would
detect and prevent loT attacks during the detection and prevention phase.

COLLECT AND

01  SELECTION PHASE oz [MPLENERTATION ) )
PHASE
PHASE
PLAGEMENT LLGHTWELGHT PREVENTION DETECTION
STRATEGY 08 MODELS PHASE ~ ©7 PHASE 06 PHASE

PHASE

Fig.1. Our phases to address 6LoWPAN security

Lightweight IDS are required to detect attacks on tiny devices; these lightweight IDS-ML are explained in the
lightweight model’s phase. The proposed IDPS placement in the network was investigated during the placement strategy
phase.

3.1. Attack Selection Phase

In this part, it is necessary to select various samples that cover most aspects of 6LoWPAN in the 1oT. An attacker
may exploit any network layer for any reason, either to steal data, modify it or deny it, or break any security requirement
such as confidentiality, integrity, and data availability. Therefore, three carried out attacks involving most layers of the
6LoWPAN network. The attacks can be performed on any of the layers of the 6LoWPAN. Thus, DoS attacks are executed
in the UDP. A DosS attack affects network traffic by overwhelming the network with many requests. Therefore, this attack
breaks the most important security requirement, which is availability. Black hole attacks are carried out in the network
layer. This type of attack affects the network topology by isolating many nodes. Also, the OOA was carried out in the
transport layer, and some functions were controlled in the MAC/PHY layer. Because of its inconsistency, this type of
attack undermines network trust. Therefore, OOA violates the integrity of the security requirements. It is a good idea to
perform the various attacks in several layers to generate various data and samples to be tested on the detection system.
The detection model's performance may be high when only one attack or several attacks are executed in a single layer,
but executing it from multiple layers reveals the model's actual performance.

3.2. Attack Implementation Phase

In the simulation phase, the Contiki OS [49] was utilized to implement the 6LoWPAN attacks in the 10T. Contiki
OS is a powerful stimulator for next-generation loT ecosystems. In each scenario, the network of the Cooja simulation is
configured as in Table 1. All the scenarios are set up on the 6LoWPAN protocol, which contains UDP, IPv6, ICMP, RPL,
6LoWPAN, and IEEE 802.15.4. In each scenario, the total of nodes is eight. The server or sink is the root, and the node
number of the root is 1. Nodes 2 through 7 are free from malicious nodes, while node eight includes the malicious code.
A malicious node does have the color red in all scenarios. Both the nodes free of malicious code and those with malicious
code seek services from the root, which either serves them or collects their data.

A. DoS Attack Implementation

DosS attacks are a major issue for constrained 10T devices. Therefore, DoS attacks are intended to prevent users from
accessing network and system resources. A DoS occurs in the 10T when an attacker sends excessive requests to the
primary server or host, preventing the intended users from accessing the service. To overwhelm the network with traffic
and restrict normal requests and traffic from accessing the network, the attacker node is used to overflow either data or
requests. The malicious node also prevents other nodes from directly connecting to the server. The malicious node will
attempt to prevent any legitimate node from connecting to the targeted node because it is busy processing malicious nodes'
requests. Fig. 2. illustrates the basic structure and concept of DoS attacks. The node in red is the attacking node, which
sends many requests amounting to 60 requests every minute to the node in the middle, which is the victim node, while
the node on the right side is the node that sends normal requests amounting to one request every minute.
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Table 1. General configuration of scenarios in Cooja

Operating system and Simulator Contiki OS with Cooja simulator
Type of protocol in the transport layer User Datagram Protocol (UDP)
Type of protocol in the Network layer Internet Protocol versiggdﬁlg\lj‘gf'sq)bhr:itﬁgn;: (igg(t):clel\’;lSsage Protocol (ICMP),
Adaptation layer IPv6 over Low-Power Wireless Personal Area Networks (6LoOWPAN)
Physical and Data link layer IEEE 802.15.4
Distance of Network 180 m?
Root Sink/Server per scenario
Type of nodes (Hardware) Sky mote (MSP430F1611)
Number of normal nodes Six nodes per scenario
Number of malicious nodes One node per scenario

In the DoS scenario, two timers are defined for sending requests to the server: one for malicious and the other for
normal nodes. The timer in malicious nodes transmits their UDP requests (UDP packets) to the server per second. whereas
the timer in normal nodes sends UDP requests to the server once per minute (This is considered a normal case). In other
words, the timer is configured to send UDP packets to their target (server) within a predetermined 60-second period time,
but in malicious nodes, the timer is set up to make requests within a preset one-second period time.

Normal requests

M: Malicious node, N: Normal node, 8: Source, D: Destination

Fig.2. Basic structure of DoS attack

Due to the malicious node flooding many requests, there is an evident flood of radio traffic and data between the
Sink/Server and the malicious node. This means that, compared to normal nodes, the malicious node produces a massive
proportion of UDP packages. Therefore, after 45 minutes pass, the number of requests from the malicious node amounts
to 2700 requests relative to the normal node 4, which up to 48 requests. This means the ratio of UDP requests from
malicious nodes is greater than the ratio of UDP requests from normal nodes, and the rate of increase is 57 times. These
parameters affected by malicious nodes will be considered in detail in the DoS attack analysis section.

B. BHA Attack Implementation

In the BHA, the data packages are not retransmitted or forwarded by the attacker node. The attacker node discards
or drops the packets. It intentionally does that or wrongly configures packages to drop packets from neighboring nodes
and not forward them to their intended destination. Fig.3. illustrates the basic structure and concept of BHA attacks. The
node in red is the malicious node, which drops or discards any packages that are received from the left-side node and does
not forward these packets to the target in the right-side node. Due to the multi-hop of nodes, the black hole is more
eloquent, impacting the network topology as in Fig.4. In this case, we perfectly located the malicious node between several
nodes that interact with the sink through the malicious node. The data packets from nodes 6 and 7 are routed through a
malicious node on their path to the sink. In the BHA, we denoted the malicious node by its ID of 8. We configured global
variables and reset them to zero to discard the packages. The values of global variables are typically greater than zero.
Because these variables' values are updated and changed during each operation, we developed the drop function, and the
global variable values are reset to zero by the drop statement to drop packages. The attacker node could or might not
continue receiving and forwarding the data packets produced by other nodes. It drops all packages from their neighbors.
The black hole is eloquent when the malicious node is intermediate between two groups of nodes, and these groups can't
communicate just through the malicious node, which may lead to separated many nodes.

M: Malicious node, N: Normal node, S: Source, D: Destination

Fig.3. Basic structure and concept of BHA attack
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Fig.4. The topology isolated in BHA attack

The network topology is isolated, as in Fig.4., and the transmit and receive data from nodes 6 and 7 is not reachable
to the sink due to a malicious node not forwarding the packet to its destination. In BHA analysis section will consider
these parameters affected by malicious nodes in detail.

C. OOA Attack Implementation

OOA attack is a selective attack that generates trusted and untrusted packages. The malicious node alternately fetches
these packages and sends them to neighboring nodes. The malicious node makes normal neighboring nodes doubtful and
unreliable. This type of attack has two cycle states: on cycle and off cycle. The on-status alternately fetches malicious and
normal packets when the cycle status is ON, known as the attack status. But if the device's cycle is off, do nothing. Also,
this is known as the "normal™ status. It makes detecting the attack’'s behaviors difficult because of their inconsistent
behavior of generating unstable packets and fetching them to neighboring nodes, which makes the harmful node suspect.
The harmful node switches between two cycles of ON and OFF. Therefore, the harmful node has initiated the attack, is
alternately fetching malicious and normal packets if the cycle is ON, and remains silent and does nothing if the status is
OFF. The node in red is the malicious node, which alternately generates trusted and untrusted packets to their destinations.
The middle node receives suspicious and unreliable packets due to receiving inconsistent packets from the malicious node,
as shown in Fig.5. We developed a function to generate trusted and untrusted packages if the cycle is ON, and it fetches
these packages alternately. Therefore, the parameters of malformed packets are completely different from the normal
packets. The output of the malicious node alternately produces trusted and untrusted packages and sends them to
neighboring nodes.

M: Malicious node, N: Normal node, 8: Source, D: Destination

Fig.5. Basic structure and concept of OOA attack

3.3. Attacks Analysis Phase

In this paper, our analysis approaches for each attack consist of three-stage processes: The simulator stage,
information aggregation, and results in extraction. In the simulation stage, six scenarios were implemented. In the
aggregation stage: the tools needed to collect the data were used, such as the 6LoOWPAN analyzer, Cooja.log, and power
trace application. Data extraction stage: The stages in which the features affected by the attacks were extracted and
compared with the attack-free scenarios. Therefore, we have implemented three normal and malicious scenarios: DoS,
BHA, and OOA in 6LoWPAN. Therefore, these types of scenarios were created to record and compare the
parameters/features for them. In a normal scenario, we implemented it free of malicious nodes and used it as a benchmark
for comparison. The malicious scenario includes the malicious nodes. Therefore, the normal scenarios (NS) are free from
the malicious node in each scenario, while the malicious scenarios (MS) include a malicious node in each attack.

In this study, the parameters/features used to evaluate attacks in the scenes are radio messages and power
consumption parameters. The reason is that when implementing any scenario and following their behaviors, we noted
that the power consumption of the harmful node is very high compared to normal nodes, as well as the features of radio
message (6LoWPAN protocol stack) in malicious activities are affected due to the variation and update matrix/variables
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in each operation. Therefore, the radio messages and power consumption parameters are captured while the simulation
runs in each scenario. The radio messages are captured via a 6LOWPAN analyzer tool and opened utilizing Wireshark
where the power features are captured by calling the power trace application and displayed in the output of Cooja and
saved as a file.csv for analysis. Thus, this is considered data aggregation. Fig.6. shows the analysis approach.

Cooja environment includes malicious and normal nodes

Output of Cooia

6LoWPAN analyzer (File.PCP).

Nam-.lal It captures the radio messages. Malicious
sCenarios: scenarios:
it is free The output of mote(outputmote.csv). It includes
from It provides some statistical features. malicious
malicious node
node Power app. (File.csv).

It produces the power computation features.

¥

Extraction the features

Benchmark Comparison normal and malicious scenarios Results

Fig.6. Analysis approach

The radio messages include all the parameters of the 6LoWPAN protocol stack. At the same time, the power trace
includes all related features of power per node, like transceiver power consumption. In the extraction stage, some features
that affect the network in each scenario are sorted, extracted, and compared to obtain the results. The goal of the analysis
phase is to understand in depth the difference between normal and malicious scenarios and their impacts on some obvious
parameters and features. As well as Attack analysis may give us a standard approach to extracting features that are affected
by the attacks. These features may be used as features of the dataset used and tested by ML models or as input to the IDS
to test its accuracy in detecting attacks, as we used them in the proposed hybrid IDPS as inputs.

A. DoS Attack Analysis

In these scenarios, the parameters under evaluation in the DoS situations are UDP packet sent/received and UDP
packet delivery by sink node, as in Table 2. Packet delivery is the ratio of the number of data packets sent from all nodes
to the number of packets received successfully at the sink. The Sink node does not release any data packets. We used a
counter to count the requests from the clients to the server and traced them via the output window. Another option is to
use Wireshark to provide details about the packets. Ideally, all normal nodes must produce one request every 1 minute
and 45 requests over 45 minutes to the server unless there is a delay in the buffer queue. Because the normal nodes send
their requests to the server every minute so in comparison to the normal scenario and malicious scenario in DoS, as shown
in Table 2 and Table 3. Table 2 summarizes the statistics of the observed parameters in normal and malicious scenarios,
while Table 3 summarizes the comparison between normal and malicious scenarios. The number of requests in the normal
scenario was 311, while this number in the malicious scenario increased by a very high rate + 866 %, reaching 3007
requests. This increase in requests from malicious/client 8 increases the server load eight times over the normal scenario,
and it can destroy the server or target in a few minutes. In the malicious Scenario As the overall number of requests
received by the sink node from individual nodes decreased due to the number of dropped packets by malicious nodes and
their delay in the buffer queue, where the number of packets dropped in the malicious Scenario amounted to 480 this is
represented as a ratio of 18 % of the total packages. The number of requests from the malicious node represents the highest
number, reaching 2704, while the number of requests from other nodes does not exceed 60 over 45 minutes. These
unexpected requests released by the malicious node to the server indirectly prevent other nodes from gaining access to
the server in the expected time. Additionally, delays occurred in receiving packages to the server node due to the improper
performance of the node that has been attacked to work functions.

In Dos attacks, the malicious node consumes a lot of energy while in the transmission state (radio transmit), as in
Fig.7., colored red, and the reason is that the transmission rate in the malicious node is excessively large compared to
normal. For example, the malicious node in DoS attacks sends 60 packets over one minute, while the normal node may
send only one packet or not if packets are delayed in the queue. In the malicious node, we noted that too little power is
consumed while the radio is listening and from the processor. It colored yellow and green, respectively, as in Fig.7.
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Fig.7. Power consumption in a DoS attack

Table 2. Comparison between the NS and MS nodes in a DoS attack

Scenarios Normal Scenario (NS) Malicious Scenario (MS)
Message UDP packets UDP packets
Type
Requests Received Requests Received
Clients ID
1D:2 45 45 43 19
1D:3 44 43 44 44
1D:4 45 44 48 39
ID:5 45 45 58 41
ID:6 43 43 59 37
1D:7 44 43 51 43
1D:8 45 44 2704 1873
Total 311 307 3007 2096
Table 3. Benchmark for increase and decrease between NS and MS in DoS
Scenarios NS MS NS MS NS MS
Message type UDP packets UDP packets UDP pgckets UDP pgckets UDP packets UDP packets
Requests Requests Received Received drop drop
Total 311 3007 307 2096 Four packets 480 packets
Increase /decrease Benchmark + 866 % Benchmark +582 % 0.64% 18 %

It consumes too much power if the radio is in a transmitting case.
B. BHA Attack Analysis

In RPL, various control messages are exchanged between the sender and sink nodes to form a topology. One
important control message is a DODAG Information Object (DIO). The DODAG acronym for "Destination Oriented
Directed Acyclic Graph" is the carrier of information regarding the RPL instance and its configurations. Increased DIO
messages indicate network routing topology instability, whereas decreasing DIO messages indicate a stable network.
Therefore, the parameters for evaluating the BHA attack are packet delivery fraction and rate of a specific control message
known as the DIO message, as illustrated in Table 4, and the network's topology. These parameters are explicit about
observing. The 6LoWPAN analyzer is used to capture the network traffic and inspect closely what is happening on the
network. Table 4 shows the network analysis taken from Wireshark during the capture of the radio message in scenarios
using a 6LoOWPAN analyzer.

Table 5 compares the frequency of DIO messages released and UDP sent and received by each node between
scenarios. Evaluating the rate and frequency of DIO messages issued by nodes, as well as the Packet Delivery Fraction
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in varying situations, it is clear that owing to malicious behavior brought by node 8, the rate and frequency of DIO
messages published by nodes have increased. In the normal scenario, the network topology is regarded as stable, and the
frequency of DIO messages reduces overall, but in the malicious scenario, the quantity of DIO messages increases overall
due to all nodes experiencing an unstable network topology. In the normal scenario, the total number of DIO packages
generated was 5159, but in the malicious scenario, this number expanded by 61 % up to 8326. Also, we noted that in the
normal scenario, the total packet created was 397. However, in the malicious scenario, the total packet generated jumped
by 162 %, up to 646. All nodes in the malicious scenarios except nodes 6 and 7 suffered a much higher delay than the
normal scenario, and the reason behind the packet delay could be buffer queues. In the malicious scenario, nodes 6 and 7
generate higher UDP packets among nodes due to malicious activity introduced by node eight because it does not return
the acknowledgment to the neighboring nodes. It drops all incoming packets but sends their packets until the
acknowledgment is back to them. In the normal scenario, the number of packet deliveries at the sink was 392; in the
malicious scenario, this number decreased by -57% and amounted to 166. While the sink node was creating and processing
DIO packets and attempting to stabilize the network topology, packets may have been queued and waiting to be processed.
The total number of packets received at the sink node is calculated in each case. The malicious scenario had a higher
number of packets dropped by the malicious node; thus, a higher loss of 59%, as well as this rate, decreased in the normal
scenario. Also, we noticed that the malicious node has only 1 UDP packet generated, and all nodes in a network are
affected by the malicious activity, as we computed above. These nodes suffered the loss despite having idealistic
conditions.

In black hole attacks, the malicious node and several nodes consume much power. For example, nodes 6 and 7 are
very power-consuming, although they are normal nodes. Nevertheless, they are affected by a malicious node (Node 8)
that drops packets without forwarding them to their destination (Node 1).

Generally, the malicious node and nodes 6 and 7 consume much power when the radio signal listens or transmits, as
in Fig.8. We noted that nodes 6 and 7 consumed so much power due to the many packages that may be sent to form the
topology and stability of the network. The malicious node consumes much power, and the rate of consumption power in
listening radio signals is higher than in transmission radio signals because the dropped packages do not forward or transmit
to their destination.
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Fig.8. Power consumption in a BHA

Table 4. Comparison between the NS and MS nodes in BHA attack.

Scenarios Normal Scenario (NS) Malicious Scenario (MS)
Message DIO messages UDP packets DIO messages UDP packets
: Released Sent Received Released Sent Received
Node ID
1D:2 710 58 58 1044 47 40
ID:3 714 59 57 1044 49 44
ID:4 805 54 54 1073 49 41
ID:5 701 60 58 986 48 40
ID:6 742 53 53 1073 219
1D:7 783 54 53 1073 233
I1D:8 704 59 59 1073 1 1
Total 5159 397 392 8326 646 166
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Table 5. Benchmark for increase and decrease between NS and MS in BHA

Scenarios NS MS NS MS NS MS NS MS
Message DIO DIO ubp UDP UDP ubp UDP UDP
type Released Released packets packets packets packets ackets dro ackets dro
P Sent Sent Received Received P PP P
Total 5159 8326 397 646 392 166 5 packets 480 packets
/Idr:ef:i;'i:aassz Benchmark 61% Benchmark 62% Benchmark -57 % 0.63% 59%

C. OOA Attack Analysis

In the OOA scenarios, the parameters under analysis are trusted packages, untrusted packages that were generated
by malicious code, and the status of the radio, either ON or OFF. Table 6 details the features for evaluation. Table 7 shows
the increases and decreases in values in the scenarios.
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Fig.9. Power consumption in an OOA attack

Table 6. Comparison between the NS and MS nodes in an OOA attack

Scenarios Normal Scenario (NS) Malicious Scenario (MS)
Message UDP Sent Radio Average % UDP sent Radio Average %
ype
Trusted Untrusted ON TX RX Trusted Untrusted ON TX RX
Node ID
ID:1 0 0 122 | 011 | 0.94 0 0 100 1.28 | 10.08
ID:2 119 0 1.04 | 0.17 | 0.06 116 0 1.04 2.16 0.28
ID:3 112 0 1.04 | 0.17 | 0.07 111 0 1.04 1.13 0.40
ID:4 89 0 0.99 | 0.15 | 0.06 120 0 0.99 1.13 0.36
ID:5 117 0 0.98 | 0.13 | 0.04 113 0 0.98 2.17 0.44
ID:6 119 0 1.03 | 0.18 | 0.06 101 0 1.03 2.16 0.40
ID:7 120 0 153 | 0.55 | 0.03 119 0 1.53 1.02 0.29
1D:8 107 0 1.01 | 0.16 | 0.03 43 67 69.6 1.17 0.36
Total 783 0 884 | 162 | 1.29 723 67 176.2 | 12.2 | 1261
Table 7. Benchmark for increase and decrease between NS and MS in OOA
Scenarios NS MS NS MS NS MS NS MS NS MS
Mf;;ige Trusted | Trusted | Untrusted | Untrusted ON ON T T RX RX
Total 783 723 0 67 8.84 176.2 1.62 12.22 1.29 12.61
/Lr:e(:c:‘eezs;i Benchmark | -7.6% | Benchmark 100% Benchmark | 1893% | Benchmark | 654% | Benchmark | 877.51%
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In a malicious scenario, the number of trusted packages decreases by -7.6 % while the number of untrusted packages
increases to 100% because the normal network does not release any untrusted packages. In a malicious scenario, the
number of radio averages in case the radio ON reaches 1893% due to the malicious node consuming the power, where
the malicious node consumes 69% compared to peers at most 1.53 % as in node 5. This indicates that the malicious node
either affects the features and characteristics of the tiny device or constantly updates and changes them. Because the
analysis of the device's features makes it more reliable, and the analysis of the radio message makes it more secure.

The power consumption in OOA attacks is different from previous attacks. In OOA attacks, power is consumed
when the radio transmits or listens to signals. Furthermore, the CPU consumes high power due to a change in status from
ON to OF at an unusual period, as in Fig. 9. If the CPU consumes much power, it may increase the temperature of the
device, which is considered a dangerous case because it may damage the device.

3.4. Collection and Extraction Data Phase

Due to the shortage of datasets in the 6LOWPAN devices in 10T. Therefore, the purpose of the implementation and
analysis phases was to obtain and filter a proposed dataset to be able to use it in the proposed hybrid IDPS model for
classification. According to the analysis phase, the parameter under evaluation or the features that were affected via
attacks were radio messages and power consumption. The power consumption features are affected directly by any
malicious activity. The malicious node consumes much power compared to peers. Therefore, we considered them as input
for the proposed hybrid IDPS. The matrix of radio message variables changes and updates in each operation due to the
harmful state. However, the power consumption and radio message were captured. To be utilized as input in the proposed
system. as we saw in the previous section.

The proposed dataset is based on a simulation environment. Therefore, it includes 47680 records and 96 columns.
These records were extracted from three attacks: BHA, DoS, and OOA. Within 45 minutes, 9912 records were captured
from DoS. Also, 12696 records during one hour from BHA. In addition, 25072 records were captured from OOA over
two hours. Eighty-four features were extracted from radio messages and 12 from power consumption features. The
operation of capture was Concurrent. Therefore, the dataset is ready to fit in the proposed hybrid IDPS to classify the
records according to their categories. Our proposed dataset will be available on https://figshare.com/. as soon as possible.
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Fig.10. Proposed hybrid IDPS design

3.5. Attacks Detection and Prevention Phase

This section will investigate the proposed hybrid IDPS to detect and prevent attacks on 6LoWPAN in the 10T. The
hybrid IDPS consists of two main functions: An Intrusion Detection System (IDS) to detect loT attacks and an Intrusion
Prevention System (IPS) to prevent them. Fig.10. shows the proposed Hybrid IDPS design and Fig.11. explains the
proposed Hybrid IDPS implementation. Therefore, the proposed hybrid IDPS combines anomaly-based detection and
rule-based prevention to detect and prevent attacks. In an IDS, dependencies are anomaly-based. Thus, this is mainly
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based on ML algorithms. An IPS depends on rule-based computing. Therefore, the IPS depends on anomaly-based
results. So, the hybrid IDPS mixture of anomaly-based (IDS) and Rules-based (IPS). Our proposed hybrid IDPS includes
several phases. The phase of simulating the attacks is the most difficult phase in which the attacks were carried out, and
this phase is explained in detail in the implementation phase. Data pre-processing is an important phase through which
we can select the features that will be trained and tested in the IDPS. In the proposed hybrid IDPS, all the dataset's features
have been selected. This is for the good testing of the proposed hybrid IDPS to give the actual performance. Of course,
we can choose a few features from the dataset, and the system's accuracy will increase. However, we preferred to select
all the features because each attack affects certain ones so that hybrid IDPS can detect the largest possible number of
attacks. Also, the missing data in the datasets are eliminated at this stage. Because some of the data generated by the
simulation may not be clean, also at this point, the dataset was divided into a test set that represents 20% of samples,
while the training samples represent 80%, to train and test the samples in hybrid IDPS. The experiment was implemented
on the Azure Machine Learning Studio (AMLS) launched by Microsoft company, which provides the most function of
ML and flexibility in dropping and dragging modules, as in Fig.11. illustrated in the Hybrid IDPS implementation., in
addition to providing us with working on the Python and R languages to complete our work.
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Fig.11. Proposed hybrid IDPS implementation

Several machine learning algorithms have been implemented to detect anomalies in the anomaly detection phase.
Therefore, the proposed hybrid IDPS depends on machine-learning algorithms to identify the anomalies. The proposed
algorithm for anomaly detection includes traditional ML and a modern algorithm from deep learning, which are DT, RF,
Boosted Decision Tree (BDT), LR, KNN, ANN, SVM, Locally Deep Support Vector Machine (LDSVM), Average
Perceptron (AP), and Bayes Point Machine (BPM). Traditional algorithms may have less computational time complexity
than modern algorithms. Thus, if the accuracy is high, they may be preferable for small devices.

In the performance and results phase, the results of the matrix performance for each model will appear. Then, we
filtered two important parameters in IDS (anomaly phase) to use them in IPS as input to control the 6LoWPAN attacks
in IoT. These parameters are called "scored labels" and "scored probabilities.” Based on the scored probabilities, The IPS
decides to prevent and close the connections of malicious nodes. If the scored label with a probability greater than 0.75.
The IPS controls the 10T devices and makes preventive decisions. The 0.75 number is the optimal number for our hybrid
IDPS. Because if the threshold is greater than 0.75, it is difficult to detect many attacks. As well as if the threshold is less
than 0.75. The hybrid IDPS will pass any attack. The remainder of this probability is 0.25, considered an error rate. The
proposed hybrid IDPS provides input and output web service to test new samples of 6LoWPAN attacks and monitor them
from anywhere and at any time. Through this service, we can connect to any simulator in which the attacks are carried
out directly or any 10T device to detect the attacks. Furthermore, this new data will be saved in the dataset as a new label,
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"Attack" or "Normal," to be used for training again in the hybrid IDPS and adaptive for new attacks.
3.6. Lightweight Models Phase

Most 10T devices are constrained in terms of (CPU, Power, and Memory). However, it is fundamental to seek a
lightweight and optimal model for those devices. Modern ML algorithms may achieve impressive results in classifying
attacks but at the expense of increased computational complexity, which makes them unsuitable for tiny devices.
Therefore, we investigated to find lightweight and optimal models for the ML model based on time complexity. We
compared the time complexity and accuracy of the most popular ML algorithms demonstrated in Table 8. Therefore, we
need to calculate the time complexity for ML algorithms to find the lightweight model. In time complexity, we tried to
find the worst case. The worst-case scenario is the best case for evaluating the algorithms or models. Results will be close
to the actual performance. The optimal model is the model that achieves high accuracy in the worst case. The higher the
degree of time complexity and the closer the model is to the exponential, the heavier the model needs more processing
and consumes hardware resources. The devices may not be able to process data and need a device with large processing
capabilities. If the computational complexity is low and close to constant, the model is light in weight, requires less
processing, and does not consume hardware resources. We used a worst-case time complexity calculation through which
we can evaluate ML algorithms and models. We neglected to calculate the time complexity of the best case through which
the optimal solution can be reached quickly, and this does not give us the actual evaluation and results in all cases. We
utilized the features of the KoU-6LoWPAN-IoT dataset that was generated by the Contiki OS, which contains 96
properties and 47680 observations. We can use another dataset to perform the mathematical calculations on time
complexity, but overall, the results of the best algorithms and optimal models will be similar. The formulas were extracted
from [50-52]. Time complexity determines the lightweight model, while accuracy determines the optimal model. In Table
8 the time complexity for training models for RF, DT, and BDT are 2.7863 s, 0.055727 s, and 2.7863 s, respectively.

Table 8. Computational complexity for the top ML algorithms with accuracy

n=Number of training samples (38142), n*= Number of testing samples (9535), M= number of features (96), T= number of trees (50), D=depth
of tree (96), L=layers (3), S= number of support vectors (4), K= number of neighbours (4), N=neurons (100)
Computational Complexity Our Accuracy
ML
: Train Time Test Time Space. Accuracy Dataset Edge I1oT with | 6LOWPAN-IoT
algorithms . . Complexity i
Complexity(ns) | Complexity(ns) (Kbit) 15-class with 4-class
0.99 [40] DS20s
0.99 [47] loT-23
0.95 [42] Bot-loT
RF O(T*nLog(n)*M) O(M*T) O(T*D) KoU- 90.91% 99.11%
0.989[2] 6LOWPAN-I0T
11[53] loT_botnet
1 [46] UNSW-NB15
0.96 [42] Bot-loT
0.96 [47] l0T-23
DT O(nLog(n)*M) o(M) o(D) 0.99 [40] DS20s 74.07% 93.75%
KoU-
0.87 2] 6LOWPAN-I0T
0.98 [44] NSL-KDD
o (T* . . KoU-
BDT nLog(n)*M) O(M*T) O(T*D) 0.80 [2] 6LOWPAN-IoT 85.11% 92.86%
0.99 [42] Bot-1oT
KNN O(K*n?*M) O(n#*M) O(n*M) 1 [46] UNSW-NB15 83.33% 92.98%
0.96 [44] NSL-KDD
0.98 [40] DS20S
0.79 [42] Bot-loT
SVM o(nd) O(S*M) o(n*M) 80.00% 97.37%
0.99 [53] 1oT_botnet
0.99 [47] l0T-23
0.99 [40] DS20S Edge lloT with | 6LoWPAN-loT
0.74 [42] BotloT 15-class: with 4-class:
. ot-10 0, 0
ANN o) O(L*M*N) o) 97.64% 99.84%
. 6LOWPAN-I0T
0.956 [54] NSL- Edge lloT with | =\ 5 lass:
' KDDCUP99 2-class: 99.94% '
99.97 %

This indicates that the time complexity for training these algorithms is very small in seconds compared to others.

The others models' order is based on their time complexity which is KKN, SVM algorithms, and ANN respectively.
Therefore, the time complexity for training models of Decision Tree Based has time complexity less than KNN, SVM,
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and ANN. The decision tree based includes RF, DT, and BDT, which has the structure of a tree and takes its decisions
based on the output of the tree. Therefore, the decision tree-based models are more lightweight than KNN, SVM, and
ANN. Also, the time complexity for testing models of the decision tree is a very lightweight model, which is 0.096 s,
and this means the shortest time between models compared to the KNN model, which is a very heavyweight model, which
is 0.915 ms, which is the longest time between models. We noted that the DT occupies a space in memory up to 12 KB,
the lowest value among the other models, followed by RF and BDT, occupying a space of 600 KB for both models.
Therefore, the decision tree-based models (DT, RF, and BDT) are more lightweight than KNN, SVM, and ANN and
occupy less space. Accuracy is the achievement of the optimal model. The accuracy was extracted from many previous
studies on a different dataset. Therefore, we considered the results above 90 as achieving the optimal accuracy models,
while the results ranging from 80 to 90 represent the moderate model's achievement. Otherwise, they are low models.
Hence, most models' accuracy results range from high to moderate.

Generally, the decision tree-based algorithm has less computational complexity, and the model's accuracy ranges
between high and moderate and they may be preferable for tiny devices. Therefore, this type of model achieves lightweight
and optimal models, while other models in Table 8 have more computational complexity, and the accuracy ranges between
high and moderate. Therefore, this type of model achieves heavyweight models and optimal models. However, finding
lightweight and heavyweight models identifies deploying models that will detect attacks, which may be in cloud or fog,
or edge computing.

3.7. Deployment Strategy Phase

In this section, we investigated to propose the models' deployment in the 10T ecosystem network. The models used
to detect loT attacks may be in the cloud, fog, or edge computing. Cloud computing is the most popular method of
analytics and processing 10T data. Fog and edge computing have also been widely employed to speed up and improve
data processing and bring intelligence closer to 10T devices that produce data and act on it. Cloud computing can process
and store massive amounts of data. Hence, if the model is deployed in cloud computing, we can employ any ML model
that achieves higher accuracy to analyze and detect the attacks in the 10T regardless of the time complexity and lightweight
model. Unlike edge computing, it is necessary to consider the time complexity and lightweight model as well as an optimal
model with the best accuracy due to device constraints. Hence, edge computing offers attractive features where the latency
for the model is very low, and the privacy is very high, unlike cloud computing which a third-party monitor. The challenge
for edge computing is to find a lightweight and optimal model. Table 9 illustrates edge, fog, and cloud computing features.
Based on Table 8, the decision tree-based model requires less computational complexity, and its accuracy is high.
Therefore, the decision tree-based model space will be suitable for edge computing, unlike models that require more
computational complexity, like ANN and SVM. The model will be suitable for cloud computing or fog computing. It
doesn't matter if resources are consumed. Any ML model implemented in edge computing can be implemented in fog and
cloud computing, but the opposite is not always true because the edge requires a lightweight model that does not consume
device resources. In the 10T security context, we tend and prefer to process the data internally on edge as much as possible,
especially in the security of the 10T, to avoid disclosure of data privacy by a third party.

Table 9. The characteristics offered via edge, fog, and cloud

ML-Models - Internet- -
Deployment Data Analysis Access Approaches Latency Based Privacy
Edge Process the data and decide in real-time (at TinyML or Ilghtwelght Model Low No High
the edge) (Internal processing)
The fog is an intermediate layer between
Fog the cloud and the edge. It demgjes to Nodes sgnd Encrypted data tq fog Medium Yes Moderate
process the data locally or send it to the computing (External processing)
cloud (network close to the edge).
Cloud less time-sensitive data processing (away Nodes send Encrypted data to _cloud High Yes Low
from the edge) computing (External processing)

4. Evaluation Metrics of the Proposed Hybrid IDPS Mechanism

The proposed system tested and evaluated in several scenarios. First, it was tested on our proposed dataset. the
proposed system tested before and after optimizing the accuracy with 4-class and 2-class modes. 4-class means the
dependent variable output contains four labels for classification, such as " BHA, DoS, OOA, and normal". As well as 2-
class, the dataset contains two labels for classification: "Normal™ and "Malicious.” The same scenario was applied to the
Edge loT dataset with 15-class and 2-class modes. The models tested on the default setting before improving the accuracy.
Also, after optimizing the accuracy, the model's configuration changed to improve the accuracy of classification models.

4.1. Scenario 1: Evaluation Metrics Before the Accuracy Models are Optimized
A. KoU-6LoWPAN-loT Dataset with 4-class

The proposed KoU-6LoWPAN-I0T dataset depends on the simulation ecosystem generated via the Contiki OS. This
dataset includes data from 6LoOWPAN devices in the l0T. The total number of attacks in the 6LoWPAN attacks dataset is
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three, which are BHA, OOA, and DoS attacks. The proposed dataset for anomaly detection phase includes 47680 records
and 96 features. In this experiment, the dataset was split into 80% for training which is 38142 records, and 20 % for
testing, which is 9535 records. In this section, the proposed KoU-6LoWPAN-10T dataset is tested on 4-classes which are
BHA, DoS, OOA, and Normal. The proposed hybrid IDSP has been tested in the detection phase on most of the traditional
ML and modern deep learning algorithms, which are DT, RF, BDT, LR, KNN, ANN, SVM, LDSVM, AP, and BPM, as
shown in Fig.12. These algorithms have been tested on the default configuration proposed via Microsoft in the Azure
machine-learning platform as illustrated in Table 13. Performance parameters extracted from each model: Recall,
Accuracy, and F1 Score, as drawn in Fig 12. Therefore, the ANN achieved the highest accuracy among the models, which
is 95.65 %, followed by SVM, LDSVM, AP, BPM, RF, KNN, DT, BDT, and LR, which are 93.53%, 92.86%, 92.2%,
90.079%,89.92%, 89.36%, 86.23%, 84.78%, and 83.69% respectively. Table 10. displays the Confusion Matrix (CM) of
the highest accuracy we obtained from ANN with the 4-classification mode, while Table 11. presents the highest accuracy
of ANN in the 2-classification mode.
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Fig.12. Results in the KoU-6LoWPAN-dataset with 4-class

B. KoU-6LoWPAN-IoT Dataset with 2-class

The accuracy of classes in the KoU-6LoWPAN dataset with 2-class classification was 99.95%, while precision and
recall were 99.96% and 99.98%, respectively. Therefore, the results in 4 classes and 2 classes are different, although the
used dataset is the same. Therefore, when the number of classes or labels increases, the accuracy of the models will
decrease, and vice versa. So, this is one of the techniques used to improve the accuracy of models. In KoU-
6LoWPAN(dataset with 4-class, the overall accuracy of classes was 95.64% while the average accuracy was 95.65%. Also,
the average precision for classes achieved 84.75%, while the average recall for classes was 97.75%. Therefore, the
performance of the detection model in terms of accuracy, recall, and F-score accuracy with ANN in the 2-classification
mode is better than ANN in the 4-classification mode. Therefore, the fewer the classes, the higher the accuracy. For
example, the highest accuracy was ANN in both modes:4-class and 2-class, which was 95.64% and 99.95%, respectively.
The rate of increase in ANN with 4-class and 2-class is the difference between them which is 4.31 %.

Table 10. CM of ANN in the KoU-6LoWPAN-10T dataset with 4-class

Predicted Class
DoS Normal OO0OA
105 0

(Test samples) N=9535

BHA

BHA

DoS

Normal
OO0A

Actual Class

Table 11. CM of ANN with 2-class in the KoU-6LoWPAN-10T dataset

N=9535 Predicted Class
Class Label
Normal

Normal Malicious

TP=7587

Actual Class

Malicious TN=1944

C. Edge lloT Dataset with 15-class

The Edge-110T is a realistic testbed dataset in 10T attacks based on real environments (Hardware and Software). It
is a heterogeneous dataset extracted from different 10T devices. This dataset is the most recent in 2022, proposed by
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Mohamed Ferraget et al., reflecting heterogeneous 10T features. This dataset contains five categories. Each category
contains a set of attack records. The total number of attacks in this group is 14 attacks that were generated on different
layers and devices in the 10T. The attacks are Back Door, DDoS-HTTP, DDoS-ICMP, DDoS-TCP, DDoS-UDP, Finger-
Printing, MITM, Password, Scanning, Ransomware, Injection, Uploading, Scanner, and XSS attack. The proposed dataset
for ML algorithms includes 157801 records and 61 features. In this experiment, the Edge-110T dataset was split into 80%
for training which is 126240 records, and 20 % for testing, which is 31561 records. Fig. 13. shows the accuracy of
detection classification model. Of course, the ANN classification achieves high accuracy compared to peers, which were
95.14%, while other model classifications in order LDSVM, AP, RF, BDT, KNN, SVM, LR, DT, and BPM which are
achieved 93.02 %, 88.89 %, 83.33%,81.63%, 80.00%, 78.43%,78.43 %,67.8%, and 65.57 % respectively. We compared
the overall accuracy of the classification model tested in the 6LoOWPAN dataset, as in Fig.12. with the overall accuracy
of the classification model tested in the Edge loT dataset, as in Fig 13. The accuracy of datasets based on the simulator is
higher than that of real hardware and software. The confusion matrix indexes for ANN, which was the highest illustrated
in Fig.14. In the edge I10T dataset with 15 classes, the overall accuracy of classes was 95.14%, while the average accuracy
was 99.43%. Also, the average precision for classes was 95.86%, while the average recall for classes was 95.96%.
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Fig.13. Results in the edge I10T dataset with 15-class
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D. Edge IloT Dataset with 2-class

The results in the 15 and 2 classes are different in the Edge 10T dataset. Therefore, when the number of classes or
labels decreases, the accuracy of the models will increase, and vice versa. So, this is one of the techniques used to improve
the accuracy of models by decreasing the number of classes as much as possible. Therefore, the performance of the
detection model in terms of accuracy, Recall, and F- score accuracy of ANN in the 2-classification mode is better than
the ANN classifier with the 15-classification. Table 12. shown the CM of ANN in the edge 10T set with 2-class. Therefore,
the accuracy of classes in the Edge 10T dataset with 2-class classification was 99.86 %, while precision and recall were
99.25% and 99.39 %, respectively. Therefore, the fewer the classes, the higher the accuracy.

Predicted Class
inger-print

N=31561

1900

1999

Actual Class

1994

Fig.14. CM of ANN in the edge IloT dataset with 15-class

Table 12. CM of ANN in the edge 10T dataset with 2-class

Predicted Class
Malicious

Class Label
Normal TP=2799
Malicious TN=25724

Actual C.
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4.2. Scenario 2: Evaluation Metrics After the Accuracy Models are Optimized

In this section, we tested the datasets after we optimized the accuracy with N-class and 2-class modes. As we
concluded in the previous section, one technique to improve the accuracy is by decreasing the classification model into
two classes, "Normal™ and "attack " Reduction is made by Labeling all attacks into one class called either "Attack™ or
"Malicious", and another class is "Normal™. As we have seen previously, our models have been tested on N-class with 2-
class. Another technique to improve the accuracy is increasing the configuration of a classification model. Table 13.
shows the default model classification configurations and improved model classification configurations.

Table 13. Configuration of anomaly detection classification for IDPS

ML
classification Default configuration of classification Models Optimized configuration of the classification Model
models
. _ Lo . . Resampling  method=  Bagging;  Create trainer
Resamplerg method= Bagging; Crezite .tralner' mode=Single mode=Single parameter; Number of decision trees=100;
parameter; Number of decision trees=63; Maximum depth of X L o
RF L A, . - 150. | Maximum depth of the decision trees=200; Number of
the decision trees=100; Number of random splits per node=128; R R
- . random splits per node=132; Minimum number of samples
Minimum number of samples per leaf node=3; .
per leaf node=2;
Create trainer mode= Single parameter; Maximum number of | Create trainer mode= Single parameter; Maximum number
BDT leaves per tree=20; Minimum number of samples per leaf | of leaves per tree=20; Minimum number of samples per
node=6; Learning rate=0.2; Number of trees constructed=62; | leaf node=6; Learning rate=0.02; Number of trees
Random number seed=0; constructed=100; Random number seed=123,;
Resampling method= Bagging; Create trainer mode= Single | Resampling method= Bagging; Create trainer mode=
parameter; Number of decisions DAGs= 20; Maximum depth | Single parameter; Number of decisions DAGs= 50;
DT of the decision DAGs=32; Maximum width of the decision | Maximum depth of the decision DAGs=100; Maximum
DAGs= 128; Number of optimization steps per decision DAG | width of the decision DAGs= 1208; Number of
layer=2048; optimization steps per decision DAG layer=2998;
Create trainer mode= Single parameter; Optimization | Create trainer mode= Single parameter; Optimization
LR tolerance=1E-07; L1 regularization weight=1; L2 =1; Memory | tolerance=1E-09; L1 regularization weight=0.01; L2 =0.1;
size for L-BFGS=20; Random number seed=128,; Memory size for L-BFGS=20; Random number seed=132;
KNN K=4 K=8
Create trainer mode= Single parameter; Hidden layer | Create trainer mode= Single parameter; Hidden layer
specification=Fully-connected case; Number of hidden | specification= Fully-connected case; Number of hidden
ANN nodes=100; learning rate=0.1; Number of learning | nodes=300; learning rate=0.01; Number of learning
iterations=100; The initial learning weights diameter=0.1; The | iterations=300; The initial learning weights diameter=0.01;
type of normalizer= Min-Max normalizer The type of normalizer= Min-Max normalizer
SVM Create trainer mode= Single parameter; Number of | Create trainer mode= Single parameter; Number of
iterations=10; Lambda=0.01. iterations=30; Lambda=0.001.
Create trainer mode= Single parameter; Depth of the tree=50; | Create trainer mode= Single parameter; Depth of the
LDSVM Lambda W=0.1; Lambda Theta=0.01; Sigmoid sharpness=1; | tree=100; Lambda W=0.01; Lambda Theta=0.01; Sigmoid
Number of iterations=70000; Feature normalizer= Min-Max | sharpness=1; Number of iterations=15000; Feature
normalizer. normalizer= Min-Max normalizer
AP Create trainer mode= Single parameter; Learning rate=1; | Create trainer mode= Single parameter; Learning
Maximum number of iterations=50; rate=0.01; Maximum number of iterations=200;
BPM Number of training iterations=100 Number of training iterations=400

ANOMALY DETECTION CLASSIFICATION RESULTS
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A. KoU-6LoWPAN-IoT Dataset with 4-class
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In this section, we demonstrated the performance of the classification model after we improved the accuracy by
increasing the configuration of classification models. Generally, if we compared with the accuracy of results before and
after improved as in Fig. 12 and Fig. 15 in 6LoOWPAN dataset. We observed the results after improvement was increased.
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The amount of increase is the difference between them which are 4.19%, 9.19%, 3.84%, 1.88%, 1.71%, 7.52%, 2.97%,
3.62%, 8.08%, and 8.14% for ANN, RF, SVM, LIBSVM, AP, DT, BPM, KNN, BDT, and LR respectively as illustrated
in Fig 16. Table 14 shows the confusion matrix for the highest accuracy classification after the improvement of which
KNN classifier. In the KoU-6LoWPAN dataset with 4-class after optimization, the overall accuracy of classes reached
99.91% while the average accuracy amounted to 99.84%. Also, the average precision for classes achieved 99.5%, while
the average recall for classes was up to 99.75%.

Improvement Rate Accuracy in the 6LoWPAN Dataset with 4-class
105.00%
100.00%
95.00%
90.00%
85.00%
80.00%

75.00%
ANN RF SVM  LDSVM AP DT BPM KNN BDT LR

==Q==Accuracy Before Improved ==Q==Accuracy After Improved

Fig.16. Improvement rate in the 6LoOWPAN-I0T dataset with 4-class

Table 14. CM of ANN in the KoU-6LoWPAN-IoT dataset with 4-class

Predicted Class
DoS Normal OOA

(Test samples) N=9535

BHA
DoS
Normal

OO0A 1

Actual Class

B. KoU-6LoWPAN-IoT Dataset with 2-class

Table 15 shows the confusion matrix with 2-class mode after improvement. In the 6LOWPAN dataset with 4- and 2-
classification modes, the KNN classifier accuracy is the highest among models. Therefore, the ANN accuracy is compared
before and after the accuracy improved in both 4- and 2- classifications, as shown in Fig 18. we observed the accuracy of
ANN with 4- the classification mode before the accuracy improved was 95.65%. This number increased to reach 99.84%
after the accuracy was optimized. As well as the accuracy of ANN in 2- classification mode before the accuracy improved
was 99.95%. This number increased amount up 99.97% after the accuracy was optimized. After optimized, the accuracy
of classes in the KoU-6LoWPAN dataset with 2-class classification reached 99.97 %, while precision and recall amounted
t0 99.98% and 99.98 %, respectively. In this section, we illustrated the performance of the classification model after we
improved the accuracy with 15-class modes in the Edge-10T set dataset. The classification model settings were improved
to increase the accuracy. Fig. 17 shows the results of classification models after optimization.

Table 15. CM of ANN in the KoU-6LoWPAN-10T dataset with 2-class

N=9535 Predicted Class
Class Label Normal Malicious
Actual Class Normal TP=7589 FN=1
Malicious TN=1944

C. Edge lloT Dataset with 15-class

The ANN classifier, after improvement, achieves higher accuracy than other classification models which 97.64 %,
followed by LDSVM, AP, RF, BDT, KNN, SVM LR, DT, and BPM, and which are 93.02%, 90.92%, 90.91%, 85.11%,
83.3%, 80.00%, 78.43%, 74.07%, and 71.43%, respectively as in Fig. 17. Generally, if we compared the results before
and after improvement as in Fig. 13 and Fig. 17. In the Edge I10T dataset with 15-class mode, we observed the results
after improvement is increased. The amount of increase is the difference between them which are 2.50%, 7.58%, 1.57%,
0.00%, 2.03%, 6.27%, 5.86%, 3.33%,3.48%, and 0.00% for ANN, RF, SVM, LIBSVM, AP, DT, BPM, KNN, BDT, and
LR respectively as illustrated in Fig. 19. In the Edge I10T dataset with 15-class mode, the KNN classifier achieved the
highest accuracy among models which is 97.64%. Therefore, the confusion matrix for the KNN classifier is illustrated in
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Fig 20. In the edge I10T dataset with 15 classes, the overall accuracy of classes was 97.64%, while the average accuracy
was 99.68%. Also, the average precision for classes was 97.8%, while the average recall for classes was 97.33%.
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Fig.18. Results of ANN classifier in the 6LOWPAN-I0T dataset with 4-class and 2-class
Improvement Rate Accuracy in the Edge lloT Dataset with 15-class
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Fig.19. Improvement rate in the Edge 110T dataset with 15-class

D. Edge lloT Dataset with 2-class

In the Edge 1loT dataset with 15- and 2- classification modes, the KNN classifier accuracy is the highest among
models. Therefore, the ANN accuracy is compared before and after the accuracy improved in both 15- and 2-
classifications, as shown in Fig.21. we observed the accuracy of ANN in 15- the classification mode before the accuracy
improved was 95.14%. This number increased to reach 97.64% after the accuracy was improved. As well as the accuracy
of ANN in 2- classification mode before the accuracy improved was 99.86%. This number increased amount up 99.94%
after the accuracy was improved. The confusion matrix for the KNN classifier in Edge-110T set with 2-class is illustrated
in Table 16. The accuracy of classes in the Edge 10T dataset with 2-class classification was 99.94 %, while precision and
recall were 99.60% and 99.82 %, respectively.
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T Predicted Class

Attacks Class | Back Door DDoS-HTTP‘DDoS-ICMZP DDoS-TCP | DDoS-UDP | Finger-print| Normal [ MITM| Password | S ing | Ransomware | Injection | Uploading | Scanner | XSS

Back Door 1 0 0 3 0 0 0 0 0 0 0 0 0
DDoS-HTTP 0 26 0 1 0 1 0 0 0 0 P 0 16
DDoS-ICMP 0 4 3 0 0 0 3 0 0 0 55 3
DDoS-TCP 0 0 0 0 1 11 0 0 0 23 0 0
DDoS-UDP 0 21 0 0 288 1 45 0 0 0 0 0 0 0 4

" Finger-print 1 0 0 0 0 5 0 0 0 0 0 0 0 0
é Normal 9 77 4 22 1 0 0 0 4 0 0 0 0 0
£ MITM 0 0 1 0 3 0 0 0 0 0 0 0 0 0
3 Password 0 0 3 0 0 4 5 0 97 0 0 57 0 0 6
Scanning 0 0 2 0 0 0 0 0 0 77 0 0 0 0 0
Ransomware 0 0 1 0 5 1 0 0 0 0 0 0 0

Injection 0 3 0 0 0 3 0 0 0 2 0 0 3

Uploading 0 0 4 0 0 0 0 0 6 0 0 01 0 0

Scanner 0 0 2 0 0 0 0 1 0 0 0 0 0 95’ 0

XSS 2 0 0 3 0 0 0 0 0 0 0 0 0

Fig.20. CM of ANN in the edge 10T dataset with 15-class

As a summary for this section, several optimization approaches can be used to improve the accuracy of classification
models. It may be possible to reduce the number of samples or features in the datasets to improve the accuracy of the
models, but this doesn't give accurate results for prediction models for new instances. In addition, the number of features
in the dataset may be reduced, but this may reduce the ability of the model to detect the largest possible number of attacks
because the features of the attacks change from one attack to another. The greater the number of features, the greater the
models' ability to detect the largest possible number of attacks, but at the expense of an overall decrease in the accuracy
of the models. Also, the accuracy of the models may be better if a simulator generates them due to the consistency of the
dataset. While it is less if the data is generated in a real environment and this is closer to realistic results. Moreover, the
lower the number of "classes" in the dataset, the lower the accuracy, and vice versa.

Table 16. Edge 10T dataset with 2-class

N=31561 Predicted Class
Class Label
Normal

Normal Malicious

TP=2809

Actual Class

Malicious TN=25736
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Fig.21. Results of ANN classifier in the Edge l10T dataset with 15-class and 2-class

The models’ configuration also has a fundamental role in optimizing classification models, but not always. This may
lead to negative results in the classification. Also, it may lead to the greater computational complexity of the models, and
this is what we want to avoid, especially in light of restricted and limited devices.

5. Conclusions

This work proposes a hybrid IDPS to detect and prevent 6LoOWPAN attacks in the 10T ecosystem. Therefore, three
different 6LOWPAN attacks have been implemented in the 10T via the Cooja simulator, which generated the proposed
dataset based on 6LoWPAN features (the KoU-6LoWPAN-I0T dataset). In the analyzed attacks phase, six scenarios
have been implemented. Three of these have been free of malicious nodes; the other scenarios include malicious nodes.
The normal scenarios have been a benchmark for the malicious scenarios for comparison, understanding, extraction, and
exploration of the features that are affected by attackers and utilized as criteria input for our proposed IDPS or may for
any ML models. The hybrid IDPS has been tested and evaluated in the detection phase on various machine-learning
classifiers with and without optimization. The IDPS experimental have been implemented via AMLS to display the
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results in a visual and ideal manner. Also, the proposed hybrid IDPS has been tested on KoU-6LoWPAN-IoT and edge-
10T datasets. In the classification phase, the ANN classifier achieved the highest accuracy among the models with both
2-class and N-class modes. In the proposed dataset with the 4-class and 2-class modes, the ANN classifier achieved
95.65% and 99.95%, while the accuracy was optimized and reached 99.84% and 99.97%, respectively. In the Edge 10T
dataset, before the accuracy was optimized with the 15-class and 2-class modes, the ANN classifier achieved 95.14% and
99.86%, while after the accuracy was optimized, it reached 97.64% and 99.94%, respectively. The results of the classifiers
with optimization have been better, but it may increase the computational complexity of classification models in light of
constrained devices. Also, the results of algorithms that require higher computational complexity have been better.
Furthermore, the decision tree-based models have been lightweight due to their lower computational complexity as well
as response time for training and testing via AMLS. Therefore, these models are appropriate for deployment in edge
computing. While other ML models have been heavyweights and have required more computational complexity, these
models have an appropriate deployment in cloud or fog computing in the 10T due to their ability for processing massive
data.
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