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Abstract: Applied results of scientific analysis should be the key focus of modern security research. A comparative 

analysis of research results obtained using different methods, as an applied task, forms a broader basis for interpreting the 

results and substantiating the conclusions. A social survey and expert opinion research were conducted to implement the 

general concept of strategic analysis of cybersecurity in Ukraine. Using the method based on determining the average 

value in a certain set of estimates, as well as the method based on the theory of fuzzy sets, the risks of spreading certain 

cyber threats in Ukraine were assessed. The results were compared. Although the use of different measurement methods 

led to some differences in quantitative risk indicators, the comparative analysis of the ratio of the level of different cyber 

threats did not change significantly. At the same time, the fuzzy set method provided more flexible interpretation of the 

results to characterize cyber threats in terms of their upward or downward trend. In general, the combined approach to 

cyber threat risk assessment can become an important risk management tool, as it takes advantage of different methods 

and allows for a deeper understanding of the current situation and the formation of more informed management decisions. 

 

Index Terms: Cybersecurity, Cyber Threats, Risk Assessment, Information Security, Fuzzy Logic, Fuzzy Set, Critical 

Infrastructures. 

 

 

1.  Introduction 

Based on sociological theory (Ulrich Beck), the information society is a risk society, in which there are threats of 

different content and nature, as well as the distribution of risks caused by them [1]. That is why modern security 

management requires a new level of thinking, based on an adequate perception of risk and its key role in the methodology 

of understanding the security environment, predicting the future and making informed management decisions. Currently, 
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the key focus of modern security studies should be on the applied results of scientific analysis, based on empirical research 

confirmation of the hypotheses put forward, focusing on existing problems, key threats and raising awareness of both 

society as a whole and security actors [2]. 

Among other things, a comparative analysis of research results obtained using different methods, as an applied task, 

forms a broader basis for interpreting the results and substantiating the conclusions. In this context, a comparative analysis 

of the application of different methods of analyzing and assessing the of cyber threats’ spreading, such as methods based 

on determining the average value in a certain set of estimates and based on the fuzzy sets’ theory, forms clarifying 

elements, characteristics, takes into account certain ambiguities, and the comparison of the results provides justification 

for the conclusions regarding the trends in the spread of cyber threats and their priority in risk management. 

2.  Related Works 

Many researchers from different fields are involved in cybersecurity issues. Their research interests include both the 

development of theoretical models and the formation of appropriate methodologies, as well as applied research interests 

with specific security aspects. Many works are devoted to the issues of information security management, its various 

directions: risk management in the information security system [3-8]; information resources management in the security 

system [3, 9, 10]; information security management efficiency [9-11]. Particular attention is focused on identifying 

cybersecurity system vulnerabilities, in particular software products, and their classification [12-16]. The focus is on 

protecting information based on risk analysis and localization of anomalies, with an emphasis on statistical methods of 

detecting them [17-22]. As for the study of cyber threats, methods are applied that are grouped on quantitative and 

qualitative analysis [23] using an anomaly detection and intrusion detection system [24, 25], risk forecasting of data 

confidentiality breach [26], assess and compare the vulnerability risk of operating systems [27], intelligent recognition of 

anomalies and cyberattacks using logical procedures [28], and methods based on fuzzy sets [29-34]. 

An important study was conducted by scientists and experts at the initiative of ENISA (European Union Agency for 

Cybersecurity) on expert evaluation [35], systematization of risk management frameworks and methodologies [35, 36], 

where all known methodologies and systems of cyber security risk management are analyzed [37-39], their 

interoperability and prospective application are determined [40]. 

The use of common methodological approaches, modern risk management methods, risk-based ranking and relevant 

international standards [30, 32, 33] determined the author's approach to the methodology for further analysis and 

assessment of the risks of cyber threats [31] and the analysis of existing approaches to assessing information security 

risks [29-31], cyber security [32], security models [33], vulnerabilities of information systems [34], which are based on 

the use of the theory of fuzzy sets, made it possible to choose an alternative approach for further comparative analysis of 

the obtained results with the same input parameters. 

3.  Proposed Methods 

3.1.  Data Collection and Cleaning 

To deepen the cognitive process of cybersecurity in Ukraine, a social survey and expert opinion research was 

conducted to implement the general concept of strategic analysis of cybersecurity in Ukraine [41]. The selected expert 

sample ensured a professional approach and professional awareness of the survey subject. The developed questionnaires 

were filled out in anonymous and confidential mode in ON-LINE, in which each indicator was evaluated by two 

characteristics: «Likelyhood» and «Consequences». 

In order to extract the most reliable information from the data obtained, providing statistical justification for the 

sample limitation procedure [42, 43], questionnaires were selected only from those experts who provided logically 

consistent answers. 

3.2.  Risk Assessment  

The methodological basis for the initial stage of the analysis is the ISO 31000 recommendations [44], while the 

author's approach to data structure, assessment grading, and integration of cyber threat assessment characteristics is 

unique: Likelyhood and Consequences [45]. 

The following assessment of cyber threats is presented in Table 1, where, based on the average Likelihood of their 

spread, they were assessed on a scale: low - 0; medium - 5; high - 10, and Consequences on a scale: minor consequences 

- 0; severe - 5; critical - 10; catastrophe - 15. 

Further analysis was carried out using IBM SPSS Statistics software. Based on the syntax [45, 46], the integrated 

value of the risk assessment of the spread of threats and presented as a percentage on a scale from 0 to 100% (Table 2). 

Thus, a rating of cyber threats is formed by risk level. 

3.3.  Risk Assessment on the Qualitative-quantitative Method 

To obtain an alternative risk assessment from the values of the values of "Consequences" (PC) and "Likelihood" (L) 

of the occurrence of a cyber threat (see Table 1), we use the qualitative and quantitative risk assessment method proposed 

in [29]. To process the results from Table 1, the existing method from [29] was modified by applying the fuzzification 
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procedure using the interval transformation method [47]. This made it possible to display the field of expert judgment 

intervals in fuzzy numbers (FN). This interpretation of the expert's judgments with the help of FN is more natural for 

reflecting his opinion, in contrast to the previously used point values (ordinary numbers). 

Table 1. Results of the cyber threat analysis 

№ Indicator Likelyhood Consequences 

1. Use of cyber operations: 8,38 7,98 

1.1 Cyberattack against central executive bodies (CEBs) 8,36 8,17 

1.2 Cyberattack against critical infrastructure facilities 8,22 8,71 

1.3 DDos attacks - distributed cyber attacks 8,12 7,78 

1.4 Use of software products for covert information gathering 8,56 7,48 

1.5 Interference in the electoral system 7,97 8,26 

1.6 Unauthorized access to private and proprietary information arrays 8,24 7,14 

1.7 Attacks or interference with state public registers (e.g., property rights, etc.) 7,66 7,2 

2. Using phishing web resources to collect information 7,9 6,31 

3. Use of Bot-net to control computers of the internal network infrastructure 7,41 6,72 

Table 2. Risks assessment of cyberthreats 

№ Indicator RISK, % 

1. Use of cyber operations: 49,29 

1.1 Cyberattack against central executive bodies (CEBs) 50,03 

1.2 Cyberattack against critical infrastructure facilities 52,25 

1.3 DDos attacks - distributed cyber attacks 46,88 

1.4 Use of software products for covert information gathering 47,36 

1.5 Interference in the electoral system 49,36 

1.6 Unauthorized access to private and proprietary information arrays 44,03 

1.7 Attacks or interference with state public registers (e.g., property rights, etc.) 42,58 

2. Using phishing web resources to collect information 38,51 

3. Use of Bot-net to control computers of the internal network infrastructure 39,03 

 

Thus, in step 1 (Determining the full set of identifiers of information systems resources (ISR) and threats) and 2 

(Determining the set of identifiers of ISR and threats for the object of evaluation) of the method, the set of ISR and threats 

was determined (see Table 1). In step 3 (Determining the set of risk assessment parameters), we determine the set of 

parameters 𝐸𝑃𝑖 (𝑖 = 1, 𝑔), used for further evaluation, i.e.: 

 

𝑬𝑷 = {∪ 𝐸𝑃𝑖
𝑔
𝑖=1  } = {𝐸𝑃1,  𝐸𝑃2, … ,  𝐸𝑃𝑔},  

 

where g is the number of sets of such parameters (with g=2, we get EP= {PC, L}). Where PC is the data from Table 1 – 

“Consequences” and L is “Likelihood” respectively. 

In steps 4 (Determining the number of term-sets), 5 (Assessing the level of significance of the evaluation parameters), 

6 (Determining the reference values of the risk level), 7 (Determining the reference values of the evaluation parameters), 

we obtain the number of necessary term-sets for risk assessment and enter all the necessary linguistic variables (LV) that 

will be involved in the specified assessment process. 

Taking into account the scales used to obtain the results in Table 1 and the approach in [47] is proposed to measure 

PC and L using point scales in the range [c1; cn+1] = [0; 15] and [l1; lm+1] = [0; 10], which will be displayed in intervals, 

respectively: 

 

 [c1; c2[, …, [ci; ci+1[,…, [cn; cn+1] 

 

and  

[l1; l2[, …, [lj; lj+1[,…, [lm; lm+1], 

 

where ci

 

(𝑖 = 1, 𝑛) and lj (𝑗 = 1,𝑚) the corresponding numerical values of the intervals for PC and L. 

For example, at n= 4 and m= 3 scales for measuring PC and L are presented as follows: 

 

[c1; c2[, [c2; c3[, [c3; c4[, [c4; c5] = [0; 3[, [3; 7,5[, [7,5; 12,5[, [12,5; 15] 
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and  

 

[l1; l2[, [l2; l3[, [l3; l4] = [0; 3[, [3; 7,5[, [7,5; 10]. 

 

The practice of solving problems in the field of information and cybersecurity [47, 48] has shown that it is most 

effective to use the theory of fuzzy sets to process expert data. In this regard, we introduced the LVs "CONSEQUENCES" 

(PC) and "LIKELYHOOD" (L). Thus, LV PC is represented by the tuple [29] <PC, 𝑇
∼PC, ХPC>, and LV L – <L, 𝑇

∼L, ХL>, 

𝑇
∼ 

where the basic term sets are defined by n and m terms, respectively. For each term 

 

𝑇∼𝑃𝐶
= ⋃ 𝑇

∼𝑖𝑃𝐶
𝑛
𝑖=1   

 

and 

 

𝑇
∼𝐿

= ⋃ 𝑇
∼𝑗𝐿

𝑚
𝑗=1   

 

accordingly, a different value interval is set [c1; c2[, …, [ci; ci+1[,…, [cn; cn+1] and [l1; l2[, …, [lj; lj+1[,…, [lm; lm+1]. 

To convert the specified intervals to fuzzy numbers FN for LV PC  and L, we use the interval phasing method from 

[47], which consists of 5 stages. For example, at stage 1 for PC, the expert determined the coefficient of interval proximity 

CF=0.25. Next, let's determine the medians of the intervals when n=4, using formula (1) [47] of the second stage of this 

method: 𝑀1 = (𝑐2 − 𝑐1) / 2 =(3-0) / 2 = 1,5; 𝑀2=5,25; 𝑀3=10; 𝑀4=13,75. 

Next, in step 3, we calculate the shift parameter using formula (2) [47]: 

 

𝑆𝑃 = 𝑀1 − 𝐶𝐹(𝑐2 − 𝑐1)=1,5– 0,25(3-0) = 0,75. 

 

Next, at step 4, the tensile coefficient is determined using formula (3) [47]: 𝑆𝐶 =
𝑐5

𝑀4−𝐶𝐹(𝑐5−𝑐4)−𝑆𝑃
 =15/(13,75-0,25(15-

12,5)-0,75) = 1,1. 

At step 5, we generate the FN standards for LV PC using formulas (4-7) [47]: 

  

𝑏11
𝑐 = 𝑆𝐶(𝑀1 − 𝐶𝐹(𝑐2 − 𝑐1) − 𝑆𝑃) = 0; 𝑏21

𝑐 = 𝑆𝐶(𝑀1 + 𝐶𝐹(𝑐2 − 𝑐1) − 𝑆𝑃) =1,65 etc. 

 

𝑎1= 0; 𝑎2 = 𝑏21=1,65; 𝑎3 = 6,19; 𝑎4 = 11,56; 

 

𝑐1 = 𝑏12 = 3,72; 𝑐2 = 8,81; 𝑐3 = 13,62; 𝑐4 = 15, 

 

where 𝑎𝑖, 𝑏1𝑖, 𝑏2𝑖, 𝑐𝑖 (𝑖 = 1, 𝑛, n – number of terms) abscissa of the lower and upper bases of the trapezoidal FN for LV PC. 

After the conversion, we get the following term values for LV PC at n=4: 

 

𝑇
∼𝑃𝐶

= ⋃ 𝑇
∼𝑖𝑃𝐶

=4
𝑖=1  {𝑇∼1PC= (0; 0; 1,65; 3,72)LR, 𝑇∼2PC = (1,65; 3,72; 6,19; 8,81)LR , 𝑇∼3PC = (6,19; 8,81; 11,56; 13,62)LR , 

𝑇
∼4PC = (11,56; 13,62; 15; 15)LR}. 

 

The graphical interpretation of the generated FN 𝑇∼ с
(4)

 for LV PC is shown in Fig. 1. 

Next, we implement similar transformations of intervals into FNs using the method [47] for LV L. Suppose that the 

expert also chose the coefficient of proximity of intervals with the value 𝐶𝐹=0,25. Next, we determine the medians of the 

intervals at m=3, by formula (1) [47] of the second stage of the above method: 𝑀1 = (𝑙2 − 𝑙1)/2 = 1,5; 𝑀2=5,25; 𝑀3=8,75. 

After that, we determine the shift parameter using formula (2) [47]: 

 

𝑆𝑃 = 𝑀1 − 𝐶𝐹(𝑙2 − 𝑙1) =0,75; 

 

Next, using formula (3) [47], we calculate the stretching factor: 𝑆𝐶 =
𝑙5

𝑀4−𝐶𝐹(𝑙5−𝑙4)−𝑆𝑃
 = 1,16. 

And then, we form the standards FN for LV L using formulas (4-7) [47]: 

 

𝑏11 = 𝑆𝐶(𝑀1 − 𝐶𝐹(𝑙2 − 𝑙1) − 𝑆𝑃) = 0;
 
𝑏21 = 𝑆𝐶(𝑀1 + 𝐶𝐹(𝑙2 − 𝑙1) − 𝑆𝑃) =1,74 etc. 

 

𝑎1= 0; 𝑎2 = 𝑏21=1,74; 𝑎3 = 6,52; 

 

𝑐1 = 𝑏12 = 3,91; 𝑐2 = 8,55; 𝑐3 = 10, 
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where 𝑎𝑗, 𝑏1𝑗 , 𝑏2𝑗, 𝑐𝑗 (𝑗 = 1,𝑚, m – number of terms) the abscissa of the lower and upper bases of the trapezoidal FN for 

LV L. 

 

 

Fig.1. The terms of the values of the generated FN for LV PC 𝑇
∼
 с
(4), where MC – minor consequences, SC – serious condition, CC – critical condition, 

D – disaster 

After the conversion, we get the following term values for LV L at m=3: 

 

𝑇
∼𝐿

= ⋃ 𝑇
∼𝑗𝐿

=3
𝑗=1 {𝑇∼1L = (0; 0; 1,74; 3,91)LR, 𝑇∼2L= (1,74; 3,91; 6,52; 8,55)LR , 𝑇∼3L = (6,52; 8,55; 10; 10)LR}. 

 

Graphical interpretation of the generated FN 𝑇
∼
 𝑙
(3)

 
for LV L is shown in Fig. 2. 

 

 

Fig.2. Terms of the values of the generated FN for LV L 𝑇
∼
 𝑙
(3),  where L – low, M – medium, H – high 

Next, by analogy, we implement the phasing of the intervals for the value «Risk level» (RL) and, for example, to 

evaluate it, we introduce LV “RISK LEVEL” (RL), define by a tuple [29] <RL, 𝑇∼𝑅𝐿, ХRL>, where the base term set is 

formed on the basis of n terms. For each term 

 

𝑇
∼𝑅𝐿

= ⋃ 𝑇
∼𝑖𝑅𝐿

,𝑛
𝑖=1   

 

respectively, it is set its own interval of values, the scale of which lies within [r1; rn+1] = [0; 100], which are divided into 

intervals [r1; r2[, …, [ri; ri+1[,…, [rn; rn+1],   for example, at n = 4 for RL define the following intervals:[r1; r2[, [r2; r3[, [r3; 

r4[, [r4; r5] = [0; 30[, [30; 37[, [37; 64[, [64; 100]. 

Next, using the method from [47], we implement the corresponding transformations of the LV RL intervals into FN, 

after which we obtain the following term values 

 

𝑇
∼𝑅𝐿

= ⋃ 𝑇
∼𝑖𝑅𝐿

=4
𝑖=1 {𝑇

∼1RL= (0; 0; 17,96; 29,04)LR, 𝑇∼2RL = (17,96; 29,04; 33,23; 43,41)LR ,  𝑇∼3RL = (33,23; 43,41; 59,58; 

78,44)LR ,  𝑇∼4RL = (59,58; 78,44; 100; 100)LR}. 

 

The graphical interpretation of the generated FN 𝑇
∼
 𝑟
(4)

 for LV RL is shown in Fig. 3. 
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Fig.3. The terms of the values of the generated FN for LV RL 𝑇
∼
 𝑟
(4), where L – low, M – medium, H – high, CR – critical 

To implement step 8 (Estimation of current parameter values) of the method [29], namely, to determine the current 

values of the estimated parameters 

 

{∪ 𝐸𝑃𝑖
𝟐
𝒊=𝟏  } = {𝐸𝑃1,  𝐸𝑃2} = {𝐿, 𝑃𝐶}(𝑖 = 1,2),  

 

experts in the relevant subject area determine  𝑒𝑝𝑢𝑧,𝑖 (𝑢𝑧 = 1, 𝑛,  𝑖 = 1, 𝑔, where g – is the number of estimated parameters, 

and 𝑛 –- number of threats) for all threats 𝑉𝑢𝑧 (𝑢𝑧 = 1, 𝑛), that is  

 

{𝑒𝑝𝑢𝑧,𝑖} = {𝑒𝑝𝑢𝑧,𝐿, 𝑒𝑝𝑢𝑧,РС}, 

 

where for the obtained values 𝑒𝑝𝑢𝑧,𝑖  let's use Table 1. In step 9 (Classification of current values), we implement the 

classification of the current values of the estimated parameters L and РС, by the formula [29]: 

 

L: РС: 

𝜇1(𝑒𝑝𝑢𝑧,𝐿) =

{
 
 

 
 𝐿 (

𝑎1 − 𝑒𝑝𝑢𝑧,𝐿
𝑎1 − 𝑏11

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑎1, 𝑏11];

1,                            𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏11, 𝑏21];

𝑅 (
𝑒𝑝𝑢𝑧,𝐿 − 𝑐1
𝑏21 − 𝑐1

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏21, 𝑐1],

 

 

𝜇2(𝑒𝑝𝑢𝑧,𝐿) =

{
 
 

 
 𝐿 (

𝑎2 − 𝑒𝑝𝑢𝑧,𝐿
𝑎2 − 𝑏12

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑎2, 𝑏12];

1,                            𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏12, 𝑏22];

𝑅 (
𝑒𝑝𝑢𝑧,𝐿 − 𝑐2
𝑏22 − 𝑐2

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏22, 𝑐2],

 

 

𝜇3(𝑒𝑝𝑢𝑧,𝐿) =

{
 
 

 
 𝐿 (

𝑎3 − 𝑒𝑝𝑢𝑧,𝐿
𝑎3 − 𝑏13

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑎3, 𝑏13];

1,                            𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏13, 𝑏23];

𝑅 (
𝑒𝑝𝑢𝑧,𝐿 − 𝑐3
𝑏23 − 𝑐3

) , 𝑒𝑝𝑢𝑧,𝐿 ∈ [𝑏23, 𝑐3],

 

𝜇1(𝑒𝑝𝑢𝑧,𝑃𝐶) =

{
 
 

 
 𝐿 (

𝑎1 − 𝑒𝑝𝑢𝑧,𝑃𝐶
𝑎1 − 𝑏11

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑎1, 𝑏11];

1,                            𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏11, 𝑏21];

𝑅 (
𝑒𝑝𝑢𝑧,𝑃𝐶 − 𝑐1
𝑏21 − 𝑐1

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏21, 𝑐1],

 

 

𝜇2(𝑒𝑝𝑢𝑧,𝑃𝐶) =

{
 
 

 
 𝐿 (

𝑎2 − 𝑒𝑝𝑢𝑧,𝑃𝐶
𝑎2 − 𝑏12

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑎2, 𝑏12];

1,                            𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏12, 𝑏22];

𝑅 (
𝑒𝑝𝑢𝑧,𝑃𝐶 − 𝑐2
𝑏22 − 𝑐2

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏22, 𝑐2],

 

 

𝜇3(𝑒𝑝𝑢𝑧,𝑃𝐶) =

{
 
 

 
 𝐿 (

𝑎3 − 𝑒𝑝𝑢𝑧,𝑃𝐶
𝑎3 − 𝑏13

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑎3, 𝑏13];

1,                            𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏13, 𝑏23];

𝑅 (
𝑒𝑝𝑢𝑧,𝑃𝐶 − 𝑐3
𝑏23 − 𝑐3

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏23, 𝑐3],

 

 

𝜇4(𝑒𝑝𝑢𝑧,𝑃𝐶) =

{
 
 

 
 𝐿 (

𝑎4 − 𝑒𝑝𝑢𝑧,𝑃𝐶
𝑎4 − 𝑏14

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑎4, 𝑏14];

1,                            𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏14, 𝑏24];

𝑅 (
𝑒𝑝𝑢𝑧,𝑃𝐶 − 𝑐4
𝑏24 − 𝑐4

) , 𝑒𝑝𝑢𝑧,𝑃𝐶 ∈ [𝑏24, 𝑐4].

 

 

The results of the calculation are presented in Table 3. 

In step 10 (Risk Assessment), we calculate the risk level indicator of information security breach using the formula 

[29]: 

 

𝑅𝐿𝑢𝑧 = ∑ (𝐾𝑙𝑟𝑗 ∑ (𝑘𝑠 ⋅ 𝐿𝑆𝑖)𝜆𝑢𝑧,𝑖𝑗
𝑔
𝑖=1 ) ,𝑚

𝑗=1   
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where 
jlrK = 90 – 20(m – j), 𝑘𝑠 =

1

(𝐿𝑆1+⋯+𝐿𝑆𝑖) 
– rationing factor, ,uz ijλ  (𝑢𝑧 = 1, 𝑛,  𝑖 = 1, 𝑔,

 
𝑗 = 1,𝑚,)

  

is determined by expression (4.20) [29] for each 𝑉𝑢𝑧
 
(𝑢𝑧 = 1, 𝑛), and LSi, (𝑖 = 1, 𝑔) depending on the significance of the 

parameter is calculated by formula (4.13) or (4.14) [29]. The results are summarized in Table 4. In step 11 (Formation of 

the structured risk parameter), by analogy with step 8, we will classify the results obtained by the expression 

 

𝜇𝑗(𝑅𝐿𝑢𝑧) =

{
 
 

 
 𝐿 (

𝑎𝑗−𝑅𝐿𝑢𝑧

𝑎𝑗−𝑏1𝑗
) , 𝑅𝐿𝑢𝑧 ∈ [𝑎𝑗 , 𝑏1𝑗];

1,        𝑅𝐿𝑢𝑧 ∈ [𝑏1𝑗 , 𝑏2𝑗];

𝑅 (
𝑅𝐿𝑢𝑧−𝑐𝑗

𝑏2𝑗−𝑐𝑗
) , 𝑅𝐿𝑢𝑧 ∈ [𝑏2𝑗 , 𝑐𝑗] ,

  

 

and display them in Table 4. Next, according to expression (4.23) [29], we will form a structural parameter, where, for 

example, 𝑆𝑃1 = (𝑅𝐿1; 𝑇∼3RL 𝜇3(𝑅𝐿1)); 𝑇∼4RL (𝜇4(𝑅𝐿1))) = (76,15; Н(0,1); СR(0,9)), which is verbally interpreted as - 

"The risk level with a numerical equivalent of 76,15 borders on high and critical risks on the border Н – 0,1 and СR – 

0,9». 

Table 3. Classification of current values of evaluation parameters 

№ Indicator 𝐸𝑃𝑖 
L 

0/10 

(i=1) 

ƛ𝑖𝑗 

for 

𝑇
∼2

L – «M» 

(𝑖 = 1,2, 

𝑗 = 1,3) 

ƛ𝑖𝑗 

for 

𝑇
∼3

L – «H» 

(𝑖 = 1,2, 

𝑗 = 1,3) 

PC 

0/15 

(i=2) 

ƛ𝑖𝑗 

for 

𝑇
∼2

PC – «SС» 

(𝑖 = 1,2, 

𝑗 = 1,4) 

ƛ𝑖𝑗 

for 

𝑇
∼3

PC – «СС» 

(𝑖 = 1,2, 

𝑗 = 1,4) 

1. Use of cyber operations: 𝑒𝑝1,𝑖 8,38 0,1 0,9 7,98 0,3 0,7 

1.1 
Cyberattack against central executive bodies 

(CEBs) 
𝑒𝑝2,𝑖 8,36 0,1 0,9 8,17 0,2 0,8 

1.2 
Cyberattack against critical infrastructure 

facilities 
𝑒𝑝3,𝑖 8,22 0,2 0,8 8,71 0,0 1,0 

1.3 DDos attacks - distributed cyber attacks 𝑒𝑝4,𝑖 8,12 0,2 0,8 7,78 0,4 0,6 

1.4 
Use of software products for covert 

information gathering 
𝑒𝑝5,𝑖 8,56 0,0 1,0 7,48 0,5 0,5 

1.5 Interference in the electoral system 𝑒𝑝6,𝑖 7,97 0,3 0,7 8,26 0,2 0,8 

1.6 
Unauthorized access to private and 

proprietary information arrays 
𝑒𝑝7,𝑖 8,24 0,2 0,8 7,14 0,6 0,4 

1.7 
Attacks or interference with state public 

registers (e.g., property rights, etc.) 
𝑒𝑝8,𝑖 7,66 0,4 0,6 7,2 0,6 0,4 

2. 
Using phishing web resources to collect 

information 
𝑒𝑝9,𝑖 7,9 0,3 0,7 6,31 1,0 0,0 

3. 
Use of Bot-net to control computers of the 

internal network infrastructure 
𝑒𝑝10,𝑖 7,41 0,6 0,4 6,72 0,8 0,2 

Table 4. Results of the risk assessment 

№ Indicator 𝑹𝑳𝑢𝑧 𝑇
∼3

RL –«H» 𝑇
∼4

RL – «CR» 

1. Using cyber operations: 76,15 0,1 0,9 

1.1 Cyberattack against central executive bodies 77,5 0,0 1,0 

1.2 Cyberattack against critical infrastructure facilities 78,4 0,0 1,0 

1.3 DDos attacks- distributed cyber attacks 71,02 0,4 0,6 

1.4 Use of software products for covert information gathering 75,25 0,2 0,8 

1.5 Interference in the electoral system 72,1 0,3 0,7 

1.6 Unauthorized access to private and official information arrays 70,3 0,4 0,6 

1.7 Attacks or interference with state public registers (e.g., property rights, etc.) 63,1 0,8 0,2 

2. Using phishing web resources to collect information 59,5 1,0 0,0 

3. Use of Bot-net to control computers of the internal network infrastructure 56,8 1,0 0,0 

4.  Results and Analysis 

The first methodology provides a general approach to risk assessment that is based on defined averages for assessing 

the relevant threats (in percentages). It makes it possible to make comparisons based on numerical data and determine 

which risks are greater or lesser, and provides averaged estimates, the results of which are focused on obtaining primary, 

simple results for comparison. Thus, the highest risk is characterized by the threats of "cyberattack against critical 



Comparative Risk Assessment of Cyber Threats Based on Average and Fuzzy Sets Theory 

Volume 16 (2024), Issue 1                                                                                                                                                                        31 

infrastructure facilities" (52,25%) and "cyberattack against central executive bodies" (52,03%). These results, based on 

average values, make it possible to compare them in terms of risk with other cyber threats that are rated below 50 percent. 

In contrast to the known methods [35-40], the proposed approach [45, 46] allows to implement the process of 

assessing the risks of cyber threats based on the average value, and the modification of the closest theoretical solution 

[29] using the interval fuzzification method [47] allows obtaining a qualitatively new alternative an approach based on 

the theory of fuzzy sets, taking into account the nature of the expert's judgments and obtaining risk assessments based on 

the formed degrees of belonging to different levels. The use of fuzzy logic to implement the assessment allows for a more 

detailed and flexible approach to identifying preferences within the limits of changing levels of the assessment scale, for 

example, between the levels of "high" and "critical" ("H" and "CR") and taking into account not only numerical risk 

values but also membership functions indicating the degree to which an object belongs to a certain risk level. Thus, despite 

the fact that the absolute risk values are somewhat higher based on the alternative approach, the general trend in the ratio 

of the level of risk of the spread of cyber threats has remained unchanged, and this is understandable given the use of a 

common empirical basis. At the same time, the alternative method based on fuzzy set theory adds new aspects and 

characteristics to the definition of cyber threats, namely: it allows to take into account ambiguity (fuzziness) in the results, 

which leads to a more flexible and adaptive risk assessment; it allows to identify new important aspects of threats that 

may be lost in models based on average values, for example, taking into account uncertainty at the boundary values of 

scales when measuring various parameters; it allows to model fuzzy relationships between different elements of the 

system and obtain an updated risk assessment. 

In practice, there are situations when valuation using statistical methods can lead to inaccuracies because, when 

generating such data, the expert operates in certain intervals with clearly defined boundary values that characterize the state 

of the object of valuation, and their averaging is reduced to a point value on a certain interval, which leads to a rough valuation. 

In fact, the method based on fuzzy sets allows the entire interval to be used in the assessment, taking into account the personal 

preferences of the expert in forming judgments. 

If we use the scale for assessing the risk of threats spreading in [45], then, for example, a risk level of 50,01% (red 

level) refers to the most significant threats and requires urgent measures to reduce it, while a value of 50% (orange level) 

refers to significant threats and only requires control by top management. Logically, these figures are almost identical 

(the difference can be interpreted as an error) and, in fact, require the same approach to response. And given that these 

results are the processing of expert judgments, which are usually qualitative (fuzzy) rather than quantitative (numerical) 

in nature regarding assessments of a particular state of an object, the boundary between risk levels on the measurement 

scale is blurred. Taking into account the established FN 𝑇∼ 𝑟
(4)

 for LV RL (Fig. 3) and [29], the scale for measuring the 

risks of threats will look like this: RL ∈ [0; 30] – green level; RL ∈ [30; 37] – yellow level; RL ∈ [37; 64] – orange level; 

RL ∈ [64; 100] – red level. Thus, the red level includes not only positions 1.1 and 1.2, but also 1.3÷1.6, but the first two 

positions, as in the calculations in [35], are dominant (the limit for «СR» >0,8), that are correlated with each other. In the 

alternative method, the red level, for example, includes positions 1.3÷1.5, but on the border «СR» they are characterized by 

values that lie in the range of [0,6; 0,8] and, if necessary, such risks can be processed to reduce their level. For item 1.6, the 

risk level borders on «Н» – 0,4 і «СR» – 0,6 and, with limited resources, it can be put under the control of senior 

management and, under further favorable conditions, prioritized for processing. 

Thus, the effectiveness of the proposed method, unlike the known ones, lies in the fact that it gives cyber security 

specialists a new opportunity with the help of fuzzy logic to make more informed decisions and develop effective risk 

minimization strategies based on new alternative data obtained. Such an approach can serve as a basis for the 

implementation of further security measures and crisis management planning. 

5.  Conclusions 

An alternative method takes into account the nature of expert assessment based on the judgment of specialists in the 

relevant subject area and makes it possible to reflect risk characteristics with additional indicators of belonging to a certain 

level. 

This, in contrast to the method based on average values [45], due to the implementation of the fuzzification procedure, 

allows reducing the sensitivity to threshold values in risk measurement scales and assigning almost identical values, for 

example, 50% and 50,01% to different levels, which leaves out of consideration the taking of urgent measures to reduce 

the risk of the spread of threats according to certain indicators. Also, in contrast to [45], in the alternative approach, the 

classification of indicators by levels does not have a jump-like nature (this can be seen in the graphic interpretation in Fig. 

1, Fig. 2, and Fig. 3) and enables smooth ranking and, in the final version, a more effective distribution resources to reduce 

risks, rather than spending them on one resource and leaving another, which is characterized by almost the same level, 

untreated. This was determined in the process of a series of specific calculations when solving practical problems of 

assessing the risks of cyber threats. 

Using alternative approaches to risk assessment can yield different results depending on which aspects of risk are 

important. The use of membership functions and fuzzy logic allows for a more sophisticated risk analysis and allows for 

the consideration of the degree to which risks belong to different levels, which can be useful for a more accurate threat 

assessment. It is important to take into account both approaches and use them in combination to obtain integrated 

information about cybersecurity risks and additional opportunities to develop effective strategies for managing them.
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The analysis of the results indicates that both approaches have their advantages and the application depends on the 

specific situation and the objectives of the risk assessment. The first approach with numerical risk values allows for a 

quick comparison and determination of their overall level. However, it is not informative in terms of determining the 

degree of belonging to different risk levels on the scales chosen for measurement. 

An alternative approach based on membership functions and fuzzy logic provides more flexibility and detail in the 

assessment, allowing for the level of impact of threats and the degree of belonging to different risk levels. It is especially 

useful in complex situations where risks may be poorly formalized and difficult to quantify. 

Therefore, it is recommended to use a combination of both approaches to obtain more complete and refined risk 

information. This will allow for the development of more informed cybersecurity risk management strategies and ensure 

the efficient allocation of funds for the implementation of preventive security measures and the protection of important 

critical infrastructure. 

A combined approach to cyber threat risk assessment that combines approaches based on averages and fuzzy set 

theory can have several advantages. 

More comprehensive risk assessment. The combination of the two approaches allows you to take into account both 

average values and data that are unclear or ambiguous. This provides a more complete risk assessment, as it takes into 

account both the main trends and possible variations and uncertainties. 

More adaptive solutions. Combining approaches allows taking into account different aspects of risk. On the one 

hand, taking into account average values can help to understand the overall picture, and on the other hand, fuzzy set theory 

can provide more flexible and adaptive assessments in conditions of instability or ambiguity. 

Improved decision-making. Combining different approaches can help to avoid distortions or biases that can result 

from using only one method. This can improve the accuracy of the assessment and make decision-making more informed. 
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