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Abstract: In the modern world, the military sphere occupies a very high place in the life of the country. At the same time, 

this area needs quick and accurate solutions. This decision can greatly affect the unfolding of events on the battlefield and 

indicate that they must be used carefully, using all possible means. During the war, the speed and importance of decisions 

are very important, and we note that the relevance of this topic is growing sharply. The purpose of the work is to create a 

comprehensive information system that facilitates the work of commanders of tactical units, which organizes the 

visualization and classification of aerial objects in real-time, the classification of objects for radio-technical intelligence, 

the structuring of military information and facilitates the perception of military information. The object of 

research/development is a phenomenon that creates a problematic problem, has the presence of slowing factors in the 

process of command and control, using teams of tactical links, which can slow down decision-making, as well as affect 

their correctness. The research/development aims to address emerging bottlenecks in the command-and-control process 

performed by tactical link teams, providing improved visualization, analysis and work with military data. The result of 

the work is an information system for processing military data to help commanders of tactical units. This system 

significantly improves on known officer assistance tools, although it includes a set of programs that have been used in 

parallel on an as-needed basis. Using modern information technologies and ease of use, the system covers problems that 

may arise for commanders. Also, each program included in the complex information system has its degree of innovation. 

The information system for structuring military information is distinguished by the possibility of use on any device. The 

information system for the visualization and clustering of aerial objects and the information system for the classification 

of objects for radio technical intelligence are distinguished by their component nature. This means that the application 

can use sources of input information and provides an API to use other processing information. Regarding the information 

system for integration into information materials, largely unknown terms and abbreviations are defined, so such solutions, 
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cannot integrate the required data into real documents. Therefore, using this comprehensive information system, the 

command of tactical units will have the opportunity to improve the quality and achieve the command-and-control process. 
 

Index Terms: Military Data, Commander of Tactical Units, Information Structuring, Natural Language Processing, 

Content Classification. 

 

 

1.  Introduction 

Command and control processes undoubtedly have one of the most important values in the military sphere [1]. A lot 

of time is devoted to the training of commanders because it directly affects the results achieved. Command and control 

procedures are not clear. Much depends directly on the commander and the actions; he takes in extreme moments. The 

role and place of the commander in the operation can often change depending on the specific phase of the operation. As 

the operation progresses, the commander's freedom of action decreases, while external constraints increase. From being 

the primary player on the ground, it becomes a provider of support to other civilian or local players. At the same time, 

regardless of the phase of the operation, the basics of command remain unchanged; in particular, it is necessary to adapt 

the military commander to the environment in which he operates and give meaning to his actions [2]. Command and 

control on the battlefield are a constant balancing act [3]. The need for detailed planning must be balanced with the need 

for quick and decisive action. The command-and-control process helps the commander and his staff achieve this balance 

as they apply their experience, judgment, and creativity to a common goal. The tactical commander's role is to protect 

life, property, and the environment by ensuring rapid and effective action that saves lives and minimizes harm. They work 

between strategic and operational levels of command. Tactical commanders are responsible for interpreting strategic 

direction (where the strategic-level command is used) and developing and coordinating the tactical plan. 

The position of commander involves processing a large amount of information. Any decisions must be carefully 

considered, supported by facts and rational predictions of their potential outcomes. The commander must take into account 

all factors and be guided by already thought-out and described tactics and strategies [4-6]. Also, one of the main factors 

of good command is speed. So, the commander's task is quick and thoughtful command and control. But finding the right 

solution quickly can be a very difficult task. After all, to do this, you need to quickly analyze all the information in general, 

and sometimes this is impossible. In today's world, the latest technologies are developing very quickly. Many services 

make work easier for many people. Accordingly, they should be actively used in the military sphere. The latest 

information systems will be able to cover possible problems and help officers make quick and rational decisions. 

In the process of work, commanders can face 3 types of problems: 

 

• lack of knowledge - it can be difficult for a person to retain all the accumulated knowledge due to the amount; 

this can cause a situation when the ideal solution to the problem was already described earlier, but the person 

does not remember it; 

• slow information analysis – the analyzed information should be accessible as soon as possible and in a complete 

form, but the analysis process can be quite long; 

• incomprehensibility of information materials - in the military sphere there is a large amount of documentation, 

which without a doubt contains many terms and abbreviations, ignorance of which affects the comprehensibility 

of the information presented. 

 

A single program cannot cover these challenges that a tactical unit commander may face. Accordingly, it will be 

appropriate to create a set of programs that will cover their part of the problems and thus help officers to make quick and 

well-considered decisions. To cover the problems mentioned above, it is necessary to create a complex of information 

systems that will collectively represent a complex system of processing military data to help commanders of tactical units. 

The task of the work is the development of this system. Since the target system is a complex of information systems, the 

task of the work is the development of all these systems. Information systems included in the complex system can be 

classified according to the problems they are designed to solve: knowledge and analysis. So, to cover possible problems, 

you need to develop 4 independent programs: 

 

• A program for structuring military information. This information system belongs to the category of knowledge 

and is intended for the organization of various information materials. It will make it possible to conveniently 

and quickly use and search for information in a single knowledge base. This will enable officers to quickly find 

the necessary information and use it for their purposes. Also, this system is very well suited for educational 

purposes because the information will be well structured. 

• A program for visualization and classification of aerial objects in real-time. This information system is included 

in the category of analysis and is intended for convenient visualization and classification of aerial objects in 

real-time. This will allow officers to quickly react to various events because the information will be analyzed 

and accordingly visualized automatically. 

• A program for the classification of objects for radio technical intelligence. This information system is included 
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in the category of analysis and is intended for the classification of objects for radio technical intelligence. 

Commanders need to know what resources the enemy is using. Since on the battlefield, there will very likely be 

means of radio-technical intelligence, the electromagnetic waves of which are visible at a long distance, using 

this program, it will be possible to find out exactly the resources used by the enemy. 

• A program for integrating definitions of potentially unknown terms and abbreviations into informational 

materials. This information system belongs to the category of knowledge and is intended for processing 

documents to integrate definitions of potentially unknown terms and abbreviations into them. This will allow 

officers to use any literature without any problems because all terms and abbreviations will be known. 

 

In the modern world, the military sphere occupies a very high place in the life of the country. At the same time, this 

area needs quick and accurate solutions. These decisions can greatly affect the unfolding of events on the battlefield, 

which means that they must be taken carefully, using all possible means. In the period of war, the speed and attentiveness 

of decisions are very important, which means that the relevance of this topic is growing sharply. 

The goal of the work is to create a comprehensive information system that will facilitate the work of commanders of 

tactical units, which organizes visualization and classification of air objects in real-time, classification of objects for radio 

technical intelligence, structuring of military information and facilitating the perception of military information. The 

object of research/development is a phenomenon that creates a problematic situation, the presence of slowing factors in 

the process of command and control carried out by commanders of tactical units, which can slow down decision-making 

and also affect their correctness. The subject of research/development is to solve the problems of the appearance of 

slowing factors in the process of command and control carried out by commanders of tactical units, using improving 

visualization, analysis and work with military data. To develop a complex information system for processing military 

data to help commanders of tactical units, 4 tasks must be solved: 

 

• Develop a program for structuring military information. 

• Develop a program for the visualization and classification of aerial objects in real-time. 

• Develop a program for the classification of objects for radio technical intelligence. 

• Develop a program to integrate definitions of potentially unknown terms and abbreviations into informational 

materials. 

• Combine the developed programs to form a comprehensive information system. 

 

To develop an information system for processing military data to help commanders of tactical units, the following 

tasks must be completed: 

 

• Analyze some literary sources for studying the subject area. 

• Analyze the available means of solving problems. 

• To carry out a system analysis to separate the ultimate goal of the project and sub-goals, to achieve an acceptable 

level of decomposition and to define the processes in the system. 

• Build a conceptual model using UML notation. 

• To carry out practical implementation of the information system for processing military data to help commanders 

of tactical units. 

• Conduct testing and implement the project. 

 

Innovativeness (novelty) of work results. The result of the work is an information system for processing military 

data to help commanders of tactical units. This system significantly improves known means of helping officers, because 

it includes a set of programs that are used in parallel depending on the need. Using modern information technologies and 

ease of use, the system covers problems that may arise for commanders. Also, each program included in the complex 

information system has its degree of innovation. The information system for structuring military information is 

distinguished by the ability to use it on any device. The information system for the visualization and clustering of aerial 

objects and the information system for the classification of objects for radio technical intelligence are distinguished by 

their component nature. This means that the application can use different sources of input information and provides an 

API to use the processed information. As for the information system for integrating definitions of potentially unknown 

terms and abbreviations into information materials, there are similar solutions, but they cannot integrate the necessary 

data into real documents. Therefore, using this comprehensive information system, commanders of tactical units will be 

able to improve the quality and speed up the process of command and control. 

2.  Analysis of Recent Research and Publications 

Ground military actions, initiated at the strategic level and planned at the operational level, are developed within a 

global crisis management system that combines political, diplomatic, defense, cultural, economic and communication 

aspects. In this context, all civil and military players must act in synergy and coherence. Therefore, all actions must be 

part of a logical process aimed at achieving the political goal set before the operation. Therefore, the military commander 
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must not only take into account the presence of other players and their actions on the battlefield but also seek optimal 

coordination with them. Therefore, it is he who must correctly position himself about these players, ensuring that his 

actions, starting from the planning phase, are fully consistent with the goals of non-military operations [1]. It is important 

to understand what command and control is a command-and-control system, and what these terms mean individually in 

a military context [2]. Several authors rephrase the definition, and they are all relatively the same. 

Command. The authority that a commander in the Armed Forces legitimately exercises over subordinates based on 

rank or appointment. Command includes the authority and responsibility for the effective use of available resources and 

the planning, organization, direction, coordination, and control of military forces to accomplish assigned tasks. 

Control. Authority that may be less than the commander's full command over a portion of the activities of 

subordinates or other organizations. 

Command and control. The exercise of authority and direction by the duly designated commander over detached and 

attached forces during the execution of the mission [3]. Command and control functions are accomplished through the 

organization of personnel, equipment, communications, facilities, and procedures used by the commander to plan, direct, 

coordinate, and control forces and operations during the mission. Command and control separately refer to the authority 

of commanders over subordinates. It involves the planning, organization, direction, coordination and control of the forces 

under their command or control. A command-and-control system includes personnel, equipment, communications, 

facilities, and procedures that contribute to the ability of commanders to command or control. Command and control 

together are the processes by which commanders use personnel, equipment, communications, facilities, and procedures 

(command and control systems) to plan, organize, direct, coordinate, and control (command or control) their subordinates. 

The last definition above describes command and control as a process. The Lawson loop is a commonly accepted model 

of the command-and-control process. Developed by Joel S. Lawson, it was applied to these processes from the Napoleonic 

era until the 1990s. The model consists of five functions, namely: feeling; process; comparison; solution; and action. 

Feeling. The sensing function collects data from the environment. The commander uses all available means, 

including intelligence gathered by soldiers, radars, and unmanned aerial vehicles. The environment includes friendly and 

enemy forces, terrain, weather, and other information valuable to commanders. 

Process. The process function aggregates and correlates the data collected by the sense function. Although Lawson's 

loop function called "process" is a common term in the information management community, the military community 

refers to this function as data fusion. This is the process of studying all sources of information and intelligence to obtain 

a complete assessment of the activity. 

Comparison. The commander takes the information just processed in the process function and compares the current 

state of the environment to the desired state of the environment. The current state can indicate enemy strengths and 

weaknesses, locations, and intentions. The commander's staff will likely develop courses of action to move the current 

environmental state to the desired state. 

Solution. After the comparison function, commanders choose the courses of action presented by their staff. This 

function may seem like a small part of a larger process, but it is a thorough process by which the commander examines 

and compares available options for viability and effectiveness. In some cases, the commander may reject all or part of the 

courses of action, which requires additional planning by the headquarters. In addition, commanders will report the 

decision and follow-up to higher headquarters: this may also influence deviations/changes in the course of action. 

Action. The action function is a manifestation of the commander's decision. The commander gives orders to influence 

the current state of the environment. 

Lawson's loop classifies the components of the commander's work quite well, and accordingly, the information 

systems developed to assist commanders cover one or more categories of this cycle. The information system developed 

in this work covers the functions of sensing and solving. In particular, Information systems belonging to the group of 

analysis can be attributed to the function of feeling, and information systems belonging to the group of knowledge can be 

attributed to the function of decision. As of 2022, we can single out several popular and successful software solutions that 

have been operating for a considerable period and that have been able to prove themselves as systems that are worth 

checking out. These systems are not necessarily of a military nature, but their purpose is to overcome the same problems 

that arise in the process of command and control carried out by commanders of tactical units. 

Fandom is an American wiki service, also known as Wikia. Fandom uses MediaWiki, an open-source wiki software. 

Fandom has a global audience of over 200 million monthly and over 400,000 communities. It's a source of entertainment 

trusted by fans with over 50 million pages. A wiki is like a database, collaboratively developed by a community of users, 

where they can edit and add content. Fandom wikis consist of online encyclopedias, each specializing in a specific topic. 

This service can be used from any device that has access to the Internet using a web browser. The main purpose of a Wiki 

in the Fandom community is to highlight information and discussion about a particular topic at a much deeper level than 

what can be found anywhere else on the Internet. The most popular wikis on the Fandom service are constantly updated 

according to user information. This is a community website. Anyone can edit an existing article or create a news, wiki, 

or Fandom post. Everyone can work together to make Fandom a better place tomorrow and expand that knowledge base. 

Klassify, Data Classification Suite is a data classification platform that helps organizations communicate data 

classification policies to their users and forces them to apply the appropriate classification to the data they create, share, 

and store based on data sensitivity. Data classification with Klassify eases organizations' compliance obligations with a 

variety of regulatory requirements, including PCI DSS, EU GDPR, HIPAA, DPA, CCPA and many others, and provides 

detailed metadata and contextual information to improve information management and organizational efficiency to 
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manage unstructured data Klassify's data classification package helps build a strong foundation for data security by 

forcing users to apply classification labels and corresponding labels to documents and emails, clearly defining the 

sensitivity of the information. 

Dataedo is one of the most popular data dictionary tools. In 2020, it was nominated by Gartner Peer Insights 

Customers’ Choice as the go-to metadata management solution. The software allows users to navigate between millions 

of documents and exchange data in HTML format. Dataedo helps find meaning in data by adding insights to datasets that 

users are familiar with. Finding data is easy with Dataedo. Users can add relationships between datasets and tables to 

provide the reader with a better understanding of the data. Organized data means continuity of business processes. With 

different teams and departments owning different sets of data, data organization becomes imperative. Dataedo helps 

manage the complexity of business operations by allowing users to create segmented data profiles for each 

department/team to help organize large data sets. 

Basic indicators that make it possible to evaluate and compare the advantages and disadvantages of the use of the 

closest analogues [7-17]: 

 

• Platform – quantitative assessment; 

• Operating system - quantitative assessment; 

• Programming language - evaluation of advantages (better/good/worse); 

• Necessary resources – evaluation of benefits (more/less); 

• Interoperability – Boolean evaluation (yes/no); 

• Mobility – Boolean evaluation (yes/no); 

• Scalability – Boolean evaluation (yes/no); 

• Interaction with the user - quantitative assessment; 

• Functionality - quantitative assessment; 

• Suitability for use - quantitative assessment; 

• Reliability - quantitative evaluation; 

• Productivity - quantitative assessment; 

• Usability - quantitative assessment. 

 

A scale that will make it possible to quantitatively evaluate and compare the advantages and disadvantages of using 

the closest analogues: 

 

• 5 – best-selected software, operating system, very user-friendly interaction, full functionality, full usability, 

reliability, performance and operability. 

• 4 – well-chosen software and operating system, but only for a certain range of users, partial functionality, full 

usability, reliability, performance and operability. 

• 3 – well-chosen software and operating system, but only for a certain range of users and applications in a similar 

field (not for forestry, but for agriculture), partial usability, reliability, performance and operability. 

• 2 – well-chosen software and operating system, but only for a certain range of users and applications in a similar 

field, poor usability, reliability, performance and operability. 

• 1 – poorly selected software and operating system, limited use, poor usability, reliability, performance and 

operability. 

Table 1. Comparison table of characteristics for the project and the closest analogues 

Characteristics Project 
Closest analogues 

Fandom Klassify Dataedo 

Platform 4 5 4 5 

Operating System 5 5 5 5 

Programming language better worse better worse 

Necessary resources less more more more 

Interoperability yes no no no 

Mobility no yes yes yes 

Scalability yes yes no yes 

Interaction with the user 5 4 4 3 

Functionality 5 4 4 4 

Suitability for use 5 5 4 3 

Reliability 5 5 4 4 

Productivity 5 5 4 5 

Usability 4 5 5 5 
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There is no full-fledged integrated information system that would process military data to help commanders of 

tactical units. After analyzing the closest analogues and comparing them with the target product, you can notice quite a 

few differences, namely [7-14]: 

 

• Some analyzed programs are quite progressive and have a lot of functionality. If you need speed in work, a long 

setup and deployment of information can be a problem. Accordingly, it will be a good approach to determine 

the basic needs of the user and provide only the functionality that is needed. This is the approach of the targeted 

information system. 

• Some analyzed services work online and can be accessed from anywhere in the world. In the military sphere, 

this is not very good. Accordingly, the solution to this problem is the implementation of all information systems 

in the form of software or the possibility of their deployment in a local network. This is how the information 

system that is being developed works. Some programs will be installed on the computer and some will be opened 

in a browser on the local network. 

• None of the analyzed programs can work with data that comes in real-time. In the closest analogues of programs 

for data analysis, you need to enter updated information manually or using import tools. For quick analysis, 

automatic data provision is a very important advantage of the program. The information system for the 

visualization and classification of aerial objects works in real-time. By connecting it with aerial object tracking 

devices, data analysis and visualization will take place instantly. 

• An advantage of the analyzed programs may be their cross-platform nature. Most of the integrated information 

system programs being developed will be deployed on a specific platform, but the programs that will potentially 

be used by a wide audience will be cross-platform. This will enable users in the local network to use information 

systems on any device. 

• The software that was analyzed uses the approach of one unique program. That is, to have some advantages, 

you need to use the corresponding programs in parallel with others. This can become a problem when the user 

needs to switch from software that he has been using for a long time to a new program that he still needs to learn. 

It will also be inconvenient to use more than one program in parallel to achieve the corresponding goal. One of 

the programs of the complex system is designed to solve these problems. An information system for integrating 

definitions of potentially unknown terms and abbreviations into information materials will generate input 

material with additional data. Thus, it will be possible to use it in old and convenient programs with additional 

necessary information. 

 

Comparing the target information system with the closest analogues, it can be concluded that it is both relevant and 

important for commanders of tactical units. Using this system, commanders are likely to speed up the process of command 

and control and increase the probability of making the right and rational decision. Using this system, users will feel 

comfortable because it will have only the necessary functionality and a convenient graphic interface. Different programs 

of the system will be responsible only for a specific field of activity and, by it, will have their advantages: cross-platform, 

working with data in real-time, protected work in a local network, and integration of information into the materials of 

already known and popular programs. 

3.  Goal Formulation and Task Setting 

System analysis is a process of collecting and interpreting facts, identifying problems, and decomposing the system 

into its components [4-14]. System analysis is conducted to study the system or its parts to determine its goals. It is a 

problem-solving technique that improves the system and ensures that all components of the system work efficiently to 

achieve their purpose. This information can inform decision-making or improve the efficient use of time, money and 

resources in business and life. Since the information system being developed is complex, that is, it includes several 

programs, it is necessary to model the requirements both for the complex information system in general and for each 

program that makes up the system separately. A complex information system should consist of programs that are united 

by the appropriate purpose. These programs should add additional functionality to the system and be independent. Thus, 

removing or adding new programs to the system will not have any effect on other system programs. The software 

architecture should ensure the scalability and expansion of the program [15]. Adding additional functionality should be 

done by adding additional modules without significant modernization of already existing modules. The architecture of 

programs should follow the generally accepted principles of MVC architecture [16]. The system should allow users to 

have the following capabilities: 

 

• Organization of information materials – user management of information materials. 

• Use of informational materials – viewing of informational materials by the user. 

• Classification of aerial objects – obtaining information about aerial objects in real-time. 

• Visualization of aerial objects - the user must be able to visually view the coordinates of aerial objects. 

• Classification of objects for radio technical intelligence - obtaining information about objects for radio technical 

intelligence.
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• Adding terms and abbreviations to the dictionary - the user should be able to add terms and abbreviations to the 

dictionary for further use. 

• Combining dictionary and information material – the user should be able to combine the dictionary with 

information material, resulting in a copy of the input information material with additional data. 

 

Software requirements. 

 

• all servers involved in the system are operated under the pressure of operating systems of the MS Windows 

family unless otherwise specified in the technical specifications; 

• all servers and other computing equipment of the system are combined into a single centralized management 

and monitoring system; 

• all servers work in a local network to ensure data security; 

 

Hardware requirements. 

 

• System hardware and system programs must have UkrSEPRO compliance certificates. 

• The composition of the hardware must meet the requirements for the availability and protection of information. 

 

The main language of the system interface and all programs included in this complex information system is Ukrainian. 

Requirements for a software platform and code for structuring military information. 

 

• The application must be developed using HTML + CSS + JS + PHP + JQuery + CKEditor.  

• The text encoding to be used on all pages of all language versions is UTF-8.  

• Use of the program must be available via the HTTPS protocol (with cryptographic protection of data exchange 

between the website and the workplace).  

• The software must function 24 hours a day, 7 days a week, 365 days a year (provided that the hardware functions 

without fail). 

• Software must be able to request interruptions for routine maintenance and/or backup of information content. 

 

The program should provide the ability to back up and restore information arrays through the administrator's web 

interface. The application must be protected against XSS, as well as other means of interfering with the continuous 

operation of its software platform. 

The program should allow users to perform the following operations: 

 

• Access to information – the user must be able to view the information. 

• Searching for content – the user enters a keyword to search for the desired content. 

• The division into topics – receiving information based on the relevant topic. 

• Tree-like structure of pages – pages of information material should form a tree-like structure. 

• Information management – a user with appropriate rights must be able to manage information. 

 

Software requirements. 

 

• the client part of the program should not be installed on personal computers. 

• a user with administrator rights must have a graphical interface. 

 

Software platform and code requirements for real-time visualization and classification of aerial objects. 

 

• The application should be developed using HTML + CSS + JS + NodeJS + ElectronJS + BrainJS. 

• Text encoding is to be used on all pages of all language versions – UTF-8. 

• The software must function 24 hours a day, 7 days a week, 365 days a year (provided that the hardware functions 

without fail). 

• Software should not require interruptions for routine maintenance and/or backup of information content. 

 

The program should allow users to perform the following operations: 

 

• Visualization of aerial objects – the user should be able to use a user-friendly graphical interface to view the 

data visualization. 

• Classification of aerial objects – obtaining information about the classes of aerial objects in a convenient form. 

• Real-time operation – Receives input data automatically for instant processing. 

 

Also, the program must be installed on personal computers. Requirements for the software platform and code for the 

classification of objects for radio technical intelligence. 
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• The application must be developed using HTML + CSS + JS + JQuery.  

• Text encoding is to be used on all pages of all language versions – UTF-8. 

• Use of the program must be available via the HTTPS protocol (with cryptographic protection of data exchange 

between the website and the workplace). 

• The software must function 24 hours a day, 7 days a week, 365 days a year (provided that the hardware functions 

without fail). 

• Software should not require interruptions for routine maintenance or backup of information content. 

 

The program should allow users to perform the following operations: 

 

• Parameter management – the user must be able to enter data that will be parameters for the classifier. 

• Classification of objects for radio technical intelligence – obtaining information about the probability of the 

class to which the object with input data belongs. 

• Instant update – update the result after each change of the input parameter. 

 

The client part of the program should not be installed on personal computers. 

Requirements for the software platform and code for the integration of definitions of potentially unknown terms and 

abbreviations into informational materials. 

 

• The program must be developed using Python + Tkinter + PyMuPDF.  

• The software must function 24 hours a day, 7 days a week, 365 days a year (provided that the hardware functions 

without fail).  

• Software should not require interruptions for routine maintenance and/or backup of information content. 

 

The program should allow users to perform the following operations: 

 

• Selection of dictionary and informational PDF file – the user must be able to select both the informational PDF 

file and the dictionary before integration. 

• CSV dictionary is the user should be able to use CSV as a database of all terms, abbreviations and their 

definitions. 

• Notes as definitions – integration into PDF of notes with definitions of terms and abbreviations that appear when 

displayed in PDF viewer programs. 

• Generating input extension file – saving the result as an information file with the same extension as the input 

information file. 

• Saving the last used dictionary - the next time you enter the program, the last used dictionary will be selected 

automatically. 

4.  Presentation of the Main Material 

Before developing an information system, you need to fully understand the target product, its place in the 

environment and all the functions it will cover. For these purposes, developers create a conceptual model of the system 

before the direct process of its development [17]. Thus, during the development process, all goals and the final result that 

should be obtained will be known. Unified Modeling Language (UML) is a standardized modelling language. It helps 

software developers visualize, build, and document new software systems. UML is used to create static structure diagrams 

based on a variety of engineering techniques that have proven effective in creating complex systems. Historically, UML 

was used to model software systems, but it was not limited to software developers. Today, UML diagrams are also used 

for process and project management. Since the information system being developed is complex, appropriate diagrams 

were developed both for the system as a whole and for each program that includes the system separately. A use case 

diagram was used to summarize the details of system users and their interaction with the system (Fig. 1). It visualizes 

both the general system and the programs it contains. Thus, this diagram contains options for the users of the system 

under development. 

The complex information system for processing military data to help commanders of tactical units contains a certain 

number of programs. These programs are not necessarily of the same type and are not necessarily independent. They can 

use external services and be a web service themselves. Thus, the operation of some programs will be more complicated 

than a simple program for a personal computer. A deployment diagram was used to display computing nodes during the 

operation of programs, components, and objects executed on these nodes (Fig. 2). Thus, it is possible to see exactly how 

the information system is deployed, and how the components interact with each other and with external objects. The 

diagrams shown in Fig. 1 and Fig. 2 describe the system in general. For a more detailed description of the processes, it is 

necessary to describe each program that is in the system being developed. The program for structuring military 

information involves the work of 2 users. Accordingly, two diagrams are required for all display processes occurring in 

the program: an activity diagram for the visitor (Fig. 3) and an activity diagram for the administrator (Fig. 4).
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Fig.1. Diagram of options for using the system 

 

Fig.2. System deployment diagram 

The administrator of this program is an advanced visitor. It has all the same capabilities as a simple user (Fig. 3) and 

also additional capabilities that are available only to this type of user (Fig. 4). The concept of this program includes four 

objects: user, administrator, program and database. A sequence diagram was used to display the interactions of these 

objects (Fig. 5). Also, this diagram shows object interactions ordered by time. The program for visualization and 

classification of aerial objects in real time involves the work of one user, but it interacts with an external source of 

information - radar. A state diagram was used to display the general operation of the program (Fig. 6a). This diagram 

contains all the states and transitions that the program contains. The concept of this program includes three objects: the 

user, the radar, and the program. The sequence diagram (Fig. 6b) shows the interactions of these objects. The program 
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for the classification of objects for radio technical intelligence involves the work of one user. It is independent and does 

not interact with external objects. A state diagram was used to display the general operation of the program (Fig. 7a). This 

diagram contains all the states and transitions that the program contains. The concept of this program includes two objects: 

the user and the program. The sequence diagram (Fig. 7b) shows the interactions of these objects. The program for 

integrating definitions of potentially unknown terms and abbreviations into informational materials requires the work of 

one user. It is independent and does not interact with external objects. The program being developed uses the files of other 

programs. In particular, PDFs for information files to which unknown terms and abbreviations from the dictionary will 

be added, and word files, in turn, have the CSV extension. To use this type of dictionary, you need to create it using other 

programs. A state diagram was used to display the general operation of the program (Fig. 8). This diagram contains all 

the states and transitions that the program contains. 

 

 

Fig.3. Activity diagram for the visitor of the program for structuring military information 

 

Fig.4. Activity diagram for structuring military information 

The concept of this program includes two objects: the user and the program. The sequence diagram (Fig. 9) shows 

the interactions of these objects. The diagram does not show other programs that create an information file or create a 

dictionary since to work with the program to integrate definitions of potentially unknown terms and abbreviations into 

information materials, you need to have ready-made files for merging. They are used as input data. 

Having modelled the processes that take place in the information system, an idea emerges of how the system should 

function. For its implementation, it is necessary to simulate the object model of the software itself. In an object-oriented 

approach, the focus is on capturing the structure and behaviour of information systems in small modules that combine 

both data and processes. The main goal of object-oriented design is to improve the quality and productivity of system 

analysis and design, making them more user-friendly [18]. In the analysis phase, object-oriented models are used to fill 

the gap between the problem and the solution. It works well in a situation where systems are constantly being designed, 

adapted and maintained. It identifies objects in a problem domain by classifying them based on data and behaviour. The 

complex information system being developed consists of several programs, which should be modelled using an object-

oriented approach. 
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Fig.5. Sequence diagram of the program for structuring military information 

     
a)                                                                                                                            b) 

Fig.6. Diagram of a) states and b) sequence of the program for visualization and classification of aerial objects in real-time 

           
a)                                                                                                 b) 

Fig.7. State diagram of the program for the classification of objects for radio technical intelligence 

The program for structuring military information provides convenient page navigation, good visualization of 

information and hierarchical connection of pages. To solve these main problems, a corresponding class diagram was 

developed (Fig. 10). The IMenu and IViewer interfaces provide an opportunity to experiment with different menu and 

viewer implementations, which means that you can quickly choose the best implementation without significant 

intervention in the architecture. The presence of the children field in the Page class makes it possible to use a hierarchical 

connection of pages [19].
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Fig.8. Diagram of program states for integration of definitions of potentially unknown terms and abbreviations into informational materials 

 

Fig.9. Sequence diagram of the program for integration of definitions of potentially unknown terms and abbreviations into informational materials 

 

Fig.10. Class diagram of a program for structuring military information 

The program for visualization and classification of aerial objects in real-time assumes the presence of a classifier 

that will classify objects. However, classification algorithms and data can change rapidly. To solve this main task, a 

corresponding class diagram was developed (Fig. 11). Using template classes, the architecture makes it possible to change 

the class that is responsible for the data of the object that is subject to classification and can potentially change. Thus, all 

that remains is to create a new class that implements the IClassifier interface of the appropriate type for processing new 

data models or new algorithms.  
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Fig.11. Class diagram of the program for visualization and classification of aerial objects in real-time 

The program for classifying objects for radio technical intelligence assumes, as in the previous case, the presence of 

a classifier that will classify objects. The general scheme is very similar to the case of the program for the visualization 

and classification of aerial objects in real-time. To solve this main task, a corresponding class diagram was developed 

(Fig. 12). Although the main task is the same as in the previous case, the classifier is still different. It should return the 

probabilities of all classes, which means special objects, as shown in the diagram. 

 

 

Fig.12. Class diagram of the program for classifying objects for radio technical intelligence 

The program for integrating definitions of potentially unknown terms and abbreviations into informational materials 

involves working with informational files and dictionaries. These files can have different extensions, so each extension 

will have its implementation. To solve this main task, a corresponding class diagram was developed (Fig. 13). For good 

design, the architecture was designed based on interfaces. In this way, you can add different implementations of IResource 

and IDictionary interfaces, which makes it possible to expand the program for many other types of files in the future. 

Software development refers to a set of computer science activities devoted to the process of creating, designing, 

deploying, and maintaining software. The software itself is a set of instructions or programs that tell a computer what to 

do. 

Having defined the purpose, requirements and goals, analyzed analogues and performed a system analysis, it became 

fully known about the final target result. Using a conceptual model, there is a complete picture of the system, its 

functionality and users. The next step in the development of the project is the direct development of the graphical interface, 

algorithms and code writing.
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Fig.13. Class diagram of the program for integration of definitions of potentially unknown terms and abbreviations into informational materials 

A comprehensive information system for processing military data to help commanders of tactical units includes 

several programs with different purposes but united by one goal. Accordingly, each of them has different requirements 

and different main functional features. 

4.1.  Classification Method 

One of the features is data classification. Classification is the process of recognizing, understanding, and grouping 

ideas and objects into predetermined categories or "subgroups" [20]. Using pre-categorized training data sets, machine 

learning programs use a variety of algorithms to classify future data sets into categories. There are several basic 

classification methods: logistic regression, naive Bayes classifier, k-nearest neighbours, decision tree, and support vector 

machine. 

Method of logistic regression. Logistic regression is a calculation used to predict a binary outcome: either something 

happens or it doesn't [21]. This can be represented as Yes/No, Satisfactory/Unsatisfactory, Alive/Dead, etc. The 

independent variables are analyzed to determine a binary outcome with outcomes belonging to one of two categories. 

Independent variables can be categorical or numerical, but the dependent variable is always categorical. This can be used 

to calculate the probability that a word has a positive or negative value (0, 1, or on a scale in between). Or, it can be used 

to identify an object in a photo (trees, flowers, grass, etc.), with each object given a probability between 0 and 1. 

Naive Bayes classifier method. Naive Bayes calculates the probability of whether a data point belongs to a certain 

category or not [22]. During text analysis, it can be used to classify words or phrases according to a preset "tag" 

(classification) or not. Naive Bayes is a family of probabilistic algorithms that take advantage of probability theory and 

Bayes theorem to predict the tag of text (such as news or customer feedback). They are probabilistic, meaning they 

calculate the probability of each tag for a given text and then output the tag with the highest probability value. They obtain 

these probabilities using Bayes' theorem, which describes the probability of a feature based on prior knowledge of the 

conditions that may be associated with that feature. 

The method of k-nearest neighbours. K-Nearest Neighbors (k-NN) is a pattern recognition algorithm that uses 

training data sets to find k nearest relatives in future examples [23]. When k-NN is used in classification, the computation 

of placing the data into the nearest neighbour category is performed. If k = 1, then it will be placed in the class closest to 

1. K is classified by polling the set of its neighbours. Using this algorithm, you can operate on many characteristics. The 

number of characteristics is responsible for the number of dimensions of the space in which the classified objects will be 

placed. Using vectors in a multidimensional space, you can easily calculate the distance between points and use them to 

find the nearest neighbours. 

Decision tree method. A decision tree is a supervised learning algorithm that is ideal for classification problems 

because it can order classes at a precise level [24]. It works like a flowchart, dividing the data points into two similar 

categories at a time from the "trunk of the tree" to the "branches" and "leaves", where the categories become more finitely 

similar. This creates categories within categories, allowing for organic classification with limited human oversight. A 

random forest algorithm is an extension of the decision tree in which many decision trees are first created with training 

data, and then new data is inserted into one of the trees as a "random forest". Essentially, it averages the data to relate it 

to the nearest tree on the data scale. Random forest models are useful because they solve the decision tree problem of 

unnecessarily "glueing" data points into a category. 

The method of the support vector machine. A support vector machine (SVM) uses algorithms to train and classify 

data within degrees of polarity, outputting it to X/Y prediction boundaries [25]. SVM assigns a hyperplane that best 

separates the tags. In two dimensions, it's just a line. Everything on one side of the line is red, and everything on the other 

side is blue. In sentiment analysis, for example, it will be positive and negative. To maximize machine learning, the best 

hyperplane is the one with the largest distance between each tag. However, as datasets become more complex, it may not 

be possible to draw a single line to categorize the data into two camps. Using SVM, the more complex the data, the more 

accurate the predictor will become by increasing the number of dimensions.
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After analyzing different approaches to data classification in machine learning, you can choose the one that best suits 

the task. In the information system being developed, two programs directly need these methods for their functionality: a 

program for visualization and classification of aerial objects in real-time and a program for classifying objects for radio 

technical intelligence. 

The program for visualizing and classifying aerial objects involves the usual classification based on known data. It 

is also worth noting that a classification element can have more than two characteristics and all of them will affect the 

class. After analyzing the known methods of classification, we can conclude that most methods are not suitable for this 

task. The logistic regression method would not be a bad option, but this method supports linear functions, and in this 

problem, it is not obvious that there will be a linear dependence. The naive Bayesian classifier method has the same 

problems in this problem as the previous method. The method of the support vector machine. Of the remaining three 

methods, the k-nearest neighbours method is the best for this problem, because it is desirable to use it when there are a 

large number of points. It will be able to use a different number of characteristics and work fast enough. 

The program for classification of objects for radio technical intelligence also involves the use of the method of 

classification of objects based on known data. However, this classifier differs from the classifier described above. This 

classifier should return the probabilities of the object belonging to the corresponding class. In its general features, it is 

similar to a classifier containing a program for visualizing and classifying aerial objects, so it can be concluded that the k 

nearest neighbours method is suitable for this task. However, in this problem, it is necessary to determine the probabilities, 

and with the help of the method under consideration, it is impossible to do this. The solution to this problem will be a 

unique classification method based on k nearest neighbours and a naive Bayesian classifier. This approach is based on 

comparing the distances of objects classified in a multidimensional plane with the axes corresponding to their 

characteristics. Using this approach, the probability of belonging to the corresponding class based on all distances will be 

calculated. 

4.2.  Natural Language Processing Method 

Another feature that one of the system programs includes is natural language processing. Natural language 

processing (NLP) refers to the field of computer science, or rather the field of artificial intelligence, which gives computers 

the ability to understand text and spoken words almost as well as humans [26]. NLP combines computational linguistics 

– rule-based modelling of human language – with statistical, machine and deep learning models. Together, these 

technologies allow computers to process human language in the form of text or voice data and "understand" its full 

meaning, along with the intent and sentiment of the speaker or writer. NLP manages computer programs that translate 

text from one language to another, respond to voice commands, and quickly summarize large volumes of text – even in 

real-time. People are interacting with NLP in the form of GPS voice systems, digital assistants, speech-to-text software, 

customer service chatbots, and other consumer conveniences. But NLP is also playing a growing role in enterprise 

solutions that help streamline business operations, improve employee productivity, and simplify mission-critical business 

processes. Natural language processing includes two approaches: statistical and neural network methods. Much natural 

language processing research relies heavily on machine learning [27]. The machine learning paradigm involves using 

statistical inference to automatically learn rules by analyzing large corpora (the plural form of the corpus is a set of 

documents, possibly with human or computer annotations) of typical real-world examples. However, the main 

disadvantage of statistical methods is that they require detailed development of features. Thus, the industry has largely 

abandoned statistical methods and moved to neural networks for machine learning [28]. Popular techniques include using 

word embedding to capture the semantic properties of words and increase end-to-end learning of a higher-level task (e.g., 

answering questions) instead of relying on the pipeline of separate intermediate tasks (e.g., part-of-speech tagging and 

dependency parsing). Natural language processing is a necessary functionality for the program to integrate definitions of 

potentially unknown terms and abbreviations into informational materials. In this program, it will be rational to use 

machine learning instead of neural networks. In the program, the methods of processing certain words and phrases for 

their search should be developed, and not methods for understanding the meaning of sentences or similar tasks, which are 

better handled by a neural network. The tasks that must be performed relate to a certain area of natural language processing 

- morphological analysis. It includes topics such as lemmatization, morphological segmentation, part-of-speech marking, 

and stemming. 

Lemmatization is the task of removing only the inflectional endings and returning the basic dictionary form of the 

word, which is also known as a lemma. This is another method of reducing words to their normalized form. But in this 

case, the conversion uses a dictionary to display the words in their actual form. 

Morphological segmentation – dividing a word into separate morphemes and determining the class of morphemes. 

The complexity of this task largely depends on the complexity of the morphology (that is, word structure) of the language 

under consideration. English has a fairly simple morphology, especially inflectional morphology, and so it is often 

possible to completely ignore this task and simply model all possible word forms (for example, "open, opens, opened, 

opening") as separate words. However, in highly agglutinated languages such as Turkish or Meitei, an Indian language, 

this approach is not possible, as each dictionary entry contains thousands of possible word forms. 

Part-of-speech marking – part-of-speech identification for each word in the given sentence. Many words, especially 

common ones, can perform the functions of several parts of speech. For example, "book" can be a noun ("the book on the 

table") or a verb ("to book a flight"); "set" can be a noun, verb or adjective; and "out" can be any of at least five different 

parts of speech.
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Stemming is the process of reducing declinable (or sometimes derived) words to their basic form (for example, 

"close" will be the root for "closed", "closing", "closed", "closer", etc.). Root generation produces the same results as 

lemmatization, but it does so based on rules rather than a dictionary. 

All these methods will play a key role in the natural language processing algorithms that will be contained in the 

information files of the military. These methods will help to connect the dictionary with the text even if the words will be 

in different cases or phrases. 

Each information system program has its unique algorithms. These algorithms need to be analyzed separately. 

However, there are also non-main algorithms, they organize the work of the program in such a way that it can function 

correctly. These algorithms are not special, they are formed according to the basic principles of programming and are 

simply necessary for the system to function. The program for structuring military information involves working out the 

algorithm for forming a hierarchical menu (Fig. 14a). The algorithm processes page objects that are connected by a one-

way connection. The function should process these connections and form a menu object with a hierarchical structure. The 

algorithm was implemented using recursion, which made it possible to dynamically form sub-items for each menu item. 

The program for visualization and classification of aerial objects in real time involves working out the map model 

formation algorithm (Fig. 14b). The algorithm receives input data from the radar. They contain information about aerial 

objects. The algorithm processes this data with the help of a classifier that uses the k nearest neighbours algorithm and 

forms a data structure that will contain a map model with all classified aerial objects in real-time. 

 

  
a)                                                                                                                                   b) 

Fig.14. Block diagram of the algorithm for a) structuring of military information and b) visualization and classification of aerial objects in real-time 

The program for classifying objects for radio technical intelligence involves the development of a unique 

classification algorithm (Fig. 15a). The algorithm processes the process formed on the approaches of k-nearest neighbours 

and naive Bayesian classifier. It calculates error values to determine how far the characteristic is from the target 

characteristic. Using logarithms and the power function normalizes the distances and makes the permissible range. Also, 

for the algorithm, each characteristic is the same in terms of weight, so if 3 out of 4 characteristics have a value of 1 and 

the last one has a value of 0, then the result will be 75%. After all the probability values for the classes are obtained, the 

algorithm forms an object to return the final data structure with all the information. The program for the integration of 

definitions of potentially unknown terms and abbreviations into informational materials involves the development of an 

algorithm for forming the dictionary data structure that connects all words with all definitions (Fig. 15b). The algorithm 
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receives dictionary data as input in text form to transform this data into a structured object containing a model of the 

dictionary with which the program will work. The algorithm forms two data structures based on a hash table for keys 

(dictionary words) and definitions (content associated with a word in the dictionary). A dictionary may have multiple 

definitions for multiple words. This algorithm defines groups and combines entities to complete several definitions of the 

same word or phrase. As a result, these objects are combined into a single returned data structure. 

 

   
a)                                                                                                                          b) 

Fig.15. Block diagram of the program algorithm for a) the classification of objects for radio technical intelligence and b) the integration of definitions 

of potentially unknown terms and abbreviations into informational materials 

The developed information system is complex and therefore includes a set of separate independent programs that 

have nothing in common but are united by a common goal - to process military data to help commanders of tactical units. 

All these programs are included in one package. Using a bash script, you can easily install these programs on your 

computer automatically. Because the tools, technologies, and requirements for developing these programs are different, 

the development process itself and the results are also different. The main part of software development includes two 

parallel stages. The first stage is the development of the client part. This stage involves the development of an interface 

through which interaction with the program will take place. Usually, this work is performed by appropriate programmers 

with a special technology stack [29-31]. The second stage is the development of the server part of the program. At this 

stage, the main functionality of the program is being developed. The developers responsible for this stage do not care 

about the client part of the program, they implement the necessary modules and interfaces regardless of the interfaces that 

will be on the client side [32]. Before developing the project, a workspace was organized. A local XAMPP server was 

deployed, a database was created (Fig. 16) and connections between tables were organized [33]. 

After creating the environment, we moved on to the process of writing the software code. First, the layout of the 

graphic interface was developed (Fig. 17). These templates will be generated for the user to interact with the software 

visually through the browser. 
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Fig.16. Structure of the database 

 

Fig.17. Fragment of page layout code 

 

Fig.18. Fragment of the page layout code for the administrator 

 

Fig.19. A fragment of the database connection code
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Fig.20. A fragment of the program code 

To create a convenient user interface for administrators, an ordinary user page was taken and additional components 

were built on top of it, which only the administrator will see (Fig. 18). Thus, the graphical interface will be clear and easy 

to use. After developing the layout of the graphical representation of the program, the logical part of the program was 

developed. Using PHP, the program was connected to the database (Fig. 19) and the generation of the corresponding part 

of the graphic interface was worked out (Fig. 20). 

 

 

Fig.21. Configuration file 

 

Fig.22. Graphical interface code
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Fig.23. A fragment of program code 

 

Fig.24. File for communication between radar and program 

At this stage, the program was ready, since XAMPP can run programs written in PHP and return a response using 

HTTP requests. Before developing the project, a workspace was organized. NodeJS was installed and necessary packages 

such as ElectronJS, BrainJS and others were imported. A configuration file was also created for convenient setup (Fig. 

21). Thus, it became possible to manage the capabilities of the program. After organizing the environment, the graphical 

interface of the program was created (Fig. 22). It was made using web technologies because ElectronJS makes it possible 

to run programs on a PC. 

The next step was to develop the business logic of the application. Using the framework, the general work of the 

program was organized (Fig. 23). Next, a code was developed that forms a map for displaying classified aerial objects. 

To organize work in real-time, it was necessary to connect the radar with the program [34]. Since many radars cannot 

operate over a permanent open channel, a middleman approach was used. The program should only read data from a 

specified file at a certain time interval, and the task of the radar or the radar adapter program is to edit this file (Fig. 24). 

The file must contain all the data provided by the radar. Thus, the program used one interface for working with different 

types of radars. 

 

 

Fig.25. Code fragment for creating a classifier model 
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The next step was to set up the classification. To classify objects, you need to have a working classifier, and for it to 

work, you need to first form it. Accordingly, the code for creating a classifier (Fig. 25) was written so that it formed a 

data structure (Fig. 26) which will be used later by the program for classifying aerial objects. The last step was to create 

an executable file, using the operations provided by the CLI of the ElectronJS framework, to run the program on the 

Windows operating system. Before the development of the project, a workspace was organized for the development of a 

program for the classification of objects for radio-technical intelligence. A local XAMPP server has been deployed to use 

the application in a browser over a local network. Next, the layout of the graphic interface was developed (Fig. 27). 

 

 

Fig.26. Classifier model file 

 

Fig.27. Layout of the graphic interface 

 

Fig.28. A fragment of the program code 
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For the operation of the program, the code was written in the JavaScript language (Fig. 28) and for convenient and 

quick extension of the program, attributes were used that provide information about the class (Fig. 29). Thus, it is only 

necessary to add new objects with attributes to obtain the probability of the input object belonging to these new classes. 

 

 

Fig.29. Code fragment of classification objects 

Since the application was written as a static resource on the server, XAMPP can run the application using a simple 

HTTP request in the browser. 

Before the development of the program, a workspace is organized for the integration of definitions of potentially 

unknown terms and abbreviations into the informational materials. Python was installed and necessary packages such as 

Tkinter, Fitz and others were imported. Also, before developing the code, a prototype was developed in the Figma design 

tool (Fig. 30). In this way, a convenient and beautiful graphical interface of the program was selected [35]. 

 

  

Fig.30. Graphical interface design 

After creating the design, the layout of the graphic interface was developed using the Tkinter library (Fig. 31). The 

code of the graphical interface of the program is presented in Appendix A. Thus, it became possible to open the program 

and use it using the graphical interface. The next step was the development of the main program code (Fig. 32). Thanks 

to this code, the program has all the functionality that was described in the requirements. The last step was to create an 

executable file using Python capabilities to run the program on the Windows operating system. After developing an 

information system, one of the important next steps is software testing. This is especially important in the military field 

because even small flaws can do a lot of damage. Software testing is important because if there are any bugs in the 

software, they can be detected at an early stage and resolved before the software product is shipped. A properly tested 

software product ensures reliability, security and high performance, which further leads to time savings, cost efficiency 

and customer satisfaction. Implementation of the project is also a mandatory stage. For users to be able to use software 

products, they need to be deployed on the Internet or provide information and tools for their installation. Deployment is 

the mechanism by which applications, modules, updates, and patches are delivered from developers to users. The methods 

developers use to build, test, and deploy new code will affect how quickly the product can respond to changes in customer 

preferences or requirements, as well as the quality of each change. 
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Fig.31. Graphical interface code fragment 

 

Fig.32. A fragment of the program code 

To carry out the project testing process, two stages were developed: verification and validation. First, verification 

was performed to confirm the compliance of the project with the tasks. All requirements related to the project were worked 

out and verified. As a result, a numerical percentage value of the evaluation of the conformity of the result to the 

requirements of the project was obtained. Since the information system includes several autonomous programs, they were 

all analyzed separately (Table 2) and based on these values, the final value for the information system developed in this 

work was calculated. 

Table 2. Compliance of the software with the requirements that were set 

The name of the information system component is the program for Compliance ratings 

structuring of military information 93% 

visualization and classification of aerial objects in real-time 90% 

classification of objects for radio technical intelligence 95% 

integration of definitions of potentially unknown terms and abbreviations into informational materials 91% 

 

After receiving the results, you can pay attention to the fact that all the compliance ratings are greater than or equal 

to 90%, which means that the software tools are excellent in terms of their compliance with the requirements described 

above. Although each program has high marks, it does not reach 100%. This means that some requirements were not fully 

met. For the program for structuring military information, the goal was to quickly find the necessary information due to 

the hierarchical structure of the pages. This requirement was met, but some points and details of page tree visualization 

were missed. These are details such as highlighting the path of the page in its active state or when hovering over it.
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Real-time data processing was the goal of the program for the visualization and classification of aerial objects in 

real-time. This requirement was met, but some things were simplified. Ideally, as soon as the radar receives data, the 

program receives this data at the same time, but because there are different types of radars, we had to make interval checks 

for data updates. Thus, there is a very small time range in which the data may not be relevant. 

For the object classification program for radio technical intelligence, the goal was to find the probabilities of the 

input object belonging to a certain class. This requirement has been met, but with specific data, the probabilities may not 

be as accurate as they could be. The classifier algorithm looks for a range in which it compares characteristics. This range 

is calculated from the value of the target characteristic, and with specific data, the ranges can be either too small or too 

large, which, although not much, will affect the value of the probabilities. 

For a program to integrate definitions of potentially unknown terms and abbreviations into information materials, 

the goal was to process information files to integrate a certain dictionary into them. This requirement was met, however, 

only for the PDF format. Although this type of file is most common in the field of information materials, there are still 

several extensions that can be used. It is not possible to use these extensions in this version of the program, however, the 

system architecture allows you to easily add new implementations for different types of files, so this indicator will increase 

in the future. 

After summarizing the evaluations of all the software tools included in the complex information system for 

processing military data to help commanders of tactical units, a compliance value of 94% was obtained, and therefore the 

system successfully passed the verification stage. 

The next step was project validation. Validation confirms the ability of the tools developed within the scope of the 

project to implement the process of solving the specified task under specified conditions while obtaining the appropriate, 

relevant and correct result by confirming compliance with the functional requirements, as well as by performing a control 

solution of the project task. Since the BDD (Behavior Driven Development) approach was used during the development 

of the project, User Stories were used for testing. 

Behavior-driven development (BDD) is a flexible software development methodology, according to which a 

program is documented and developed according to the behavior expected by the user when interacting with it [36]. By 

encouraging developers to focus only on the intended behaviour of the application, BDD helps avoid bloat, excessive 

code, unnecessary features, or insufficient focus. This methodology combines, complements, and improves the practices 

used in test-driven development (TDD) and acceptance testing. A typical project that uses behaviour-driven development 

begins with a conversation between developers, managers, and the customer to form a big picture of how the product 

should work. Expectations for product behaviour are then set as goals for developers, and after all behavioural checks 

have been passed, the product is compliant and ready to be delivered to the customer. BDD offers the opportunity to 

expand the pool of input and feedback to include business stakeholders and end users who may not have sufficient 

knowledge of software development. With this enhanced feedback loop, development teams can more easily use BDD in 

continuous integration and continuous delivery environments. As for the mathematical part of algorithm testing, test data 

(Fig. 33-34) were used to check the operation of all algorithms that involve working with data. After completing these 

stages of testing, the information system was additionally tested by testers. The system was tested by people in real 

conditions to simulate the behaviour of real potential users. 

 

 

Fig.33. One of the test data files 

 

Fig.34. Test data for visualization and classification 
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Since the information system involves work in a local network to which the developers do not have access, a package 

with all programs and installers will be delivered to the end user. It is important to take into account that you need to use 

the Windows operating system to work with all system programs. To install an information system for processing military 

data to help commanders of tactical units, the user only needs to run a bash script that will install all programs included 

in the information system itself. Thanks to the graphical interface of all programs included in the information system 

being developed, users are unlikely to have any problems using the programs. The program for structuring military 

information has several pages that provide all the necessary functionality. After opening the web application through the 

browser, the user gets to the book selection page (Fig. 35). After selecting a book, the user goes to view the book with a 

visualization of its structure in the left part of the page (Fig. 36). Using the menu on the left, the user can move from page 

to page. To manage the information contained in the application, the user must be authorized to use the application as an 

administrator. After that, all pages accessible to a simple user will have additional controls (Fig. 37) with which you can 

add, delete, and edit information. 

 

  

Fig.35. Book selection 

 

Fig.36. Viewing the book 

 

Fig.37. Administrator controls 

The program for visualization and classification of aerial objects in real time has a graphical interface consisting of 

one window (Fig. 38). This window shows air objects already classified and placed in the correct places, the data of which 

was received from the radar. This window is updated periodically. This period and other settings can be set in the 

configuration file described in the previous section. Information about aerial objects, their name and rendering colours is 

also displayed at the bottom left. 

The program for the classification of objects for radio technical intelligence also has one window through which 

interaction with the program takes place. After opening the program in the browser, the user gets to the program page 

(Fig. 39) where he can enter parameters for the classifier. The classifier reacts to the change of each parameter, which 

means that after each change of the characteristic, according to the current data, classification will be carried out and the 

probability of belonging of the object with the characteristics entered in the form to the existing classes will be derived. 

The program for integrating definitions of potentially unknown terms and abbreviations into information materials, like 
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the two previous programs, has one window for user interaction with the program (Fig. 40). However, unlike other 

programs, this program involves first creating a dictionary (Fig. 41) in any convenient program that allows you to export 

data with the CSV type. This file, as well as the information file with the PDF type, will be loaded into the program to 

combine them. As a result, a copy of the information file with additional data appears on the user's computer, which is 

displayed in the browser as notes (Fig. 42). 

 

 

Fig.38. Graphical program interface 

 

Fig.39. Graphical interface of the program for classification of objects for radio technical intelligence 

 

Fig.40. Graphical interface 

 

Fig.41. Dictionary - data on words and phrases 

  

Fig.42. Viewing the information file generated by the program 
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In this way, the user can view the document without unnecessary information, and when this information is needed, 

he can find it by hovering the cursor over the relevant word. 

5.  Conclusions 

In the course of the work, the relevance of the chosen topic was investigated and revealed. The process and various 

aspects of the work of the commander of tactical units were analyzed and potential problems that he may face during his 

work were identified. To solve the problems, a solution was presented in the form of an information system for processing 

military data to help commanders of tactical units. During the analysis of the current state and prospects in the field of 

research, the details of the process of command and control carried out by the commander of tactical units were elaborated 

in more detail. The closest analogues that existed at the time of the project development were also analyzed. Their 

advantages and disadvantages were determined, and based on these data, the final vision of the information system was 

formed. To correctly create the architecture and highlight the functional tasks of the system being developed, a system 

analysis was performed and a conceptual model was built. Before that, all the requirements for the information system 

were defined and documented. Using this data in combination with information about the purpose, the problems the 

product should solve and its overall vision, all the necessary diagrams were built using UML notation. These diagrams 

show the relationships between objects and the overall architecture of the system. The architecture of the system was built 

in such a way that the component systems and the system as a whole could be easily expanded without spending a lot of 

time and resources on it. Diagrams summaries all information about the processes and objects of the information system 

in a visual representation. Appropriate means of project development are selected, described and substantiated for 

convenient development. The algorithms programmed in the information system are described and visualized on the 

diagrams. All the main methods used to achieve certain tasks in the project were defined and described. In particular, for 

the effective operation of some parts of the system, a new method of classification based on known ones was presented. 

Its idea and work algorithm are presented. During and after the development of the project, testing of the information 

system was carried out to confirm the fulfilment of all requirements. The degree of implementation of each component 

of the information system was evaluated and this information was analyzed. At the testing stage, the final product was 

verified and validated, which formulated a conclusion about the work result. At the end of the work, information on the 

implementation of the project was provided. The process of operation of the components of the system from the side of 

the end-user and the process of deployment by the end user of the information system for processing military data to help 

the commanders of tactical units were described. 
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