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Abstract: Enterprises are adopting blockchain technology to build a server-less and trust-less system by assuring
immutability and are contributing to blockchain research, innovation, and implementation. This led to the genesis of
various decentralized blockchain platforms and applications that are unconnected with each other. Interoperability
between these siloed blockchains is a must to reach its full potential. To facilitate mass adoption, technology should
have the ability to transact between various decentralized applications (dapps) on the same chain, integrate with existing
systems, and initiate transactions on other networks. In our research, we propose a secured authentication mechanism
that enables various decentralized applications on the same chain to interact with each other using a global dapp
authentication registry (GDAR). We carried out an in-depth performance evaluation and conclude that our proposed
mechanism is an operative authentication solution for dapp interoperability.

Index Terms: Blockchain, Interoperability, Decentralized Applications, Authentication Mechanism, Credit Bureau.

1. Introduction

1.1. Importance of Interoperability in Enterprises

Digitization not only improves the productivity and efficiency of the business by capturing the data, but also
facilitates easy integration of business systems. Every organization has its own mission-driven core business goals.
Organizations strive to focus on their line of interest rather than building a complete end-to-end solution. Outsourcing is
a business process that delegates the business activity to a third-party system to solve time, manpower, and financial
constraints [1]. Smart businesses outsource the business functionalities that are not aligned with their business goals and
interoperate with third parties to consume the services produced. Let us consider a couple of scenarios that demand
business to obtain services from others.

Scenario 1: The Government regulations and anti-money laundering laws in several countries impose the financial
institutions to verify the documents that demonstrate the identity, address proofs, and legality of the customers [2]. Two
constraints that arise in this situation are i) additional overhead for the banks to verify and validate the proofs submitted
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by the customer as it is not the banks’ main line of business. Any non-compliance reported will charge an ample amount
on the banks [3]. ii) if a customer applies for loan in two banks, then both the banks need to validate and verify his/her
identity, thus involving a lot of redundant work. To stay focused, smart financial institutions integrate with the third-
party identity verification service provider, which is known as “Know Your Customer” (KYC) [4].

Scenario 2: With an increase in fraud rate and by considering the safety of its own employees and organizations,
many companies conduct background verification of the shortlisted candidates during job offerings. According to the
UK Trends and Best Practices Report, 78% of companies have agreed to conduct a pre-employment background check
[5]. This check can either be carried out in-house or consult a third-party verification team who does a thorough
verification of the proof submitted by the new joiners. In practice, some businesses need to collaborate and interoperate
with other relevant businesses to attain mutual benefit.

1.2. Issues with Existing Banking, Financial Services and Insurance (BFSI)

The existing BFSI industry not only use centralized servers but also integrates with various legacy systems that
work on different technologies, standards, and protocols. Cybersecurity is of paramount importance in BFSI. Even
though BFSI invests and implements several algorithms to provide confidentiality, integrity, authentication, privacy,
and non-repudiation of information, it encounters many attacks [6]. Financial firms are likely to get attacked 300 times
more than other industries [7]. Even though BFSI invested a lot of money, time, and effort in addressing these non-
functional security requirements, it still struggles with the following open issues:

(1) Nontransparent data across systems - Each party involved in business maintains its bookkeeping
separately, which is closed from the public. Reconciliation between these businesses is conducted at regular
intervals [8].

(2) Data tampering - Traditional ledgers are vulnerable to tampering by a malicious record-keeper [8].

(3) Single point of failure - Use of centralized servers and database may result in a single point of failure [8,
9].

(4) Lack of trust among stakeholders - Trust is a crucial factor in the financial sector. It can be built by
refraining the banks from behaving opportunistically. Existing system ledgers are closed from the public; therefore,
this process cannot guarantee trust among various stakeholders [10].

(5) High transaction fee - With an increase in the number of intermediaries between the customer and the
organization, the transaction fee increases [8, 10].

(6) Information Asymmetry - Central authorities create an asymmetry in data and may try to overuse the
power to generate money [11, 12]. Credit bureaus are an example of revenue generation because of information
asymmetry.

(7) Longer Settlement time - Settlement [trade/transaction settlement] takes more time, as it does not take
place at real-time [13, 14].

Blockchain [2, 15] is considered a breakthrough in technology as it addresses the above issues. Blockchain
provides an alternative and improvised solution in various domains and sub-domains [16, 17, 18]. Blockchain based
Rain Drop Service verification scheme and Fingerprint Biometric verification is proposed to prevent cyber-crimes in
banking transactions [19]. In the following subsection, we present an overview of blockchain along with the issues it
can resolve and the new challenges that open to implement it for real cases.

1.3. Overview of Blockchain and How it Addresses the Above Issues

Blockchain is a distributed append-only verifiable ledger [20]. Blockchain-enabled BFSI ensures that data is
transparent (addressing issue 1 above), immutable (Write-Once, Read-Many) (addressing issue 2 above), and provides
confidence that “WHAT I SEE IS WHAT YOU SEE” (addressing issue 3 above) [21]. It removes information
asymmetry by ensuring that the data is publicly open and distributed to all stakeholders of the network (addressing issue
4 and 5 above) [14]. In Permissioned Blockchains, the transactional fee is usually low (addressing issue 6 above).
Settlement of transactions is carried out by miners, facilitating instant reconciliation (addressing issue 7 above).

Ethereum blockchain uses smart contracts to create a digital agreement between the buyers and sellers [21].
Deployed smart contracts are trackable and irreversible. Different decentralized applications (dapps) are created for
different business requirements [22, 23]. Dapps may or may not use blockchain and are built on peer-to-peer
decentralized network [15, 24, 25]. In this research, we consider dapps that interact with the blockchain and manages
the state of all actors in the network as shown in Fig.1. The front-end of a dapp is very similar to that of centralized
applications, and the backend represents business logic powered by smart contract. Decentralized applications build an
immutable, transparent, and information symmetric system, but they are not mature enough on these aspects as
centralized applications. Hence, research is being carried out in version controlling, bug fixing, coupling multiple dapps
together, achieving scalability and so on. In this research we focus on achieving interoperability between various dapps.

The chain of events carried out during our research are discussed as below. In the Literature Review section, we
analyze several challenges while achieving interoperability between various dapps and by credit bureaus. In the
Methodology section, we propose a secure authentication mechanism that enables decentralized applications on the
same chain to interact with each other using a global dapp authentication registry (GDAR). In the Results section, we
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present the implementation of the proposed model for achieving secure interoperability between financial institutions
and credit bureaus, then evaluated the experimental results.
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Fig.1. Dapp interaction with ethereum

2. Literature Review

The literature review is carried out in two directions. First, we discuss the problems in blockchain while achieving
interoperability and, second, concerning the credit bureau system which is our case study.

2.1. Literature in Blockchain Technology while Achieving Interoperability

Blockchain has the potential to build better-connected businesses [26]. Motivations behind using blockchain for
development have been summarized in [27-29]. It removes friction between various stake holders and tries to perform
settlement in real time [10]. Blockchain based authentication and access control technique is proposed for secure data
sharing between cloud owners and users [30-32]. To address the privacy issues associated with cloud storage, a
blockchain based private storage system is proposed [33]. Blockchain has introduced new problems that act as
hindrance while applying it for real world scenarios.

. Blockchains work in Silos - Unlike Cloud-based centralized systems, initial generations of blockchain operates
in silos, therefore, impedes seamless transactions between multiple blockchain platforms [34]. To overcome
this, various interoperable blockchain solutions have emerged and they use different Interoperability schemes
and Finality consensus. A comparative study of some of these interoperable blockchain products and schemes
are discussed [35-38].

. Privacy of data - According to Article 5 of European Union (EU) General Data Protection Regulation (GDPR)
the seven key data protection principles are lawfulness, fairness and transparency; purpose limitation; data
minimization; accuracy; storage limitation; integrity and confidentiality; and accountability [40]. Blockchain is
a public ledger and restricts the privacy of transactions [40, 41].

What businesses need from an enterprise blockchain platform is the ability of multiple applications to run across a
common layer of identity, consensus, and governance. Integration can happen at the application level, system level,
business level, or enterprise level [34]. The security and privacy requirements while achieving interoperability are
adaptable trust management, fine-grained access control and privacy preserving encryption [42]. In our research, we
focus on application-level integration, specifically on dapp integration. Dapps should have a mutually collaborative
relationship such that various applications should be able to share the data between them. If an application has to send
or receive data from another, they must strictly follow some semantics, so that the data sent by one is understood by
others. There are several advantages of dapp when compared to traditional applications [43]. “State of the dapps”
project maintains the list of decentralized applications built on various blockchain platforms [44]. The owner of a dapp
can submit the details of their dapp to the “State of the dapps” project. This project maintains the name of the dapp,
description, author, status, category, URL of the dapp along with its smart contract address on the main network. This
enables the users to download the app and make the required transactions. By clicking the link of the smart contract
address, the user can view all the transactions that took place on the app. The limitation of this project is that it stores

Volume 16 (2024), Issue 6 71



GDAR: A Secure Authentication for Dapp Interoperability in Blockchain

information about the details of a single dapp, however, it does not have the details of how an app can interact with
others.

2.2. Survey on Our Case Study - Credit Bureaus

When a customer applies for a loan or credit card, his/her credit risk assessment is estimated before the required
services are approved. Several parameters like payment history, credit utilization, length of credit history, credit types,
inquiries, professional background, collateral, education, family background and social media profile are considered for
credit score calculation [45]. Risk arises to the financial institution when a customer exhibits inability to repay as
agreed. When the volume of defaulters increases, the current reserve of the financial institution depletes and may
eventually lead to losses. The responsibility of the offering financial institution is to evaluate and predict the repayment
capability of the customer. Credit bureaus are the private bodies that demonstrate a role in maintaining and providing
credit scores to the customers [46, 47]. This generated credit score acts as one of the key considerations by the financial
institution in making the final judgment on the application of the customer. Equifax [48], Experian [49], and
TransUnion [50] are some of the examples of credit bureaus.

The following are some of the open challenges faced by the centralized credit bureaus that lead to the pavement of
new requirements.

« The Survival of Credit bureau systems is mainly due to the asymmetry of information. Credit bureaus typically
gather data of all the customers from various creditors and then calculate the creditworthiness of each customer
based on that customer’s repayment history. Thus, it led to a non-transparent information model.

The solution is to replace the centralized credit bureau system with an open and transparent blockchain system that
can avoid information asymmetry. Colendi community aims to assess the credit score using a distributed approach [51,
52]. It tries to replace the centralized credit bureau systems with decentralized ones, thus eliminating the drawback of
information asymmetry. In addition to the repayment history, the Colendi algorithm processes both the past and real-
time data to provide a reliable credit score. As the credit score generated by Colendi has no boundaries, it is valid
globally as is deployed on the blockchain network.

. Credit bureaus typically gather the information of all customers from various creditors and then calculate the
creditworthiness based on their repayment history. As this information is not updated directly by the customers,
it may lead to data inaccuracy.

As per the Credit Information Companies Regulation Act in India, information regarding every retail loan and the
customer’s repayment details should be reported to the credit bureaus [53]. However, the nonfinancial data of the
customers also has an impact on credit repayment capabilities. The life of a customer can change drastically because of
an unexpected event. This event could be the death of the primary salary contributor in the household, loss of
employment, disability due to an accident, and health issues, etc. Hence the customer should be given an option to
update his non-financial data to the credit bureau with the submission of appropriate documents.

. Customer does not have data ownership (Privacy Control): Any organization can access the credit bureau score
of a customer regardless of the customer’s interest. The customer should have a provision to choose and
authorize the requests and decide whether he/she permits the organization to access this data or not. It does not
seek any consent from the customer. According to the Protection of Personal Information Act (POPI Act) [54],
the customer should confirm before a business can access his/her credit report. It depends on the corresponding
Nation’s Credit Act. To protect the privacy of customer’s data, we take consent from the customer while filling
the application for credit check processing.

Guppy addresses this by using blockchain wallet feature [55]. Each time consumer’s data is accessed, the
consumer gets paid, and customer’s wallet shows the complete list of transactions along with the public address of
financial institution that have accessed the data, including the portion of data it has accessed, and the access date and
timestamp.

. ldentity theft: Privacy of personal data is compromised as the information is under the control of a centralized
database. A massive data breach at Equifax in 2017 compromised the personal information, including Social

Security numbers of 147 million consumers [48]. On July 22, 2019, as part of a court settlement, Equifax
agreed to distribute around 500 million dollars to those affected.

3. Methodology

BFSI gives utmost importance to information security. It focuses on all the security features like confidentiality,
integrity, authentication, non-repudiation, and denial of service. It uses various techniques like multi-factor
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authentication, encryption, and real-time masking of fields to guarantee network and information security. Multi-factor
authentication and encryption are the biggest obstacles for hackers [56]. Despite implementing all these techniques,
traditional banking systems still suffer from hacking.

3.1. Challenges and Proposed Solutions in Achieving Interoperability

Blockchain is considered a definitive solution for some of the challenges faced by traditional centralized banking
systems. However, it pops out some of the new challenges like interoperability, scalability, and standardization. Our
research mainly focuses on interoperability. Five different challenges, along with some proposed solution(s), to achieve
interoperability between two decentralized applications, are provided next.

A. First Challenge - Secure Interoperability between Two Dapps

Business objectives demand a collaborative relationship among various business partners, regulators, and third
parties. This research mainly focuses on achieving interoperability between dapps of different businesses that
complement each other. Decentralized applications should be collaborative and capable of authenticating each other. A
blockchain-based dapp is accessed by Business to Consumer (B2C) or Business to Business (B2B). However, in B2C,
interoperability may not be applicable as users can directly access the dapp, whereas B2B requires a secure way of
communication between two dapps.

Proposed solution to address the first challenge: To address the above-stated interoperability issue, in B2B, we
need to identify whether a dapp has required permissions to access another dapp or not. For simplicity, we represent the
dapp providing the service as server dapp or dapp initiator, and the dapp requesting the information as client dapp. The
server dapp proposes a one-time offline registration process for client dapps to sign Memorandum of Secure
Interoperability (MoSI) between two parties and generates MoSI_ID to enable secure transactions between these two
dapps. GDAR is a smart contract that validates the permission of client dapps to access the server. In our proposed
design, we maintain three different fields in GDAR for achieving interoperability between two decentralized
applications, shown in Table 1.

Table 1. GDAR

| Server_Unique_ID | Client_Unique_ID | Encrypted_MoSI_ID |

On completion of MoSI process, server dapp inserts records to GDAR ledger by encrypting MoSI_ID using the
Public key of the server (Pus) as shown in egn. (1).

Ecosr = E[MoSI _ID]pu (1)

All client dapp requests must include Eciient to enable secure transmission of MoSI_ID on the network. MoSI_ID is
first encrypted with the private key of the client (Pr¢) and then with the public key of the server (Pus) as in egn. (2).

Ecien = E[ E[MoSI _ID]er. |pu: @)

On receiving the request, the server dapp decrypts it using the private key of server (Prs) and then the public key of
Client (Puc) as in eqgn. (3).
Doiient = D[ D[MoSI _ D] pu |er. 3)

Server dapp then invokes GDAR bypassing the Server Unique ID and Client Unique ID, and then fetches the
corresponding Ecpar. Ecpar is decrypted using private key of the server as in egn. (4).

DGDAR = D [ EGDAR] Prs (4)

The request is considered valid only when Dgpar is same as Dciient.
B. Second Challenge - Identification and Authentication of Trusted Entities

BFSI transacts only with trusted customers. Customers submit KYC to banks, so are trusted by the banks, whereas
Bitcoin and Ethereum blockchains are pseudo-anonymous and use a public network. It opens the following challenges: i)
how do we authenticate and restrict the users of an application on a public network and ii) how to identify and allow
who can access what functionalities of a dapp.

Proposed solution to address the second challenge: The user logs on to the blockchain with a combination of a
public and private key. A user can create multiple such accounts. A solution to uniquely identify and authenticate the
trusted users on a public network is to choose a consortium blockchain with permission to only trusted entities. But how
to identify and verify whether the users have access to a particular module in a dapp? In our design, we propose a two-
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factor authentication. The first level of authentication is carried out at the blockchain level by using the combination of
public and private key. At the second level, we maintain a GDAR, which identifies and controls the user access rights of
a dapp along with their permissible functional access. In our proposed design, we extend the GDAR by adding access
rights at the module level. Access rights specify whether the client is an “endorser”, who is directly involved in the
transaction or a “reviewer”, who can only view the transaction. Revised GDAR is shown in Table 2.

Table 2. Revised GDAR

| Server_Unique_ID | Client_Unique_ID I Encrypted_MoSI_ID | Access_Rights_for_Modules I

C. Third Challenge - Protecting Identity Theft

The incident with Equifax in 2017 had proven that there is a compromise in protecting the privacy of customer’s
personal information when the data is under the control of a centralized system [48]. Preserving the privacy of a dapp
deployed on the blockchain is challenging as its key capability is to provide openness and transparency to all the users.

Proposed solution to address the third challenge: Preserving the privacy of the customer is of utmost importance.
Blockchain is an open and transparent system. To prevent identity theft, one must avoid disclosing personal information
on a public network. The following solutions may be applicable to preserve the privacy of the customer.

Design choice 1- Use of consortium blockchain instead of public blockchain: Unlike a public blockchain, consortium
blockchain restricts access to limited nodes with similar interests [57]. It ensures privacy to a certain extent, but in some
scenarios, it is challenging when other nodes are business competitors.

Design choice 2- Usage of private transactions: Transactions are made private while using confidential data.

Design choice 3- Hashing technique to mask data: Masking is a technique of concealing the data with modified content.
Masking fields try to strike a balance between data transparency and protecting customer data. Masking the required
data helps to achieve confidentiality by not disclosing the information on public networks.

Design choice 4- Consent from customer: According to the POPI Act, the customer has complete authority to provide
his/her approval before sharing his personal information [54].

D. Fourth Challenge - Standardized Data Format

Standardization is needed to achieve a meaningful data exchange between various dapps. However, proposing a
global standard data format is not possible as the data formats usually depend on the domain and the business
functionality. The challenge is to propose a standard data format while achieving interoperability between dapps.

Proposed solution to address the fourth challenge: An interface is developed between the client and server by
accepting the request and response data formats of the server. Sharing this request and response formats between
various businesses is carried out during the MoSI phase specified in the proposed solution to address the first challenge
explained above.

E. Fifth Challenge - Compliance

The data stored on the blockchain is immutable and permanent, and the deployed smart contract cannot be
modified [58]. However, most of the applications are updated frequently because of bugs, change requests, and
compliance regulations. For example, all businesses should adhere to the rules provided by their corresponding
accrediting organizations. The following are some of the regulatory compliance systems [59].

« PCI-DSS and GLBA in the financial industry
. HACCP for the food and beverage industry
« Joint Commission and HIPAA in healthcare

The challenge here is how to accommodate and operate consistently with the changing regulations to avoid
penalties for law violations [60].

Proposed solution to address the fifth challenge: The functional expert should identify and decide which part of the
data should be on-chain and what goes off-chain. The data that needs transparency and immutability is placed on the
blockchain, and the data that needs frequent changes should go off-chain. A model-view-controller (MVC) approach is
suggested to implement the compliance regulations in blockchain [61, 62].

3.2. Case Study: Interoperability between Credit Decision Dapp and Credit Bureau Dapp

This section describes how the above discussed proposed solutions are applied and implemented to the case study
that simulates the interoperability between Credit Decision System (CDS) and the Credit Bureau system (CBS). CDS
processes the loan/card application submitted by the client and decides whether to accept or reject that application. CBS
provides credit score for a given customer. In our case study, CBS and CDS are decentralized applications
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that were built on Ethereum. Fig.2. depicts that the CBS dapp (dapp initiator/server) deployed on Ethereum blockchain
is accessed by all financial institutions.

Financial
Institution

CB Dapp
Client Node 3

Credit Bureau £ Bank 2

CBDapp ™.
Initiator
I/Server Node

b “ cB Dapp
Client Node 2

Bank 1

Fig.2. Credit Bureau dapp accessed by all banks, money lenders, and other financial institutions

In general, financial institutions such as banks, credit card issuers, and money lenders are the clients for credit
bureaus. In our case study, we consider financial institution (or bank) as a client that seeks credit score from the credit
bureau dapp. Fig.3. depicts various functionalities carried out by credit bureau and financial institutions. In this research,
we focus on ‘Disseminate Credit Score’ and ‘Credit Decision management’ functionalities.

. Bank/Financial
Credit Bureau Institution

Credit Decision Management
Credit Management
Transaction Managment
Collections Management
Customer Service Management

« Data Collection
« Computing Credit score
« Disseminate Credit score

e s 0 0 e

Fig.3. Interaction between credit bureau and financial institution

When a customer applies for a loan, the financial institution performs prechecks for rejecting the blacklisted and
fraud applications. The CDS of that financial institution processes the valid applications and sends a request to check
the credit score of the customer to CBS. CBS responds to the CDS with a credit score. CDS will decide whether to
approve or reject the application by considering the credit score and other parameters like VIP applicant, number of
dependents the customer has, salary, etc. Financial institute forwards the decision taken by CDS to the customer. Fig.4.
depicts the sequence of steps involved in retrieving the credit score of a customer.

The following part of this section explains how the proposed solutions are applied for this case study.

Addressing challenges 1 and 2: The GDAR smart contract had been implemented to maintain the Server ID, Client ID,
encrypted MoSI_ID and allowed functionalities. As part of one-time registration process, the Credit Bureau and
Financial institute signs the memorandum of secure interoperability (MoSI) and agrees upon the MoSI_ID. The CBS
then updates the GDAR with Server_ID, Client_ID, encrypted MoSI_ID, and allowed functionalities.

Addressing challenge 3: To ensure privacy, certain fields (such as some characters in unique 1d) in the client request
can be masked. On successful authentication, the credit bureau forwards the request to the customer to seek his/her
authorization for sharing the credit score to the financial institution.

Addressing challenge 4: As part of MoSI (one-time registration process), the server shares the request and response
formats with the client. In addition to the functional information, the request format should include Server ID, Client ID,
encrypted MoSI_ID, and allowed functionalities to comply with the proposed solutions of first two challenges.

Addressing challenge 5: The pattern followed here is MVVC. Model is the MoSI procedure that finalizes the request and

response data format to store the necessary information. View is the front-end of CDS. Controller is the CBS and
GDAR  that  provides  authenticated interoperability between dapps. The algorithm for
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achieving secure interoperability between CDS and CBS using GDAR is described in Algorithm 1. The complete
request-response cycle in building this secure dapp authentication mechanism is depicted in Fig.5.

Financial Dapp for Credit Dapp for Credit
Client Institution Decision System Bureau System
(CDS- Blockchain) (CBS-Blockchain)

1. Request a loan

2. Rejects duplicate
applications and

blacklisted/fraud
customers

3.Forwards the
request

4 Forwards the
request to CB

Y

5.Retrieves the
credit score of the
cusotmer

5.Responds with
Credit score

6.Based on Credit score
and other parameters
decides whether to
approve or reject the
application

7. Forwards the

decision on the
8.Intimates the application

status to applicant

Fig.4. Interoperability between CDS and CBS dapp to retrieve credit score for valid customers

Ethereum Blockchain

Global DApp
Registry Smart y
Contract X r
6
e / = |
Contract 8 Contract
P —) »
«—
-4 E g
9
i DBW = 3 ; P ;
— : : —— S |
' 1 3 - :
' g?:p : ; cDS :
: ; : DApP ;
Portal Portal 5 I ro

i ' ' ' Financial
Institution "“"

Credit Bureau
i 1

Customer &

Fig.5. Sequence of steps followed to depict interoperability between CDS, CBS and GDAR
Algorithm 1: Sequence of steps involved in achieving secure interoperability between CDS and CBS using GDAR

. Customer applies for a loan to financial institution.
. The financial institution performs pre-checks and removes blacklisted and fraud applications.
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. The valid applications are forwarded to CDS dapp Portal.

. CDS dapp invokes CDS smart contract.

. CDS smart contract forwards the request along with server ID, client ID, encrypted MoSI_ID (Eciient =
E[E[Mo0SI_ID]prc]pus ) and function name to CBS smart contract

«  CBS decrypts Eciient ( Dciient = D[D[M0SI_ID]puc]rrs ) and invokes the GDAR by passing server ID and client 1D

. GDAR fetches the corresponding encrypted MoSI_ID (Ecpar = E[M0SI_ID]pys) and access rights that are
stored in GDAR after MoSI Phase and then responds to CBS.

. CBS now decrypts Ecpar (Depar =D[Ecpar]rrs) and validates if Dgpar is same as Dciient t0 check the
authenticity of client. For valid customers, CBS retrieves the credit score and forwards it to CDS smart contract.

. CDS smart contract now forwards the creditscore to CDS dapp

. Based on credit score and other parameters (such as VIP customer, outstanding assets, number of dependents
the customer has), CDS decides whether to approve or reject the application.

« Financial institution forwards the decision taken by CDS dapp to the applicant.

4, Results

In this section, we present the implementation details of our proposed model by depicting secure interoperability
between CDS and CBS using GDAR for the case study. The specifications of the implementation setup are Intel(R)
Core(TM) i5-1035G1CPU@1.00 GHz, 8 GB RAM, 64-bit operating system, and X64-based processor. For the
deployment, we have used Remix IDE, MetaMask Wallet, Ganache as a private Ethereum Blockchain and Sepolia as a
public test Ethereum network.

In Ethereum, the gas consumed for contract creation or function execution depends on the complexity,
computational requirements, and storage allocation. Each operation within the function consumes certain amount of gas,
and the cumulative gas cost of all operations determines the total gas consumed. Tools like Remix IDE or Truffle can
help to estimate the gas cost for deploying the contract or function execution. Specify the gas limit for the transaction
deployment. If the gas consumed exceeds the gas limit, the transaction will fail due to an out-of-gas error.

Simulation Setup

Three different smart contracts CDS (Loan Application), CBS (Credit Bureau), and GDAR are developed using
remix IDE. These contracts are first deployed on the private blockchain using Ganache. Sample Contract deployment
on Ganache using MetaMask is depicted in Fig.6.

To capture the amount of gas used in live settings, the same is deployed on the Sepolia test public network. We
tested the proposed model for the following three different scenarios:

Case i) We record the amount of gas consumed for contract creation and execution of various functions in Table 3.
Fig.7a represents the gas consumed for both Sepolia and Ganache. These statistics show that contract creation takes
more gas compared to actual transactions or function calls.

Case ii) We perform a self-comparative study by increasing the number of records from 1 to 10, 20, and 30 on both
Ganache and Sepolia networks. Fig.7b and Fig.7c depict the test results of the Ganache and Sepolia. We notice that the
consumption of gas increases as we increase the number of records in both Ganache and Sepolia.

» MetaMask Notification A - OX
® Localhost 8545
. Account 10 New contract
https://remix.ethereum.org
CONTRACT DEPLOYMENT
DETAILS  DATA
EDIT
Estimated gas fee © 0.02127584 0.021276 ETH
Site suggested Max fee: 0.02127586 ETH
Total 0.02127586 0.02127586 ETH

Amount + gas fee Max amount: 0.02127586 ETH

\ et )

Fig.6. Contract deployment on ganache using metamask
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Case iii) We record the minimum and maximum gas consumed for invoking the getcreditscore() function. Fig.7d
depicts the gas consumed for fetching the first and last record of getcreditscore() for a varying number of records. We
observe that i) the gas consumed is constant while retrieving the first record and ii) gas increases proportionally to the
increase in the number of records.

Our proposed solution is an add-on feature that provides additional security using GDAR. The dapp registry
consumes 1775092 gas in Ganache and 1462404 in Sepolia for contract creation, a one-time process. It also consumes
180632 and 204972 in Ganache and Sepolia for searching a single record. This additional gas consumption provides an
add-on authentication mechanism for providing secured interoperability between smart contracts.

Table 3. Gas consumed by ganache and sepolia

SmartContract Function Gas_Used_Ganache Gas_Used_Sepolia
dapp_global_registry Contract_Creation 1775092 1462404
dapp_global_registry addvalDetails() 243814 238574
dapp_global_registry getValidation() 1137261 133821
Credit_Bureau(CBS) Contract_Creation 1839971 1491111
Credit_Bureau(CBS) addCredit_Details() 90875 92211
Credit_Bureau(CBS) getscore() 137677 140271
Credit_Bureau(CBS) setaddr() 43232 42584

Loan_Application(CDS) Contract_Creation 1994840 1647172
Loan_Application(CDS) SetApplicant() 287520 282624
Loan_Application(CDS) Creditreq() 180617 156954
Loan_Application(CDS) setaddr() 43182 42534
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5. Conclusions

Blockchain is a decentralized public system and anyone, who knows a contract address and ABI (Application
Binary Interface), can invoke its functions. This access mechanism compromises the privacy of applications on the
blockchain. BFSI is highly prone to hacking and implements many security tools. Hence, there should be a control on
who can access which smart contract.

In this research, we proposed a method wherein two decentralized applications residing on the same blockchain
platform can securely interoperate with each other. This research implements a GDAR to ensure secure interoperability.
It validates and controls who can access what functionalities of the dapp. Ethereum provides authentication by a pair of
public and private keys whereas our proposed design GDAR proposes a multi-factor authentication at both blockchain
and dapp level. In addition, GDAR allows peer to peer transactions with MV C architecture. This study has successfully
developed and deployed credit bureau and banking smart contracts using GDAR that demonstrates enhanced trust and
security in dapp interoperability.

GDAR authentication can be implemented to achieve the following features in a multiple decentralized application.
i) Secure Data Sharing: GDAR ensures that only authorized users can initiate cross-dapp transactions, preventing
unauthorized access and tampering sensitive information. ii) Secure Smart Contract Communication: GDAR ensures
that only authorized smart contracts can invoke specific functions or modify contract states, protecting against
unauthorized or malicious actions. iii) Access Control: Enables fine-grained control over the actions and data that
different dapps can access or modify when interacting with each other. iv) Compliance and Regulatory Requirements:
GDAR helps dapps to comply with regulatory requirements, such as KYC and Anti-Money Laundering (AML) rules in
a secured manner.

In the future, i) we bring more flexibility to the one-time registration process (MoSl) by making this online
processing, ii) we enhance GDAR to make it a repository of all dapps that are implemented on all blockchain platforms,
iii) we investigate on strong identity management tools that minimize the data storage on blockchain, and iv) we refine
the study by deploying the authentication mechanism on various blockchain platforms.
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