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Abstract — The paper is related to system and method for
protection of an automated control system (ACS) against
un-authorized devices connected to the ACS via wired or
wireless channels that substantially obviates the
disadvantages of the related art. The protection system
monitors the signals spreading in the network analyzing
the performance of the network for malicious code or
hidden connections of attacker. The system is developed
specifically for this purpose and it can protect the
industrial control systems more effectively than standard
anti-virus programs. Specific anti-virus software installed
on a central server of the automated control system
protects it from software-based attacks both from internal
and external offenders. The system comprises a plurality
of bus protection devices of different types, including any
of a twisted-pair protection device, a power lines
protection device, On-Board Diagnostics signal protocol
protection device, and a wireless protection device.

Index Terms - automated control systems (ACS),
protection system, anti-virus, twisted-pair, power lines,
radio channels.

|. INTRODUCTION

Today different automated control systems (ACS) are
getting more and more popular. ACSs are widely used for
controlling various technological processes. They include
not only systems performing separate functions (video
surveillance, fire, access control, etc.) but also integrated
solutions that combine a great diversity of sensors and
devices.

Automated control systems are multifunctional, and
therewith complex.

These systems typically include hardware and software
means for automated control of technological processes
and equipment at production sites equipped with
automated production lines (i.e., a plant or a factory). The
automated control systems provide control and
monitoring of various modules and subsystems of the
automated production system and other automated
systems at the production site.

Typically, an automated control system controls power
supplies, an alarm system, a lighting system, a video
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surveillance system, an air conditioning system, a heating
system, etc (Fig. 1).

Fire alarms

Access control system @

Building sustenance control
system

Figure 1. Elements and systems controlled by automated control
systems [1].

Additionally, the automated control systems can be
responsible for access control to a production site (or a
building). Some sophisticated ACSs can be used for
complex engineering objects that have a strategic
importance for a country. For example, the automated
control systems are used at nuclear (or hydroelectric)
power plants, military bases, places of mass gathering of
people, such as airports, train stations, malls, etc.

The paper is organized in the following way :

e introduction telling about main tendencies in the
field of auto mated control systems;

e description of basic principles of functioning of
viruses for automated control systems including
the main channels of virus propagation;

e description of the proposed protection system
from un-authorized devices connected to the
ACS via wired or wireless channels;

e conclusion.
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I1. BASIC PRINCIPLES OF FUNCT IONING OF VIRUSES FOR
AUTOMATED CONTROL SYSTEMS

The combination of different technologies in the
construction and the growing comp lexity of an automated
system increase the number of possible grave
shortcomings in terms of security. At the same time, such
vulnerabilities attract attention of intruders and cyber
criminals because of the possibility to obtain valuable,
often confidential, information and control over vital
systems.

The problem lies within the fact that the server
software is usually installed on a dedicated computing
machine. This machine is connected with many assistive
devices for data transmission, forexample, GSM modems,
Bluetooth transmitters and Wi-Fi access points. [2]

In addition, the software for work with a local
computer network of the building is often installed on the
server of automated control system. In fact, it turns out
that this computing machine has a large piece of software
responsible for all incoming data processing.

The main channels of the virus propagation are:

e Bluetooth channel
Bluetooth networks are extremely fragile and
can easily receive the file with a virus from the
attacker without authorization request;

e  Wi-Fichannel
Wi-Fi network can be easily compromised by an
attacker and he or she can bypass authentication
system by transmission of the virus to the server
of ACS;

e HTTP channel for remote access
HTTP exchange with the Internet can be one of
the channels of infection of automated control
system of the building. Wulnerabilities of
software built on the HTTP protocol are well
known [3];

e GSM channel
Unauthorized system control can be also
performed via GSM channel. It can be done, for
example, by sending the SMS-message with a
fake sender's number that contains malware or
hazardous commands;

e  Paired channels
If the server of the automated control system is
also connected to the local network the
malicious program can easily get to the machine
fromthe network;

e  Pre-install the software and logic bombs
This channel of infection of the server software
of automated control system means that during
the installation of the control system for
intelligent building, an intruder, for example,
entering into the confidence of the client, installs
the malicious software on the server of ACS.
Prove that the virus is installed with an evil
intent is impossible. It is also hard to detect such
a virus because comprehensive anti-virus
software for automated control systems does not
exist. [2], [4], [5]
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As it is mentioned above, full anti-virus systems
providing comprehensive protection against malicious
software designed specifically for automated control
systems does not exist. Moreover, the program code for
typical viruses for ACSs cannot be recognized by most
scanners signatures. [2]

The basic vulnerabilities in software systems of ACSs
used by attackers to introduce malicious software are:

e lack of possibility of blocking the connection of
un-authorized devices;

e lack of control over the broadcast of datagrams
in an automated control system's network;

e lack of authentication of program that transmits
packets in an automated control system's
network.

There are several types of virus programs, which can
be classified on the basis of the purposes they used for.

1. Viruses, performing control.

In most cases the viruses for “Smart Buildings” can be
used to manage the building. These viruses are used by
hackers to perform acts of terrorism, to put on and off
different equipment, to disable detection system of un-
authorized access to the building, and other actions of this
kind.

2. Viruses, intercepting information.

These viruses are aimed at intercepting and
transmitting information from the ACS to an intruder.
These viruses can collect data from different devices,
about people in the building as well as access codes. In
addition, they can, for example, capture files sent to the
printing device.

Transfer of information outside these viruses is carried
out in most of the same channels by which they came to
the victim's server building.

An intruder may perform an attack on the “Smart
Building” systems using a covert channel of data
transmission. The attacker could get data, using
information about the relative timing of events. There is
also a possibility to make an attack based on the resource
lock [6].

Moreover, open wiring used to control automated
control system makes it possible to connect the system by
means of "insert" in communication line.

However, the current automated control systems are
not protected from rising malware and computer virus
threats. The conventional systems do not have any means
for detecting that any un-authorized devices or systems
(ie., the devices not declared in the original
documentation) are connected to a given automated
control system. Furthermore, there is no anti-virus
product adapted for use in the ACSs. The conventional
anti-virus applications are not reliable within ACSs, since
they are mainly designed for different types of threats.

Accordingly, there is a need in the art for an efficient
and effective system and method for protection of the
automated control systems.
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I1l. THE PROPOSED PROTECTION SYSTEM FOR

AUTOMATED CONTROL SYSTEMS

The system for protection of an automated control
systemcomprises:

at least one data bus having at least one bus node
of a certain type;

a bus protection device connected to the data bus
or node;

an interface converter integrated into the
protection device for converting a signal
received from the data bus into internal device
interface;

a module within the bus protection device for
checking electric parameters of the received
signal;

a processor of the bus protection device having a
module for protection against malicious packets;
a workstation connected to the bus protection
device, wherein the workstation analyses data
received from the bus protection device.

The proposed protection system of an automated
control system consists of:

a computer program logic stored in the memory
and executed on the processor, the computer
program logic for implementing the below-
specified steps (method).

The method for protection of an automated control
systemofa building comprises:

analyzing the ACS for presence of un-authorized
devices and un-authorized connections;
detecting undocumented devices connected to
the ACS;

identifying  suspicious
connected devices;
detection of ACS activities;
analyzing different network frequencies for un-
authorized data transmissions;

maintaining device activity logs.

commands  from

The protection system includes protection from un-
authorized devices or un-authorized connections. The
system also controls network resources and transmitted

data.

The automated control system is protected in the
following areas:

e 2Dr0CesSOr 1. protection of the ACSs that use power lines (i.e.,
P ’ forexample, X10) for data transmission (Fig. 2);
e a memory coupled to the processor;
Circuit board RS-232/
¢—— W Ethernet —
convertrator
XM-10 | Interface
Circuit,| - . Leve . - conditioning
220V[ 7| module | converter | » Controller scheme PC
| RS-232/USB -
A convertrator
T A
Power supply scheme
Figure 2. Scheme of X10 control and protection module.
2. protection of the ACSs that use data Z-Wave, DALI) orusing industrial Ethernet (Fig.

transmission over a twisted-pair KNX (i.e., for
example, protocols INSTEON, BACnet,
LonWorks, C-Bus, AMX, Beckhoff /O,
SmartUnity, LON, Crestron, EnOcean, ZigBee,
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protection of the ACSs that use radio channels
(e.g., Wi-Fi, Wi-Max, ZigBee, Bluetooth, GSM,
Tetra) for data transmission (Fig. 4).
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Figure 4. Scheme of wireless protocols™ control and protection module.
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The automated control systems are protected from
connection of new (un-authorized) devices by constant
monitoring of commands transmitted over system
network. At any given moment a user can obtain data
about the commands transmitted over the data channel. If
an un-authorized device connects to the line, the
protection system notifies the user about un-authorized
data transmission and saves all the relevant data (i.e.,
time, data, executed command, addresses of sender-
devices and addresses of receiver-devices).

In order to monitor and detect un-authorized devices,
the protection module is placed onto the network (Fig. 5).

Ethernetiuss

powerwiring)

TP\ power wiring scanner

Management System’sLine (TP 4 line

WindowsiUnix\Mac OS5 E

sofiware

EthernenlJSB

Scanner of wireless channels of
communication

L

——

Figure 5. The scheme of provision of ACS’s information
security by proposed protection system.

The protection system allows collection of statistics of
the events occurring over the data transmission channels.
Then, the statistics are analyzed using graphical
representations and data filters. The statistical data can be
filtered by time (i.e., for example, show all transmissions
over last three days) and by content (i.e., for example,
show all commands for switching off). The filtering
parameters can be combined arbitrarily.

Additionally, if the commands are modified and differ
from the ones described in the system protocol, all data
transmission attempts are detected and prevented. The
user is notified about a potential threat.

Then, the data can be analyzed using graphs and tables.
For example, if a packet length differs from the length
allowed for a given type of ACS or, if a portion of the
packet containing odd/even flag does not match the
correct value for this packet, the user is notified about a
potential threat.

The protection system can survey all device addresses
within the system for their activity. As a result, the user
can have a complete picture of all of the devices that are
currently present in the system. Even if the un-authorized
device is inactive, it will be detected by the user.

The above mentioned features of the protection system
are effective for automated control systems having a
twisted-pair data bus, as well as for the systems that use
power lines (for example, X10). The protection system
controls the network resources and the transmitted data as
follows. The protection system employs a filtering
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module for filtering network traffic. The network packets
are filtered using special filtering rules (set of parameters).
The system is protected from un-authorized access to
subsystem data and the protection system notifies the user
of all suspicious traffic, attempts to infiltrate into the sub-
network or system attacks.

The protection system also protects against overloads
(and attacks) of telecommunication devices that result in
errors. The outgoing traffic from a sender-device
incoming into a protected device is limited by the
protection system. Additionally, dynamic allocation of
network identifiers of devices (ports, MAC addresses, IP
addresses) is used. Furthermore, the system uses device
duplication for higher reliability. The backup (duplicate)
devices are imp lemented in exactly the same way in order
to defend the system against a denial of service attack
targeted at one device.

The data transmitted between system components of
the automated control system are protected from being
falsified. In order to protect data, a special set of symbols
is added to check for data integrity and to authenticate the
data source.

Alternatively, the data can be encrypted by an
encryption module that encrypts only part of the network
traffic. Thus, a remote user of the automated control
system can exchange data with other network resources
without additional encryption. The protection systemalso
protects ACS from un-authorized access by allocating
only certain time periods for reading and writing data in
which the user can access the automated control system's
network to get and to send data.

The protection system prevents unauthorized use of a
data channel. It analyses the data channel and detects un-
authorized data transmissions that use a protocol different
from a protocol of a given system. For example, if the
structure of transmitted packets differs from the structure
used in a given ACS, the packets are intercepted.

The protection system continuously monitors the data
channel and as soon as a command appear on line, the
system checks if a device with a declared address has
actually sent this command through the network. If the
device with the declared address has not sent anything at
the moment, the protection system notifies the operator
and the received message is saved.

The wired data channels are analyzed in a wide range
of voltage and frequency. For example, in case of KNX
data channel using twisted-pair (having parameters 30
Volts constant between the lines, signal amplitude 5 Volts,
and data transmission frequency 9600 Hz), a signal with
an amplitude or frequency that is different from the KNX
parameters is detected by the protection system and the
user is notified of an un-authorized transmission.

The proposed system can be used with all existing
protocols: INSTEON, BACnet, LonWorks, C-Bus, AMX,
Beckhoff 1/0O, SmartUnity, LON, Crestron, EnOcean,
ZigBee, Z-Wave, DALI, Lan Drive and LCN.

The information related to the transmitted data (time,
data of transmission, frequency, signal amplitude,
transmission length etc.) is saved.
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Thus, the protection system collects the statistics of the
data channel events. The collected statistics can be
analyzed using graphs or by applying time and/or content
filters. The protection system also works with the “Smart
Building” ACSs that use power lines data channels. For
example, X10 data channels use power lines 220/110
Volts (50/100 Hz).

In order to limit access to the transmitted data, the
communication channel is divided into:

e adata channel that serves for transmitting data
between the system devices, controllers and
computers, and

e acontrol channel that serves only for sending the
commands to control and measuring devices.

The system for protection of radio channels is
implemented. Most of the modern buildings have Wi-Fi,
Bluetooth and GSM devices [2]. Their radio channels can
be used by intruders for eavesdropping. The system
monitors activities of all radio devices in a wide
frequency range from 400 MHzto 3000 MHz.

If an un-authorized transmission is detected on a radio
channel, the protection system informs a user and records
the transmission frequency and power. This data is used
in further analysis. The collected statistics are shown by
charts (i.e., spectral characteristics) reflecting power and
frequency of all of the transmissions over a period of time
selected by the time filters.

A separate frequency range can be monitored, for
example GSM range (850 MHz, 900 MHz, 1800 MHz
and 1900 MHz). Thus, the protection system can
guarantee security of confidential conversations.

If an active trans mitter is detected or somebody has a
cell phone on, the protection system notifies the user.
Additionally, it can find persons who break the rules in
offices having Wi-Fi, where this type of data
transmissions is not allowed.

The protection system controls the integrity of the
automated control system. It blocks possible substitutes
of connected dynamic libraries and limits read and write
of system critical data operations by external processes.
Thus, the data reflecting system operations, reports,
strategic data, etc. is protected. Alternatively, these data
are encrypted.

The protection system employs a blacklist of digital
certificates that are used for subject identification and
determination of operations allowed for this subject. Any
actions by the subjects, with digital certificates that
belong to the blacklist, are blocked.

The developed system checks the file system and the
processes executed in the memory during the protection
systemfunctioning. It compares state of the processes and
parameters of the files against their previous or expected
values.

The protection system of ACS maintains a list of
signatures for accurate identification of files and
processes that are most commonly used and notifies the
user once a file or a process with a wrong signature is
detected.

Additionally, the protection systemduplicates software
processes. The parameters of duplicated processes and
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executed actions are compared to each other in order to
detect the differences that are reported to the user or an
administrator. If the main process fails, the duplicate
process is executed.

The proposed protection system of “Smart Building”
blocks any un-authorized attempts to use the system
functionality and protects it from unknown possible
threats. Any un-authorized attempts to access a file
system, system configurations or data channels are
detected. It also automatically scans external application
for malware components, suspicious executable
instructions and for calls for system functions.

Additionally, the protection system checks device
operations using behavior patterns (the pre-defined or
predicted pattern of device’s functioning sequence). The
behavior pattern can be created before hand or during the
execution of the process. The behavior pattern is
periodically updated.

The communication network is divided into
independent segments, in order to limit the access to
some devices in case of malicious activity occurring in
one part of the ACS network.

The protection system detects interruptions of data
transmission, unexpected changes in traffic speed,
deviations in electric and electro-magnetic parameters, as
well as noise in the data channel. All of the detected
anomalies are reported to the system administrator of the
automated control system.

The protection system controls and limits interactions
with the external data media. The external media
employed by the systemuse a proprietary file systemthat
allows read/write operations to be performed only by a
limited set of trusted devices.

Alternatively, the external data media has a unique
digital signature. When the external media is connected to
a device, the signature is checked first. If the signature is
verified, the device is allowed to exchange the data with
the media. Otherwise, the data exchange is blocked.

As yet another alternative, the external media has a list
of trusted devices and a module for acquiring device
identifiers. The device identifiers are read first and, if the
device is trusted, the data exchange is allowed. If the
media is connected to an untrusted device, the data can be
automatically erased from the media.

The device actions with connected external media are
logged. The device that connects to the external media
stores a full history of modification of each object located
on the external media (i.e., files, catalogs and links). All
object versions are also stored on the device.

One key is stored on the external data media and
another key is stored on the device. The data on the
external data media is encrypted with both keys. The keys
can be dynamically changed as long as the correlation of
the keys remains the same. Each device that connects to
the external data media can have a unique pair of keys.
Thus, the data on the external media can be decrypted
only by the device the data are intended for.

As yet another option, the communication channels
within the automated control system can use encryption,
implemented in hardware, software, firmware, or any
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combination thereof. Each device connected to the ACS
may be front-ended by an encryption module This has the
effect of replacing an unsecure bus of the automated
control system with a secure one, which significantly
reduces the probability of an unsanctioned connection to
the ACS for the purposes of sending false commands or
data.

The encryption module converts any outgoing data of a
device that it front-ends to a secure bus format, for
example, using AES [7], DES [8], RSA [9] or other
algorithms. Also, each can include a digital signature of
the sender, which permits the receiving device to
authenticate the sender and then decrypt the packet. The
decryption key can be hardwired into the device or can be
generated using Diffie-Hellman technique [10], for
example.

VI. CONCLUSIONS

This paper is devoted to description of a new method
and system for protection of an automated control system
against un-authorized devices and connections. The
protection system includes protection from un-authorized
devices or un-authorized connections. The system also
controls network resources and transmitted data.

The developed protection system of automated control
systemsolves the following problems:

e protection of automated management systems,
built on data transmission over power lines, for
example, X10;

e protection of automated management systems,
built on data transmission over twisted-pair, for
example, KNX, C-Bus, use of Industrial Ethernet;

e protection of automated management systems,
built on data transmission over the air, for
example, Wi-Fi, Bluetooth.

The protection of the automated control systems
includes the following features:

e analyzing a systemfor presence of un-authorized
devices or un-authorized connections;

e detection of undocumented (i.e., not declared)
devices and suspicious commands from
connected devices;

e detection of various types of activities (i.e.,
wrong packets, unidentified activities, certain
types of commands, etc.);

e analyzing different network frequencies for data
transmissions;

e maintaining device activity logs;

e performing automated database searches for any
parameter or set of parameters;

e implementing graphic analysis of ACS device
activities.

Work is underway to increase the number of supported
protocols and to study new methods of ACS protection.
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