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Abstract

Industry 4.0 is directly connected to the Internet of things, cyber-physical systems, artificial intelligence,
robotics and other advanced technologies. It is these technologies that made fully automated digital
production, controlled by intelligent systems in real-time with constant interaction via the Internet, a reality.
They turned the production system into a “smart network factory”, where all activities are digitally controlled,
and the use of financial and material resources becomes more efficient. Along with this, in Industry 4.0, a
significant increase in data volumes brought to the forefront data protection issues, including in such a
sensitive area as personal data. Illegitimate methods of using personal data to obtain additional preferences
have become the goal of some communities of people. Video surveillance data are an integral part of personal
data, therefore protection of personal data processed in video surveillance systems has been given increased
attention. The video surveillance system includes video cameras, information and communication channels
for data transmission, processing devices, analytics and personal data storage. The proposed model is a
subsystem of smart video surveillance in the oil and gas sector, that consisting of such subsystems as a smart
field, smart grid, smart maintenance, smart transportation, smart security, etc. Conceptual tasks are considered
and recommendations for their solution are given.

Index Terms: Industry 4.0, Internet of things, cyber-physical systems, oil and gas sector security, personal
data; protection of personal information.
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1. Introduction

The concept of Industry 4.0, announced in 2011, symbolized the onset of a new era of the industrial
revolution [1]. The purpose of this concept was more efficient, safe, environmentally friendly and less costly
production, as well as the possibility of single production while maintaining the economic conditions of mass
production. The key links in Industry 4.0 are the Internet of Things (loT), cyber-physical systems (CPS),
artificial intelligence (Al), robotics, and other advanced technologies. Comprehensive digitalization and
intellectualization of production with a wide degree of integration of network and communication
technologies did not pass by the oil and gas sector (OGS), which has not lost its significance for the
economies of the countries against the background of technological and social processes taking place in the
world. In various fields of OGS, tools such as smart sensors, controllers, intelligent video cameras and RFID
systems used in operational processes were introduced [2]. These processes are very diverse: equipment
monitoring, energy consumption in oil and gas production, further transportation, quick and accurate
inspection of parts, equipment performance testing, environmental monitoring, personnel status data,
geolocation, etc. Thus, in Industry 4.0 there is an exponential increase amount of different data. According to
experts, a typical offshore oil platform may have more than 40,000 metadata [3]. Also in [4], numerical data
are presented that are characteristic of some objects in OGS, for example, when monitoring the technical
condition of a submersible electric pump, 5 GB of data is analyzed every day.

In this regard, along with the concept of safe production in the traditional sense, several problems have
arisen regarding the security issues of information assets. That is, the risks of third-party (unauthorized)
access to physical assets and exposure to them through the unlawful use of information assets have increased.
It should be noted that one of the components of ensuring security in the Industry 4.0 sectors, including OGS,
is video surveillance and image processing systems. These systems are used at all stages of production
processes in OGS, from geological surveys, well drilling, production of raw materials, an inspection of its
quality, monitoring of production, detection of defects, quality assurance and standards, etc., and help to
achieve high economic efficiency. Technological innovations of modern video surveillance systems have
several possibilities, among which are registration, recognition and diagnosis of the current state of
equipment. Based on the results of such video analytics, intelligent solutions (instructions) are proposed that
can be transmitted to personnel using augmented reality glasses (for example, Microsoft Hololens) [5]. Thus,
the collection and processing of video information (video analytics) is also an urgent task to ensure safe
production.

However, at the same time, video surveillance has significantly indicated the role of personal data (PD)
belonging to a particular person. Therefore, for example, to achieve economic efficiency, financial benefits,
and competitiveness many companies have made it necessary to carefully analyze relationships with
customers to identify their preferences and to advance their interests. At the same time, PD are collected,
processed, and distributed without restrictions. Besides, some enterprises exchange user data with a third
party. Moreover, in most cases, the user does not even realize the moments when his PD are used regardless
of his desire and without appropriate consent. Data is a valuable corporate resource of companies, and
therefore, managers should do everything to protect their data and ensure the confidentiality of the data of
employees and customers [6]. That is, automated systems of production processes along with the solution of
common problems of management, security and reliability, created the problem of protection of PD, which
are fundamental factors of universal human rights [7].

In this paper, some security issues and problems of PD protection in production structures of OGS,
including when using video surveillance systems, are highlighted.
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2. Background

Video surveillance is a technological system consisting of many cameras that are connected to
closed-circuit television (CCTV). The history of video surveillance originates from the invention of an
electronic transmitting television tube — an iconoscope [8]. Initially, the images from the cameras were sent to
the monitoring centre, where the operator in front of the screen continuously monitored the events without the
possibility of their analysis in the future. This was a significant drawback of such systems. Appearing in the
middle of the XX century. Videotape recorders (VTRs) were able to solve this problem. Operators no longer
needed to spend all the time in front of the monitor screen; all information was recorded on magnetic tape for
further processing and analysis. However, due to the extremely high cost and cumbersomeness, the first VTRs
were used professionally in telecentres. The situation changed significantly when the Video Home System
format standard was proposed [9]. The popularity of video systems began to grow, and they were primarily
equipped with stations, airports, banks, shops, gas stations and other facilities that are most exposed to
external threats. Currently, video surveillance systems have become a reality in modern society, and their use
is extremely wide, ranging from law enforcement and crime prevention, transport security and traffic
monitoring. The growth trend of video surveillance systems and the number of cameras is typical for the
USA, China, Japan and most countries. Further progress in video surveillance systems is associated with the
transition of the loT to the category of the Internet of everything, the improvement of digital cameras with
high resolution, cloud, fog and edge computing, Al, 5G and 6G mobile technologies, etc. Note that existing
video surveillance systems have several advantages. Among them are scaling; auto-tracking; the night vision;
detection of details and signs invisible to the human eye; intelligent recognition of a person’s face and voice
up to his emotional state; archiving images and the possibility of subsequent analysis; the availability of the
video archive over the Internet from anywhere in the world. Based on the above analysis, we have identified
four characteristic stages in the development of video surveillance systems, which are reflected in Fig. 1.

{\’IDEO SURVEILLANCE 4.0 ‘[M ::Tf:lu\:zrf;::‘:j%?: ‘ T today
[vmm SURVEILLANCE 3.01 [> ‘ COMPUTERS, INTERNET ‘ 19705
[vmao SURVEILLANCE 2.0J [>| VIDEO RECORDERS ‘ 19505
[vmm SURVEILLANCE I.D]Q ‘ ICONOSCOPE ‘ | 19305

Fig. 1. Stages of development of video surveillance systems.

The technological platform of the fourth stage in this development largely coincides with the
technological platform of Industry 4.0. This is the use of Al, CPSs, 10T, big data, blockchain, etc. Therefore,
we offer the following names of the stages of the development of video surveillance systems: Video
surveillance 1.0, Video surveillance 2.0, Video surveillance 3.0, and Video surveillance 4.0.

Video surveillance 4.0 provides the ability to quickly respond to unforeseen or dangerous situations and
control processes without a personal presence at the scene. At the same time, it helps to effectively solve some
production problems:
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» organization of perimeter security of the territory belonging to the enterprise;

» access control at checkpoints and transport hubs;

 monitoring of work processes;

« visual observation of what is happening;

» accurate accounting of the working hours of each employee.

As the experience of operating video surveillance systems shows, there are many effective solutions for
OGS. Consider the examples of implemented solutions.

A. The video surveillance system at an offshore oil field.

In [10], a video surveillance system for an offshore field with coverage of more than 300 drilling rigs for
exploration and production at sea is presented. The system controls the drilling sites, helicopter-landing pad,
and is equipped with specialized underwater cameras. The system is capable of identifying smokes, oil spills,
unwanted movements at the rig site, and events are automatically recorded and stored. General monitoring of
the process and additional remote (on land) access to the live broadcast are also possible.

B. Video surveillance at the refinery.

Here this system carries out general monitoring and is designed to detect and prevent suspicious events,
malfunctions, accidents and thefts. In addition to this, specialized cameras can continuously monitor
production processes in explosive, toxic and high-temperature environments where personnel are not allowed
to stay. The capabilities of thermal imaging cameras allow you to control temperature changes, carry out
intelligent analytics, and, thanks to integration with fire and gas alarm systems, you can take proactive
security measures in advance. In general, the Industry 4.0 concept in such enterprises (for example,
Honeywell’s TDC 3000 control system) increased productivity by almost 10 times [11].

C. Pipeline monitoring.

Oil or gas leaks are often invisible or difficult to detect, and sometimes such an event can last several
hours, which poses significant risks before they get noticed. For early counteraction to such events, solutions
based on thermal imaging cameras and intelligent video analytics are proposed [12].

D. Video surveillance from drones.

Another approach to monitoring oil and gas pipelines and environmental inspection of the area is video
surveillance from drones. Video images from his video cameras are used to identify the current state of
pipelines and assess the environmental situation [13]. The drone-based leak detection system provides
high-quality images in real-time and the Deep Learning methods allow you to quickly detect oil spills and
identify unauthorized activities in protected areas.

E. Video analytics in maintenance.

The use of video surveillance systems in maintenance can have a significant effect. For these purposes, the
capabilities of smart cameras can be used [14]. They use statistical methods and big data processing methods
to obtain information from images and apply them throughout the enterprise. For example, you can determine
when a piece of equipment fails before the maintenance team detects a problem. The system recognizes
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warning signs, uses the data to schedule proactive maintenance of equipment before a problem occurs. Images
recorded in parts can be compared with thousands of others stored in the cloud to determine correlations and
trends. At the same time, to achieve greater effect, video surveillance can be combined with another
monitoring system — wireless sensor networks (WSN). WSN helps to obtain physical information from
monitoring objects: thermal, chemical, magnetic, vibrational and other characteristics [15]. The integration of
both technologies makes it possible to create an intelligent maintenance system.

F. Video surveillance to control and comply with the requirements for safe work.

This type of observation is necessary to comply with the rules and regulations for the performance of
work, to prevent uncertified personnel or unauthorized persons from entering hazardous areas. The
implementation of such activities became possible thanks to the use of artificial intelligence in video
surveillance systems and pattern recognition algorithms. Modern algorithms in real-time allow you to
instantly establish a person’s personality, gender and age, emotional state [16]. However, the use of these
technologies has made the risks of serious breaches of confidentiality and misuse of PD extremely high.

G. Augmented Reality (AR).

AR shows help, instructions, and animations using real objects around a person performing their
functions. The video camera of the device captures the image, and the technology recognizes it and displays
the relevant information on the monitor [17]. Using AR, for example, can significantly improve the efficiency
of maintenance and the quality of equipment repairs. The special code with which the serviced unit is marked
is read by AR video cameras. All information about the equipment and its use are transferred to the service
centre. Over feedback, the staff receives recommendations on further actions on the screen of the AR
assistant. As a result, the time for diagnosing and eliminating the problem is reduced, and the human factor is
minimized.

Thus, the examples examined show that video surveillance systems play a significant role in ensuring the
security and reliable operation of enterprises and processes in OGS.

3. Risks and vulnerability of personal data

It should be noted that the most effective and reliable solutions for OGS can be obtained by presenting it
as CPS within the framework of the current Industry 4.0 trend. CPS is a system in which the real world of
physical objects through the global Internet of things is integrated into the virtual world of computing
processes (embedded computers, network and cloud technologies). CPS components are potential targets for
industrial espionage, DoS attacks (Denial of Service) and other hacker attacks. One possible scenario is to
take control of the physical device level. For example, 2.5 million miles of oil, gas and chemical pipelines
have been laid in the United States, and intrusions into control systems can do more than simply disrupt
supplies [18]. Hypothetically, an attacker could force the control system to perform dangerous functions.

The increased attention to security problems in OGS is because violations or interruptions in its
functioning can have significant negative consequences since it refers to critical infrastructures. In this case,
critical infrastructure refers to physical and virtual objects and services that form the basis of a country's
defence, a strong economy, and the health and security of its citizens [19]. Oil and gas are still the most
important sources of energy, directly or indirectly; employ a large number of people. Disruptions in the
supply of oil and gas negatively manifest themselves in the energy and transport sectors, creating
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inconvenience and difficulties for people in their daily activities, affect the supply of water and food, limit the
activities of telecommunications and broadcasting, medical services, and the financial system.

It is known [20] that technological processes in the structure of OGS are carried out sequentially in three
sectors, which are usually called Upstream, Midstream and Downstream (Fig. 2):

" The oil and gas sector | Marketing

Data processing ] . Production
center Downstream ‘ |

I Transportation
Midstream Storage
| Extraction
Upstream ¢ | >|_ Drilling
| Exploration

Fig. 2. The video surveillance system in OGS

These three sectors cover oil and gas production ranging from offshore exploration and drilling platforms
to offshore oil wells; transportation of raw materials through pipelines to oil refineries; the processing of raw
materials into the final product and its delivery to consumers. Such a multifaceted activity creates many
problems of general security. As a rule, oil and gas fields cover vast territories that can be located in remote
places on land or the high seas and are often exposed to adverse environmental conditions. These objects have
some key nodes, which can become targets for the penetration of unauthorized persons.

Such actions may result in acts of sabotage, intentional damage to technical equipment, theft or, in the
worst case, sabotage or terrorist act. Thus, the operation of most facilities and production facilities with a
maximum level of security requires constant monitoring and remote monitoring, since any small disruption in
the operation of each facility can lead to a malfunction of the whole system and, as a result, to economic and
even human losses and environmental disasters. At the same time, security has to be ensured at technically
complex and large (for example, oil refineries) and long (oil pipelines) facilities. Such a distributed
architecture makes it possible to create a unified information infrastructure from complexes of various
security systems that combines video surveillance, security and fire alarms, perimeter security systems, access
control and management systems, audio control, etc. In this infrastructure, you can implement information
processing and data mining functions that can respond flexibly to various events. However, in this case, the
volumes of intranet interaction between people and production and logistics systems increase sharply. This
also increases the likelihood that PD will be received, processed, and, under certain circumstances,
transmitted along with other data.

The risks of data loss in the CPS can also be associated with personnel assistance systems, such as tablets,
smartphones, virtual and augmented reality glasses, and portable data terminals. They provide technical
assistance to staff by providing them with relevant background information, i.e. used exclusively in
production processes. In this case, the data can be intercepted and analyzed to identify commercial secrets, for
example, geological exploration data, prospect characteristics of explored deposits.

The result of deliberate or unintentional leaks of PD of certain criminal groups can be theft of money from
bank accounts, blackmail with extortion of money, and discredit of company employees. Through PD, it is
possible to cyberattacks on the physical assets of companies. For example, using sensitive PD of key
employees, data on financial problems or threats of incriminating disclosures, using blackmail to force them
to bypass security systems and cause problems with equipment, jeopardizing production and technological
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processes. In cases of such cyber-attack scenarios, possible accidents and environmental pollution can cause
millions of losses and damage to the reputation of the company and their products and cause an increasing
public outcry. Also, because of leaks and theft of PD, you can get confidential information of a commercial
nature, about tender activity, data of contracts with partners and contractors, working conditions, etc. Possible
damage from such leaks can be expressed in lost profit because of a damaged image; in compensation for
legal claims; in reducing stock quotes; in the value of lost tenders and other financial losses. Based on the
above assumptions, the following generalized data structure in OGS systems is proposed (Fig. 3).

Threats
Privacy and |
security
% Personal Data s
=8 =
£ Z
=P | Personnel =8
E é ¢ Management E{e]
=@ | Process Control =
o Data
Control
signals

Fig. 3. The data structure in the OGS

As follows from Fig. 3, the data included in the information resources of the OGS are classified as
follows: data for management and PD. Data for control after appropriate processing by the control signals or
specific instructions for the personnel are transmitted to actuators (actuators) of physical assets.

For PD, there are risks of threats, for example, blackmailing a specific person, through which the impact
on the object is carried out. The impact on the object can also be carried out using control data, which in the
form of a set of false technical instructions are transmitted to the monitor of a particular person using his
biometric parameters. And finally, a spoofing attack can be implemented.

Thus, it follows that in the security structure of OGS enterprises in the context of Industry 4.0, a
significant role should be given to the protection of information resources, among which a special role is
given to the protection of PD.

4. Conceptual issues of protection of PD at OGS

The principles of protection of PD, guaranteeing the right of citizens to privacy, have continuously
evolved. A modern interpretation of these principles in the most concentrated form is presented in the EU
General Data Protection Regulation (GDPR) [21]. The GDPR aims to give citizens primarily European
countries control over their PD and to simplify the regulatory framework for international economic relations
by unifying the regulation within the EU.

In the United States, some laws at both the state and federal levels regulate data privacy. Thus, the
California Consumer Privacy Act (CCPA) is a law designed to protect the privacy of citizens of California.
[22] This law requires companies to provide consumers with additional information on how their PD can be
passed on to third parties. It also ensures that consumers have the opportunity to refuse to use their
information in a way that they do not approve of.
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The law on cybersecurity in force in China defines the rights and obligations regarding the legality and
necessity of collecting and using PD [23]. Other countries also have restrictions and various penalties and
fines for the improper use of PD. For example, the Labor Code of Azerbaijan provides for organizational,
physical and technical (hardware) measures to protect personal information from unauthorized and accidental
access, destruction, alteration and copying.

According to the GDPR, any information related to an identified or identifiable individual can be
attributed to the PD. Statistical data, including data related to individuals, are not considered PD provided that
they are truly anonymous, that is, individuals cannot be identified.

Any operations performed with PD or with sets of PD, regardless of whether they are performed by
automatic means, such as collection, recording, organization, structuring, storage, adaptation or modification,
search, consultation, use, disclosure by transfer, distribution or otherwise the provision, alignment or
combination, restriction, deletion or destruction qualifies as processing PD. Thus, it is obvious that problems
with PD can occur in all areas of activity and all aspects of life in general since information with which
individuals can be identified can be found almost everywhere [24].

Based on the analysis, the following PD categories were identified:

1. Private data — these include:

* Contact information — initials, company name, position, work and mobile phones, work and personal email
address and postal address.

» Professional data — information about the history of work and career, education and professional
membership, published articles, as well as information on insurance and retirement benefits.

* Financial information — this subgroup of personal data includes taxes, payroll, investment interests,
pensions, assets, bank details, bankruptcy records.

2. Sensitive PD:

« Identification documents that can reveal race, religion or ethnic origin, political views.
 Any information disclosing data on health or data relating to the personal life of an individual, information
on being under investigation, a conviction for a crime.

3. Biometric data — unique biological and physiological characteristics that allow you to identify a person.

4. Data that is protected by the intellectual property law (copyright, trademark law, database law, patent law)
and obtained because of processing geographical locations.

The indicated categories of PD can be used by cybercriminals for unlawful purposes, both as a result of
deliberate and random actions of persons responsible for the security of information. These actions may be as
follows:

« Intentional leaks: their main reason is the actions of employees who have access to secrets legally, due to
their official duties.

* Theft of information (from the outside): hacking a computer using malware and stealing information for
purposes of personal gain (hacker attacks).

« Theft of storage media: the intentional theft of laptops, smartphones, tablets and removable storage media in
the form of flash memory, hard drives.
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 Accidental leaks: occur due to the loss of storage media (flash memory, laptops, smartphones, etc.) or
erroneous actions of employees of the organization. This type of loss occurs because of the erroneous
placement of confidential information on the Internet.

« Social engineering: based on social and psychological techniques that allow so-called social hackers to
access private data. They use people's trust to find out account numbers, credit cards, passwords and other
personal information without causing any suspicion.

« Localization and tracking: accurate data on the location of personnel can be obtained through geolocation or
mobile devices connected to the Internet.

The serious risks of PD leaks can be judged by one example when a violation of the security of Montana
state medical records data jeopardized the social security of approximately 1.3 million people [25].

It should be noted that in the PD category, like biometric data, video surveillance has created many
problems. Among them, one can single out the interests of the individual in such a sensitive sphere as
restrictions on movement, the right to privacy, issues of identification of the individual and, in general, PD.
Besides, in July 2019, the European Data Protection Board (EDPB) adopted the draft Guidelines on
processing personal data through video devices GPPDVD [26]. It states that the video recording of an
individual cannot be regarded as biometric data per se unless it has been specially and technically processed
to facilitate personal identification (i.e. for facial recognition). Processing biometric data is a problem if
individuals do not agree to receive their biometric data and are presented in the footage. Al technologies and
face recognition algorithms allow you to identify a specific person from the facial database. Along with face
recognition algorithms directly by images or voice features, personal identification is possible by its other
biometric features, for example, the nature of the behaviour, body shape, clothes, things that are with you, etc.
The fact of the employee’s video recording at the workplace is already processing of PD. However, a priori
such employee PD are confidential information, since this is information about an individual, and their
processing without the consent of the relevant person is not allowed, except in cases clearly defined by law.

From a practical point of view, it is obvious that to avoid unnecessary misunderstandings between the
employer who owns the PD, that is, the person who determines the content, purpose and procedure for
processing the PD, and the employee who is the subject of the PD, that is, the individual whose PD is
processed, the preference will be give consent in writing. One way to get consent is to inform people about
video surveillance using signage, that is, display clear and visible characters in the area where video
surveillance is carried out (then we can talk about tacit consent). By appointment, the video surveillance
system should control the behaviour of people. However, it should also strive to maintain the anonymity of
people by hiding their identity, using certain privacy protection mechanisms. To hide the identity of the
observed people, the following methods are used [27]. The first method is to completely remove sensitive
areas. In this case, along with the identification of the person, it is impossible to determine the nature of his
behaviour. Another method is to reduce the level of detail of privacy-sensitive areas by blurring or pixelation
while avoiding personal identification. However, the command remains recognizable.

A third method, called abstraction, is to remove sensitive areas and replace them with dummy objects,
such as silhouettes or skeletons.

Similar PD threats arise when using drones to monitor the infrastructure of OGS, topographic surveys and
environmental inspection of the area. In this case, the ongoing operations pose the risks of unintentional
processing of PD. Therefore, for example, the capture of images of people in the background may occur.
Here, the background refers to nearby places of residence, recreation areas, vehicles, etc.

Another danger of information leakage can occur since drones collect information in one of two ways:
records are stored onboard (for example, on a memory card or hard disk) or transferred back to the central
device, where they are then stored. Both methods have vulnerabilities. If a drone with an onboard data
warehouse is lost or captured by an unauthorized third party, the same will be with the information that it
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carries. If the drone transmits information via a wireless connection, this connection can be intercepted and
used to access or change information during transmission. Adequate security measures, such as password
protection and encryption, should be used to address these vulnerabilities. Security of video surveillance
systems, threats, vulnerabilities, attacks and measures to reduce them are considered in many works,
references to which are given in [28].

Thus, it can be noted that video surveillance systems pose a threat to PD. At the same time, despite
modern security systems such as digital signatures, cryptography, biometric security, firewalls, intrusion
prevention systems and access control systems, security breaches also occur due to non-technical
vulnerabilities related to the human factor. It is believed that a similar vulnerability was used in case of
infection with the Stuxnet worm [29]. Stuxnet was launched on a system that had no access to an external
network. However, the infection occurred through the USB drive of one of the employees. Given the
foregoing in Fig. 4 presents an abstract model of video surveillance in OGS, functioning as CPS in Industry
4.0.

Threats Protection Data center

Intentional leaks

[-- _}
Information theft L\ 8 === Big data
Accidental leaks Y = =3 = analytics
Localization &

Tracking )
Social engineering

Feedback
Edge -
Cyber level [ Computing }:

_________________________________ [
Physical level Video camera p loT sensors
ELICEEY Y =
personnel The ghiect ]
o, jects
an 5 _
SR g e -~

Fig. 4. Video surveillance model.

As it follows from Fig. 4, at the physical level OGS objects are equipped with sensors, with the help of
which physical quantities, such as acceleration, displacement, temperature, pressure, etc., are converted, as a
rule, into an electrical signal. Information represented by an electric signal can be easily converted to digital
binary code, automatically recorded and transmitted at a distance, processed by mathematical methods and
algorithms, and stored for a long time in computer systems (personal computers, data processing centers).

The video surveillance subsystem includes video cameras, information and communication channels for
data transmission, processing devices, analytics and PD storage. PD storage is responsible for the secure
storage of data and restricts access to stored data. This model is a subsystem of smart video surveillance in the
concept of OGS as a smart production system, consisting of such subsystems as a smart field, smart grid,
smart maintenance, smart transportation, smart security, etc.

The technological infrastructure of smart manufacturing is a CFS platform that can solve the following
problems both globally and locally [30]:
 Materials and equipment management.

« Monitoring equipment.
» Maintenance.
* Security.
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* CCTV.
 Hazard detection and warning.
« User identification.
« Uninterruptible power supply.
* Tracking and identification of hazardous materials.
 Environmental monitoring.
« Creating a comfortable working environment.
» Waste management, etc.
Summarizing the above, we can draw the following results:
1. A significant increase in data volumes in Industry 4.0 brought to the forefront data protection issues,
including in such a sensitive area as PD.
2. Video surveillance data is an important component of PD.
3. PD can be used exclusively for optimized planning and management, labour protection and health of staff.
4. The security policy for the protection of PD should be developed taking into account the requirements of
international norms and standards and comply with domestic legal acts, regulatory documents and laws.
5. Existing legislation may not reflect all aspects in the field of protection of PD.
6. The dynamic nature of the development of modern ICT and their increased influence in all areas of activity
may require the correction of both existing laws and methods of protecting PD.

5. Conclusion

In the framework of this work, we studied the conceptual issues and problems associated with the
protection of PD, and their impact on production processes in OGS. An analysis in this area showed that the
problem under study is critical and responsible. The advanced technologies increased the risks for privacy and
data protection, but they also can propose technological solutions for better transparency and control for those
whose data is processed. Video surveillance systems integrated with other security systems and developed
using high quality and reliable tools can reduce risks in potentially critical areas, including OGS. However,
video surveillance systems create contradictions between the main personnel control activities and processes
and the scope of PD protection. Protection of PD in structures implemented based on the Industry 4.0 concept
plays an important role in the production sphere and ensuring the security of physical assets. Each case of
network interaction between people and production and logistics systems can lead to the fact that PD data will
be received, processed, and, under certain circumstances, transmitted along with other data. At the same time,
the risks of accidental or deliberate leaks of PD and their use for personal gain sharply increase. The paper
presents the data structure in the OGS, the classification of PD and the types of threats that lead to their loss,
and analyzes the stages of development of video surveillance systems. The proposed model of a video
surveillance system in OGS is considered as a subsystem of smart production. Despite the significant progress
achieved in the field of PD protection, the actual directions of future research are the improvement of existing
and the development of new solutions.
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