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Abstract: The safety of online transactions is paramount in the modern world, mainly since technology develops at a
dizzying rate. This study aims to shed light on the numerous threats that users of online transaction systems face. The
study used a mixed-methods research strategy to investigate the experiences and perspectives of 400 individuals from
various backgrounds. Worryingly, the results show a significant knowledge gap on the many types of cyber hazards. The
research reveals a troubling lack of awareness about various cyber risks, including fraud, phishing, and identity theft. It
highlights the user’s common functional difficulties. The study proposes a novel framework named COTSEF: A Com-
prehensive Framework for Enhancing Security in Online Transactions to enhance online transaction security alongside
these findings. This comprehensive framework aims to provide a safer and more dependable environment for online
commerce by mitigating the identified risks and challenges. The demographic breakdown of the users is also investigat-
ed, with the results indicating the increased vulnerability of some age groups and professions to various hazards. It also
highlights the need for educational activities to address the significant need for more awareness about data protection
rules. The study is a critical resource for policymakers, corporations, and educational institutions, offering actionable
insights for developing more secure and user-friendly online transaction systems.

Index Terms: Online Transaction System Security, Scams & Fraud, ldentity Theft, Phishing, Hacking, Awareness,
Framework.
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Security Analysis in Online Transaction Systems: A Proposed Framework

1. Introduction

In today's interconnected world, digital transformation has profoundly impacted daily life. Among the numerous
changes, none is as revolutionary as the transformation observed in financial transactions. The internet and digital tech-
nologies have brought about an era where online transactions are often the preferred method of monetary exchange.
These transactions span a wide range, from routine purchases on e-commerce platforms to complex financial operations.
However, an increased risk of cyber threats that jeopardize the security and integrity of online transactions is the price
of this convenience. Online transactions present high stakes, which have become ingrained in the fabric of the modern
economy. It is not just a concern for individual users; their security is considered a matter of national economic stability.
Consumer trust can be eroded, and significant financial losses can be caused by cyber threats like fraud, phishing, hack-
ing, and identity theft, thereby impacting the economic well-being of nations. The current study seeks to address this
urgent and growing problem by thoroughly investigating the risks associated with online transactions.

This research aims to accomplish several objectives. An in-depth analysis of the security risks users faces when
conducting online transactions is intended to be provided first. Particular focus is given to the experiences and perspec-
tives of a diverse group of 400 individuals to capture a comprehensive view of the challenges involved. This study in-
troduces a novel security framework designed to counteract these risks and enhance the security of online transactions.
Beyond its immediate academic contribution, the significance of this research is extended. Its findings offer real-world
applications that could benefit various stakeholders, from individual users and businesses to policymakers and regulato-
ry bodies. This study aims to contribute to a more secure and trustworthy digital transaction environment by identifying
specific vulnerabilities and offering targeted solutions. In addition, insights into which age groups and professions are
most vulnerable to cyber risks are provided by the demographic analysis carried out as part of this research, thereby
enabling more focused educational and policy interventions.

The structure of this paper facilitates an accessible yet thorough understanding of the subject matter. This introduc-
tion follows a literature review that contextualizes the research within the existing work on online transaction security.
A detailed explanation of the research methodology is then provided, after which findings are presented, and the pro-
posed security framework is introduced. The paper concludes by discussing the broader implications of the research and
suggesting avenues for future study.

2. Background Study

Mobile banking, a subset of electronic banking, has emerged as a transformative force in the financial sector, re-
shaping how individuals and businesses conduct financial transactions. The proliferation of smartphones, coupled with
the government's encouragement of cashless transactions, has accelerated the adoption of mobile banking services
worldwide. This literature review delves into various facets of mobile banking, focusing on factors influencing its adop-
tion, security considerations, and user experiences. Drawing insights from recent research studies, this review highlights
the multifaceted landscape of mobile banking, shedding light on the challenges, opportunities, and trends in this dynam-
ic field. This review divides the literature into significant themes: adoption factors and user behavior, security and pri-
vacy concerns, technological innovations and solutions, cross-cultural and demographic variations, and methodologies
and testing.

2.1. Cross-Cultural and Demographic Variations

Another area of interest is the influence of cultural and demographic factors on mobile banking adoption. This
comparative study explores [1] mobile banking perceptions between U.S. and Thai consumers, revealing aspects that
encourage or discourage mobile banking adoption in different cultural contexts. This cross-national study examines [2]
age- and gender-dependent variations in consumer intentions and use of mobile banking services. It analyzes factors
like trust, security, and privacy and their effects on mobile banking adoption among different demographic groups. This
research explores [3] factors influencing customer experiences in mobile banking in Bangladesh. It is based on a survey
of 231 mobile banking customers from nine private commercial banks. The study identifies factors like system conven-
ience and responsiveness, transaction security, and technological difficulties affecting customer experiences. The results
suggest that policymakers and banks should focus on improving these factors to enhance mobile banking services in
Bangladesh. The study presents [4] an acceptability model based on the Unified Theory of Acceptance and Use of
Technology (UTAUT) extended with factors like perceived risk, security, and trust. The model was tested with data
from 460 mobile banking application users in Marrakech, Morocco. It identifies factors significantly impacting user's
behavioral intentions to accept mobile banking services, providing insights into mobile banking adoption.

2.2. Adoption factors and user behavior

Various research studies have explored the factors influencing the adoption of mobile banking services. These fac-
tors range from trust and user perceptions to ease of use and usefulness. This study [5] extends the Unified Theory of
Acceptance and Use of Technology (UTAUT2) to incorporate trust, security, and privacy factors. It reveals that habit,
perceived security, privacy, and trust influence consumer’s behavioral intentions toward mobile banking adoption. In
Bangladesh [6], factors such as expense, responsiveness, and relative advantage influence young customer satisfaction
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and retention in mobile banking, highlighting the importance of understanding customer perceptions. This research [7]
focuses on the millennial generation's attitudes toward mobile banking services, indicating that trust, attitudes toward Al,
religiosity, and relative advantage play critical roles in adoption intentions. The research [8] identifies factors influenc-
ing customer’s use of mobile banking, including perceived usefulness, ease of use, and trust, except for perceived en-
joyment. This study examines the relationships among perceived risk, trust, and intention to use mobile banking. The
research model [9] explores how various factors influence consumer preferences for mobile banking services. It finds
that factors like perceived risk, trust, and service quality play significant roles in shaping consumer’s adoption of mobile
banking. The research explores [10] factors influencing consumers to adopt mobile banking apps for various banking
services. It investigates perceived usefulness, ease of use, security, and trust in mobile banking adoption. The study pro-
vides insights into promoting mobile banking adoption in the banking industry. This study focuses on the initial ac-
ceptance of mobile banking by existing online banking users in India. It develops a theoretical model based on the
Technology Acceptance Model (TAM) extended with factors such as perceived ease of use, security, mobile self-
efficacy, social influence, and customer support. The research finds [11] that these adoption factors significantly impact
customers’ behavioral intention to use mobile banking and aims to provide insights into digital banking channels and
contribute to understanding mobile banking adoption in India. This study [12] analyzes the adoption and use of mobile
banking by university students in Mongolia, focusing on factors like performance expectancy, effort expectancy, social
influence, facilitating conditions, perceived security, perceived trust, and perceived risk. The results indicate that these
factors influence student’s acceptance and use of mobile banking, contributing to the understanding of mobile banking
adoption among young adults.

2.3. Security and Privacy Concerns

Security is a recurring theme in mobile banking research, covering aspects like vulnerabilities, biometrics, and
awareness programs. The security vulnerabilities in mobile banking applications are a growing concern. This study [13]
employs a hybrid fuzzing testing technique to analyze data security requirements, emphasizing the importance of secur-
ing sensitive financial information. The study investigates [14] the current security status of mobile banking apps. It
identifies the need for a consistent understanding of vulnerabilities and improved detection tools to secure mobile bank-
ing applications effectively. Security and privacy issues are addressed early in mobile application development. The
study explores methodologies for secure mobile application development [15]. The paper highlights [16] the importance
of security enhancement in UPI-based mobile apps to detect cybercrimes and fraudulent transactions, emphasizing the
need for real-time analysis. The report [17] classifies and analyzes security issues and challenges in mobile banking in
Uzbekistan, stressing the need for robust security measures in this rapidly growing sector. This study measures [18]
information security awareness among users of Mobile Banking (M-Banking) applications. It uses the Knowledge- Atti-
tude-Behavior (KAB) model to assess the information security awareness of M-banking users in Indonesia. The study
finds that while overall security awareness is at a reasonable level, there is room for improvement in the use of social
media, which scored lower in terms of knowledge, attitude, and behavior dimensions. The paper discusses [19] the in-
creasing popularity of mobile banking services and the rise in online fraud cases related to the banking industry. It high-
lights the importance of awareness programs among bank customers to prevent and mitigate online fraud. This study
examines [20] security threats and security measures in mobile and online banking systems. It explores the challenges
and risks associated with the security of mobile financial services and discusses potential solutions to enhance security.

2.4. Methodologies and Testing

Research methods and frameworks used in the studies also contribute to understanding mobile banking services.
This paper discusses [21] the importance of delivering innovative ideas quickly and reliably in core banking applica-
tions, particularly in mobile and Internet banking. It highlights the need for a DevOps culture in the financial industry,
which combines agile development methodologies with automated processes for rapid application development and
deployment. The paper also explores concepts like continuous integration and delivery, automation of testing, and the
importance of maintaining security and reliability in these banking systems. This paper investigates [22] the impact of
mobile banking service quality dimensions, such as ease of use, usefulness, security/privacy, and enjoyment, on cus-
tomer's value co- creation intention (CVCCI) in the banking sector. It explores how these dimensions affect CVCCI and
examines the roles of attitude toward mobile banking and bank trust in this context. This research investigates [23] con-
sumers’ attitudes and behavioral intentions to use mobile banking services at three stages: static, interaction, and trans-
action. It examines the factors influencing these intentions and the variations based on demographic characteristics,
including age and gender. The paper investigates [24] the acceptance of mobile banking services in Malaysia, consider-
ing factors like perceived ease of use, usefulness, privacy, and security risks. It explores how these factors influence
users' attitudes and behavioral intentions toward mobile banking. This study addresses [25] the adoption of mobile
banking services in Jordan, emphasizing the importance of Supportive Access to mobile banking. It explores how this
element impacts user satisfaction related to mobile banking. This literature survey reviews research trends [26] in mo-
bile banking, covering various aspects such as customer satisfaction, adoption, perception, behavior, security, and priva-
cy. It analyzes 68 research articles from the last ten years and highlights the importance of safety as one of the least dis-
cussed areas in mobile banking research. The review aims to inform future research directions in this field. The study
examines [27] customer awareness and satisfaction with cybersecurity in the context of the digital transformation of
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banking in Saudi Arabia. It analyzes various aspects of cybersecurity, including cyberattacks, phishing, hacking, and
customer satisfaction with bank cybersecurity assistance. The study highlights the importance of increasing customer
awareness and dignity to enhance the security of digital banking transactions.

2.5. Technological Innovations and Solutions

This theme encompasses the technological solutions proposed or analyzed in research studies, such as personaliza-
tion, biometrics, and cloud architecture. The personalization of mobile banking interfaces is explored to enhance the
user experience. The study highlights [28] the significance of adaptive user interfaces in catering to the diverse needs of
users. The study discusses [29] the impact of biometrics on mobile banking security and authentication methods used by
EU Member States' banks, emphasizing the need for advanced authentication to secure mobile banking. This research
paper explores [30] fingerprint authentication in mobile banking applications. The study involves developing a Java-
based mobile application using fingerprint authentication for login and payment options. The research finds that the
developed application is secure, user-friendly, and prosperous in terms of security. The paper discusses [31] using mo-
bile cloud architecture to enhance mobile banking services in India. It focuses on processing speed, storage capacity,
and security in mobile banking systems and proposes a cloud-based risk architecture to address these challenges. The
paper discusses [32] user authentication countermeasures for Internet banking applications, mainly focusing on imper-
sonation attacks. It explores user authentication based on biometrics, specifically touch dynamics biometrics, which
considers unique user behaviors when interacting with touchscreen devices. The proposed framework, Bio-Touch, uses
supervised machine learning and multiple scopes for continuous user authentication to enhance security for banking
applications. This study focuses [33] on improving the efficiency of banking systems using Human-Computer Interac-
tion (HCI) and modern technology in parts of Bangladesh. It discusses the challenges faced by users, bank managers,
and agents in the mobile banking field and highlights the best services offered by mobile banking agencies, focusing on
Al and machine learning techniques. An Android application has also been developed to summarize the work in this
area.

3. Proposed Research Methodology
This study thoroughly examines the security challenges inherent in online financial transactions, which affect a va-

riety of stakeholders, including people from various backgrounds. The study takes a mixed-methods approach, relying
on quantitative data to achieve its goals. Fig.1 represents the path followed to enhance the research methodology.

[ Proposed Methodology ]

Problem Identification

Paper Writing

Fig. 1. Proposed Research Methodology

3.1. Problem ldentification

While online transactions are simple, they also pose increasing security threats, such as cyber fraud and hacking,
which harm individuals from different backgrounds. Existing security measures must be revised, and difficulties occur
due to ethical and legal constraints such as data protection and privacy. This study seeks to discover these security flaws
and moral challenges to provide a more efficient and compliant security framework, ultimately improving the safety and
dependability of online transactions.

3.2. Data Collection
The study employs a quantitative, descriptive research design based on primary data collected via a structured
questionnaire. The 20-question survey, based on existing literature and peer-reviewed articles, collects vital demograph
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ic data - age, gender, educational background, and employment status - as well as participant awareness of data security
laws and prevalent cybercrimes such as phishing, identity theft, and hacking. Research advisers monitored the question-
naire's pretesting phase before distribution to ensure reliability and validity. The finalized survey was published across
social media channels, including Facebook groups and LinkedIn, and directly with possible responders using Google
Forms to increase participation. The participant's responses were scored on a 10-point Likert scale, with 1 indicating
extreme discontent and 10 indicating complete satisfaction. The study collected completed questionnaires from 400
people using a convenience sample approach.

3.3. Sampling Method

For this research, a stratified mixed-methods approach was employed to gain a deeper and more comprehensive
understanding of complex phenomena of quantitative data and ensure representation from various demographics within
the target population. The target population consisted of mobile banking users in the region of interest. To obtain a di-
verse sample, the population was stratified based on factors such as age, gender, education, and spending level. Within
each stratum, participants were randomly selected using a combination of online survey platforms, social media adver-
tisements — different Facebook groups, LinkedIn.

3.4. Rationale for Sample Size

A sample size of respondents was selected to ensure a confidence level with a margin of error. The necessary sam-
ple size was determined to be 400 from 430 respondent, which was exceeded to guarantee a strong dataset. This sample
size also facilitates rigorous subgroup analyses and improves the applicability of findings to the wider population of
online banking users in the region. The survey utilized a stratified random sampling technique and determined an ap-
propriate sample size to gather data that is representative and accurately reflects the viewpoints and experiences of users.
This approach enhances the reliability and validity of the study's findings.

3.5. Data Analysis

The data for this study was rigorously evaluated using Python's statistical modules to gain a comprehensive under-
standing of online transaction security concerns. The analysis began with a demographic breakdown of the respondents
to contextualize the study's conclusions. A careful assessment of the data distribution across several characteristics, such
as age, occupation, and educational background, followed. The survey then examined participants’ knowledge of com-
mon online hazards such as scams, fraud, identity theft, phishing, and hacking. In addition, the difficulties encountered
by respondents in the realm of online transactions were investigated. Finally, descriptive data assessed customer satis-
faction concerning monthly spending and existing security measures.

3.5.1. Overview of the Participants

The demographic profile of the 400 survey respondents in Table 1 reveals a skewed younger population, with 30%
aged between 18-24 and 25% under 18. Adults in the 25-34 and 35-44 age brackets represent 15% and 12.5%, respec-
tively, while older age groups of 45-54 and 55-60 make up 10% and 7.5%, respectively. Most respondents are male
(61.25%), and the educational landscape is diverse: 47.5% have a high school education or less, 22.5% hold a bachelor's
degree, 17.5% have a master's, and 12.5% possess a Ph.D. or advanced degree. Occupation-wise, homemakers form the
largest segment at 31.25%, followed closely by employed individuals at 26.25%; students and people in business each
account for 18.5%; and retirees comprise the smallest group at 5.5%. Notably, all respondents use online transactions,
highlighting the ubiquity of digital financial platforms. In terms of monthly spending, the majority (21.25%) expend
between 10,000 and 15000 units of currency, followed by the 1000-5000 and 5000-10000 ranges, which account for
20.5% and 17.75%, respectively. This demographic diversity allows the study to capture various experiences and per-
spectives on online transaction security.

Table 1. Overview of the Participants

Variable Category User Count Percentage (%)
Under 18 100 25.00
18-24 120 30.00
Age 25-34 60 15.00
35-44 50 12.50
45-54 40 10.00
55 - 60 30 7.50
Gender Male 245 61.25
Female 155 38.75
High School or Less 190 475
Education Bachelor's Degree 90 225
Master's Degree 70 175
Ph.D. or Advanced Degree 50 12.5
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Housewife 125 31.25
Employed 105 26.25
Occupation Student 74 18.50
Businessman 74 18.50

Retired 22 5.50

Use online Yes 400 100

transaction No 0 0

10000 - 15000 85 21.25
1000 - 5000 82 20.50
5000 - 10000 71 17.75
Spending 500 - 1000 49 12.25
50000 - 100000 48 12.00

15000 - 49000 33 8.25

0-500 32 8.00

3.5.2. Analysis of Different Distributions of the Participants

According to Table 2, 39.75% of users required assistance to set up their accounts (AOYA), while the majority
(60.25%) did not. Surprisingly, only 11.75% of respondents read the Terms and Conditions (TC), indicating a signifi-
cant gap in user understanding since 88.25% admitted to not reading them. The fact that 100% of People who don't
Read Terms and Conditions (LTAC) participants agree strengthens this argument. Regarding message management
(MC), 11.75% need to clear their messages, compared to 88.25% who do. Regarding user choice for Mobile Banking
Systems (MBS), bKash and Rocket lead the market with 31.90% and 30.00% usage, respectively, while other platforms,
such as CellFin and My Prime, have moderate to low adoption rates. This extensive data provides critical insights into
online transaction user behaviors and preferences.

Table 2. Analysis of Different Distribution of the Participants

Variable Category User Count Percentage (%)
Yes 159 39.75
AOYA No 241 60.25
Yes 47 11.75
e No 353 88.25
Yes 400 100
LTAC No 0 0
Yes 119 11.75
Mc No 281 88.25
bKash 268 31.90
Rocket 252 30.00
CellFin 176 20.95
My Prime 60 7.14
Nagad 50 5.95
Upay 19 2.26
MBS SureCash 15 1.78
Trust Axiata Pay (Tap) 0 0
City Touch 0 0
EBL SKYBANKING 0 0
NexusPay 0 0
MTB Smart Banking 0 0

3.5.3. Analysis of Public Awareness in Online Security

This study provides essential insights into widespread awareness of online security threats in Table 3. Many re-
spondents have firsthand knowledge of many types of cybercrime. 29.5% of participants reported experiencing scams,
and an equal number acknowledged falling victim to fraud, demonstrating a high prevalence of these cyber dangers.
Identity theft and phishing were also reported by 30.75% of survey participants, indicating that current security
measures may be inadequate.

Table 3. Analysis of Public Awareness on Online Security

Variable Category User Count Percentage (%)
i i 52
i e 2
Identity Theft Leos ;33 2822
i 2 o
s 2 oz
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The most concerning finding is that 59.25% of respondents have been victims of hacking attempts or successful
hacks. This figure is dangerously high compared to other types of cybercrime and should serve as a significant red flag
for prompt action. While there are legitimate concerns about scams, identity theft, and phishing, hacking is the most
pressing issue that requires rapid and extensive responses. These findings highlight the necessity for robust, multi-
layered security solutions and enhanced public awareness to protect against these common online risks.

3.5.4. Analysis of Different Problems Faced by the Participants

Table 4 discovered significant challenges beyond security concerns in the detailed investigation of user-reported
problems with online transactions. Scams are reported by 18.85% of participants, closely followed by fraud and phish-
ing concerns, which affect 18.17% of the user base. Identity theft is a nearly equal worry, with 18.18% of users report-
ing it. Hacking involves 15.71% of respondents, although it is slightly less widespread. Intriguingly, a smaller but sig-
nificant portion of 10.92% said no security difficulties, indicating that present security procedures were adequate or
fortunate enough to escape such pitfalls.

The study, however, extends beyond security concerns. Regarding other functional issues, One Time Password
(OTP) cases were the most reported, affecting 50.10% of customers. QR scan difficulties were the second most com-
mon, affecting 31.10% of respondents. As indicated by 18.81% of respondents, connectivity concerns were significant.
Surprisingly, no respondents indicated a complete lack of these "other” difficulties, indicating a widespread need for
improvements in the entire user experience of online purchases. This complex insight emphasizes the importance of a
comprehensive approach that addresses security issues while improving functional usability to satisfy many user con-
cerns.

Table 4. Analysis of Different Problems Faced by Participants

Variable Category User Count Percentage (%)
Scam 252 18.85
Fraud 243 18.17
. Phishing 243 18.17
Security Problems Identity Theft 243 18.18
Hacking 210 1571
None 146 10.92
OTP 277 50.10
) QR Scan 172 31.10
Other’s Problems Connectivity 104 18.81
None 0 0.00

Table 5 shows the descriptive statistics needed to get critical insights into user behavior and satisfaction levels. The
average monthly spending of customers was BDT 16,354.38, significantly more significant than the BDT 7,500.00 me-
dian. This disparity shows a skewed distribution, implying that many consumers contribute significantly higher ex-
penditure levels, raising the average. Regarding customer satisfaction, the data shows a reasonable average rating of
5.04 on a 10-point Likert scale, supported by a comparable median value of 5.00. The standard deviation of 1.45, re-
flecting substantial fluctuations in user satisfaction ratings, adds nuance to this intermediate level of contentment.

Surprisingly, the minimum satisfaction level reported was as low as 2.00, indicating the presence of a significant
sector of disgruntled users. Furthermore, the significant standard deviation in spending, equal to BDT 23,204.89,
demonstrates a wide range of spending habits within the user population. These findings show a compelling need for
customized service offers and intentional improvements in service quality to accommodate users' different needs and
degrees of satisfaction.

Table 5. Descriptive Statistics for Spendings & Ratings

Count Average Spending (BDT) Satisfaction Ratings
mean 400 16354.38 5.04
median 400 7500.00 5.00
std 400 23204.89 1.45
min 400 250.00 2.00
max 400 75000.00 8.00

4. Result and Findings

An in-depth study of survey data was used to investigate critical concerns linked to online transaction security. The
incidence of security issues, user satisfaction levels, and awareness of privacy legislation were all discovered. Recom-
mendations were developed based on the findings to improve online transaction security and the user experience. The
results were summarized to provide practical solutions for enhancing the integrity of online transactions.

Fig. 2 depicts the percentage of users encountering issues based on their educational levels. The data indicates that
individuals with a High School or Less educational background face the most challenges, constituting 35.77% of the
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problem reports. This is followed by those with a bachelor’s degree, who account for 28.85% of the reported issues.
Master's degree holders experience fewer problems, contributing to 21.15% of the total, while Ph.D. holders encounter
the most minor issues at 14.23%. A pattern emerges, suggesting a negative correlation between educational attainment
and the frequency of the issues faced. Such insights are crucial for devising strategies tailored to the unique needs of
different educational demographics.

4 ™

Percentage of Users
Facing Problems
=
(8]

High School or Less Bachelor's Degree Master's Degree Ph.D.

\_ Education Level J

Fig. 2. Number of Users Facing Problems Related with Education Level

Fig. 3 reveals significant disparities in user issues based on gender and educational level. Males with a High
School or Less education encounter the highest incidence of problems at 23.85%, notably higher than their female coun-
terparts at 11.92%. Conversely, females with a bachelor’s degree experience the most issues at 19.62%, outpacing males
in the same educational category at 9.23%. Across both genders, individuals with advanced degrees report fewer issues,
suggesting that higher education correlates with an improved user experience. These findings highlight the need for
targeted, gender- and education-specific strategies to enhance platform reliability.

30

m High

E’ 25 23.85 ig:sol or
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(55
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g

0

Female Male
Gender

Fig. 3. Visualization of Users Facing Problems Related with Gender and Education Level

When security-related concerns, including categories such as scams, fraud, identity theft, phishing, and hacking,
are analyzed, a remarkable pattern appears. This pattern may be broken down into many subcategories. Across the board,
a sizeable proportion of those who experienced security vulnerabilities had not shown any signs of knowledge regarding
these concerns. For instance, in the categories of scam and fraud, 62.00% and 44.00% of persons who replied no to
awareness found them confronted with these situations, but only 1.00% of those who claimed knowledge faced them. In
the case of identity theft and phishing, the findings are even more surprising because there was not a single documented
instance in which awareness was linked to experiencing these problems. This highlights the significant gap that exists
between knowledge and actual incidences. However, hacking has a more equal distribution, with incidences happening
among individuals aware of the problem and those oblivious to it. These findings highlight the crucial role that educa-
tion and awareness play in decreasing security risks since a lack of knowledge tends to correspond with a greater fre-
quency of security concerns in most circumstances. Education and cognition may be achieved through various channels,
including formal and informal education, training programs, and public campaigns, referring to the below Fig. 4.

Volume 16 (2024), Issue 2 29



Security Analysis in Online Transaction Systems: A Proposed Framework

E 80 62 4 4925 60.75 28
SE T i
~ @

2.8 8 8 N 9
S 0

§ E Scams Fraud ldentity Phishing Hacking
E Theft

Digital Security Problems mAware mNot Aware

Fig. 4. Public Awareness on digital security problems

Several vital patterns and comparisons emerge in this analysis of security issues reported by users of different mo-
bile banking platforms - bKash, Nagad, Rocket, SureCash, Upay, and CellFin. Fig. 5 reveals that bKash users reported
the highest number of security issues across different categories, notably facing a substantial prevalence of hacking,
with 69.64% of respondents reporting incidents, and scams, where 2.2% of users encountered fraudulent activities.
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Digital Security Problems EYes mNo

Fig. 5. Digital Security Issues faced by bKash Users.

However, in Fig. 6, 20.47% of Rocket users reported encountering hacking issues. This discrepancy highlights a
higher frequency of periodic reports related to hacking among users.
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Fig. 6. Digital Security Issues faced by Rocket Users

In Fig. 7, statistics for SureCash users indicate fewer security issues overall, with no reports of fraud, identity theft,
or phishing problems. However, 50% of SureCash users encountered hacking issues.
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Fig. 7. Digital Security Issues faced by SureCash Users
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In Fig. 8, statistics for Upay users reveal fewer overall security issues, with no reports of fraud, identity theft, or
phishing problems. However, 16.67% of Upay users experienced hacking issues.
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Fig. 8. Digital Security Issues faced by Upay Users

Nagad reported fewer overall security issues, showing similar patterns across categories, except for instances of
hacking. Fig. 9 and Fig. 10 reveal an astonishing incident where none of the respondents of Nagad and CellFin users
faced any digital threats. This observation is noteworthy because it suggests a commendable level of security resilience
within these platforms, indicating robust protective measures or user behaviors that mitigate potential risks. Such find-
ings underscore the importance of further examination into the security frameworks to identify strategies that effectively
safeguard users' digital transactions and enhance overall trust in mobile banking services.
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Fig. 9. Digital Security Issues faced by Nagad Users
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Fig. 10. Digital Security Issues faced by CellFin Users

The distribution of users in Fig. 11, categorized into Don't Clear Messages and Clear Messages, is observed to
have experienced OTP problems. In the Don't Clear Messages category, most users (273, or 68.25%) are found, suggest-
ing that most users who did not clear their messages reported facing OTP problems. In contrast, a tiny percentage
(1.00%) of users in the Clear Messages category reported OTP problems. This stark contrast indicates a significant dis-
parity in OTP problems between users who clear their messages and those who do not.

Fig. 12 provides a deeper breakdown of OTP problem cases by gender and MC (Message Clearing) response.
Among male users who did not clear messages, the reported OTP problems constituted 61.37% of the cases. Similarly,
female users who did not clear messages accounted for 37.18% of the OTP problem cases. Notably, there were 1.44% of
OTP problems among male users who cleared messages, while there were no reported OTP problems among female
users who cleared messages. This analysis highlights that most OTP problem cases are associated with users who do not
clear messages, irrespective of gender. Additionally, it suggests a potential correlation between the lack of message
clearing and OTP problems, with a gender-specific difference in the response to message clearing. However, given the
limited sample size, especially for female users who clear messages.
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Fig. 12. OTP Problems Faced by Users Sorting with Gender

Fig. 13 provides insights into the distribution of security issues users report and their corresponding percentage
levels. Scams and phishing are the most prevalent security concerns, accounting for around 23.42% and 22.58% of all
reported issues. Hacking follows closely behind, representing approximately 19.33% of the total. Identity theft and
fraud are reported at percentages of about 18.31% and 16.36%, respectively, making them slightly less common but still
significant concerns. These findings emphasize the need for robust security measures and user awareness to combat
scams, phishing attempts, hacking incidents, identity theft, and fraud in the digital realm. The user's vigilance against
these threats highlights the importance of addressing these issues effectively.
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Fig. 13. Digital Security Issues Faced by Users

Fig. 14 presents a breakdown of various problems reported by users, explicitly focusing on OTP, QR Scan, and
connectivity issues. OTP-related problems emerge as the most frequently encountered, constituting approximately 50.09%
of reported cases. QR-Scan issues follow closely behind, accounting for about 31.10% of the total trials. Connectivity
issues, while less common, still hold significance, accounting for an 18.81% share of reported issues. This data under-
scores the prevalence of OTP problems among users but also highlights the importance of addressing QR scan and con-
nectivity issues to enhance user satisfaction and the overall mobile banking experience.
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Fig. 14. Other Issues Faced by Users

The Pearson correlation coefficients have unveiled significant patterns in the comprehensive analysis of digital se-
curity factors. Firstly, in Fig. 15, in cybersecurity, strong positive correlations were observed among scams and phishing
(0.95) and scams and hacking (0.71), indicating that these threats often co-occur.

Secondly, Fig. 16, examining digital authentication methods, noted a substantial negative correlation of -0.89 be-
tween connectivity and OTP, suggesting that one-time password (OTP) usage declines as connectivity issues intensify.
Lastly, QR scanning, and connectivity exhibit a relatively weak positive correlation of 0.05, implying a modest associa-
tion between these factors. These findings shed light on the intricate relationships between cybersecurity and digital
authentication, emphasizing the importance of holistic security strategies and dependable connectivity in safeguarding
against cyber threats and facilitating secure online transactions.
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5. Proposed Framework

In this section, an innovative and comprehensive architecture was created to increase user awareness, safety, and
dependability to solve the complex difficulties surrounding the security of online transactions. As the digital world con-
tinues to grow, the risks posed by cybercriminals continue to adapt and expand. Because of this, it is imperative to take
preventative measures to secure critical transactions. The architecture presented here capitalizes on tried-and-true online
transaction security principles while also including forward-thinking components to meet the ever-changing nature of
cybersecurity dangers.

This framework in Fig. 17 combines the most effective security techniques with the agility necessary to counteract
new hazards successfully. This section introduces the fundamental components and concepts that form the basis of the
framework. The section focuses on the potential of the framework to reinforce the digital realm and create confidence
among all stakeholders who participate in online transactions. The framework is an example of a preventative and flexi-
ble approach to online commerce security, making it well-positioned to address the problems of the digital era head-on.
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Fig. 17. Proposed Framework of OTS

User Education and Awareness: Awareness, Workshops, Webinars, Campaigns, and Programs are the different
channels through which awareness will be raised by informing users about the risks involved in online transactions and
ways to mitigate them. Educated users are less likely to fall for scams, fraud, identity theft, phishing, hacking, or risky
behavior.

o Gender-Specific Security Customized for Male and Female Users: To address the gender-based differ-
ences in experiencing security challenges per research findings. Tailoring education and security measures to
gender- specific needs can lead to more effective risk mitigation.

o Incident Reporting and Response Mechanism: A system for users to report security incidents. Quick re-
porting can lead to faster resolution and prevent the spread of specific security threats.

o User-Friendly Rapid Response and Data Sharing with Authorities: To make it easier for authorities to act
on reported incidents. Streamlining this process can lead to quicker action from authorities, minimizing dam-
age.
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Behavioral Analysis and User Guidance: Identify Risky Behaviors to monitor user behavior and identify actions
that could lead to security vulnerabilities. Early identification of risky behavior can help prevent security incidents pro-
actively. And Analysis of Behavior During Online Transactions for a deeper dive into user actions during transactions.
Understanding the ‘why' behind specific actions can lead to more effective educational programs and security measures.

o Mobile Banking Platform Collaboration and Data Sharing: Collaboration with different platforms to
share insights. Sharing data can lead to industry-wide improvements in security measures.

o Insights Implementation: Implementing the learnings from the behavioral analysis. Implementing insights
will lead to more robust security systems and user guidelines.

Personalized Security Recommendations: Al-driven recommendations Based on User Profiles to provide securi-
ty recommendations tailored to individual user behaviors and needs. Customized advice can be more effective than gen-
eral guidelines.

o Netflix, Amazon, E-commerce, and Facebook Feeds Recommendations System to indicate the potential
effectiveness of such a personalized system by drawing parallels with successful models in other domains.
These examples serve as proof that personalized recommendations work.

The COTSEF: A Comprehensive Framework for Enhancing Security in Online Transactions successfully addresses
the issue from multiple angles, targeting systemic and individual behaviors contributing to digital security vulnerabili-
ties.

6. Conclusion

The proposed COTSEF: A Comprehensive Framework for Enhancing Security in Online Transactions offers a
multifaceted approach to address these challenges. By focusing on user education and awareness, behavioral analysis,
personalized security recommendations, gender-specific security modules, collaboration with mobile banking platforms,
incident reporting, and continuous evaluation, COTSEF aims to create a safer and more dependable online transaction
environment.

This study has several key insights and takeaways: 1. Online transaction security is a complex and evolving field,
with users facing various threats and challenges. 2. Education and awareness are crucial in equipping users with the
knowledge to identify and mitigate security risks. 3. Adequate security measures require personalization that considers
user behavior and characteristics. 4. Collaboration among stakeholders, including users, educational institutions, and
mobile banking platforms, is instrumental in building a secure digital ecosystem. 5. Continuous evaluation and im-
provement are vital to adapting to threats and user needs.

6.1. Limitations

While research and the proposed framework offer valuable insights and solutions, it is essential to acknowledge
certain limitations. The study's findings are based on survey data, which may be subject to biases and inaccuracies in-
herent in self-reported responses. The proposed framework, COTSEF, is a conceptual framework, and its real-world
implementation may face technical, logistical, and adoption challenges. The framework's effectiveness in addressing
online transaction security challenges will depend on user engagement, stakeholder collaboration, and the dynamic na-
ture of cybersecurity threats.

6.2. Future Work

Building on this research, several avenues for future work emerge. Conducting in-depth user studies to gather more
precise data on online transaction security challenges and user behaviors. Prototyping and testing the COTSEF frame-
work in real-world settings to assess its practicality and effectiveness. Exploring advanced technologies, such as ma-
chine learning and artificial intelligence, to enhance the accuracy of behavioral analysis and security recommendations.
Expanding collaboration with broader stakeholders, including government agencies, financial institutions, and cyberse-
curity experts, to create a more robust and holistic security ecosystem. Continuously updating and refining the frame-
work to adapt to emerging cybersecurity threats and user needs.

In conclusion, online transaction security is an ever-evolving field that demands innovative solutions and collabo-
rative efforts. This study and the proposed COTSEF framework represent significant steps toward enhancing the safety
and dependability of online transactions. While challenges and limitations exist, the commitment to improving online
security remains unwavering with ongoing research, testing, and collaboration to work toward a more secure digital
future for all users.
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