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Abstract—During the recent development in image
manipulating software and vast use of Internet, it is now
becomes very difficult to protect the images that are
precious and need to be secured so that they will survive
against several image modification attacks. This paper
represents a new technique to produce robust and
efficient Twin blind digital Watermarking with the use of
2-D Walsh code and Discrete Cosine transform.
Authentication matching process is introduced during the
extraction process to provide extra security to the Host
image. Both the Watermarks are embedded into host
image through Walsh Code conversion. In this technique,
the Embedding and extraction of Watermark is simpler
than the other transform previously used. The proposed
algorithm uses the YCbCr colour elements of the colour
images in DCT province with low frequency components.
During the first step the Principal Watermark i.e Hand
written signature is embedded through 2-D Walsh coding
and then the resultant watermark i.e Biometric fingerprint
is embedded to the first Watermarked image through 2-D
Walsh coding. The De-watermarking is dawn by
checking the Authentication through Biometric
fingerprint matching method. The technique is accessed
by analyzing various performance parameters like SSIM,
PSNR and NC. Further, the evaluation is made through
various attacks by using StirMark tool. It was observed
from the result that, by utilizing 2-D Walsh coding
technique, better robustness is maintained and the
proposed technique survived against various attacks such
as JPEG compression, median, noise etc.

Index Terms—Discrete Cosine Transform, Digital
Watermarking, 2-D Walsh code, YCbCr colour space,
Authentication matching etc.

|. INTRODUCTION

Digital information carried out during the vast scale of
communication through various sources is accessible for
large number of people and produces illegal duplication
and manipulation. Then it becomes necessary to provide

Copyright © 2015 MECS

security arrangement for copy protection or copyright
protection of the Multimedia data used during this
process. To avoid the illegal assessment of multimedia
data, Digital Watermarking is introduced [2]. It provides
the growing need of theft and tampering through the use
of Modern Signal Processing methods to embed
Authentication and Ownership information within the
media data contents.

Digital Watermarking techniques [2] [3] provides the
merging of signal permanently into a digital image which
can be extracted or detected according to the need by
providing necessary Authentication. The Hidden
watermark must provide robust enough to survive against
any type of manipulation by preserving the quality of the
image. Thus permanently marking of Intellectual
Property Right remain accessible.

In past many Watermarking algorithms were proposed
[1] [2] [3]. Some of them are processed DCT through
frequency domain [4] [5] [6]. In this work, new
Watermarking technique through DCT using low
frequency elements is presented where DCT of (8 X 8)
blocks are used for hiding of Watermark information.

In this proposed technique, YCbCr colour components
are used instead of RGB components. Generally Y
component in the colour space indentifies the Luminance
and Cb, Cr components are used as colour information.
The equivalent Y channel of the RGB host image is used
during the processing of the proposed algorithm [10].

In this work, Walsh code functions are utilized to
increase the robustness of the proposed watermarking
method [7]. The use of 2-D Walsh function provides
information encoding for both Major Watermark i.e Hand
written signature and the Resultant Watermark for
Authentication i.e Biometric fingerprint before merging
them into Y channel of the host colour image [13].
During the processing, Walsh code of length-8 is
considered.

Biometric fingerprint recognition or authentication is
an automated method of matching and verifying two
fingerprints. Fingerprint is mainly used for biometric
purpose to recognize individual identity [17]. In the
proposed technique, Biometric fingerprint is specifically
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used during the detection to extract major Watermark as
an Authentication source.

The work has been tested against multiple parameters
made for performance like SSIM, NC and PSNR [12].
The verification is also carried out through several
intentional and non-intentional attacks by using StirMark
toolbox [15].

IlI. PROPOSED EMBEDDING ALGORITHM

The proposed algorithm consists of three different
sections to produce the Watermarked image. During the
first section, two dimensional Walsh coding is applied to
the Major Watermark i.e Binary signature image and
converted it into its equivalent binary number. During the
second section, both Horizontal and Vertical Walsh
coding is applied to the Biometric fingerprint image to
produce its equivalent binary number. During the third
section the Embedding process of major watermark and
then Authentication Watermark is carried out in the low
frequency elements of DCT blocks.

A. 2-d Walsh Coding of Major Watermark

In the proposed technique 2-D Walsh function is used
to increase the robustness. 2-D Walsh function is applied
to encode the handwritten signature before embedding it
into the main host image. During the process of
converting the signature image into its equivalent Walsh
function, every individual vector of the signature’s
equivalent vector is changed by its corresponding Walsh
code sequence. The process is applied horizontally and
then vertically to all signature pixels.
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Fig. 1. Applying 2D Walsh coding on the Signature image
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Equivalent binary signature as major Watermark is
utilized here as watermarking information. The 16 X 64
size original signature is divided into 4x4 blocks. In the
first section, Walsh code is multiplied with each row’s
elements of the block to produce 1-D Walsh code. In the
same way the consequential codes are used to generate a
4x4 block. The produced elements will be decimal
numbers in the range -2 to 4. The section’s resulting 1-D
Walsh coded block is then applied to the second stage.
During the second stage, again Walsh code is multiplied
with each column’s element of the input Walsh coded
block and then multiplexed to produce 2-D Walsh coded
block. Every element of the produced Walsh coded block
is in the range -8 to 16 in decimal number. Finally by
converting them into five bit binary number it is ready for
insertion into DCT blocks.

Original Handwritten signature is converted into its
equivalent binary signature and then processed as per the
requirement of the algorithm. By the method of 2-D
Walsh coding, binary signature image is converted to its
equivalent 5-bit binary number for further insertion in the
DCT blocks.

B. 2-D Walsh Coding of Authentication Watermark

As an Authentication watermark, Biometric fingerprint
is used to embed in the Watermarked Y channel image
after generating its equivalent Walsh code. In the
proposed technique, 2-D Walsh function is used with
length 8 to encode the fingerprint after scanning the same
by proper Biometric Scanner to generate its equivalent
binary code.

To avail 2-D Walsh code, fingerprint is applied for
both vertically then horizontally and can be generated by
multiplying vector of fingerprint’s each row by Walsh
code and then adding them for getting horizontal part.
After that vector of fingerprint’s each column is
multiplied with the result of first part and adding them to
get Two Dimensional Walsh code of fingerprint.

The size of 16 X 64 fingerprint image is repeated four
times and then Shuffling to achieve 64 X 64 size. The 64
X 64 binary bits are multiplied and added together to get
horizontal Walsh to form a new matrix 64 > 64 with
decimal numbers in the range 2 to 4. Then these numbers
are multiplied vertically and added together to get 2-D
Walsh code. The resulting product is in the range 8 to 16.
Finally the numbers are converted in the range O to 24
where these decimal numbers are converted into five bit
binary numbers for insertion into Watermarked Y channel
DCT block.

Using fingerprint scanner, applied fingerprint is
converted to its equivalent binary code. By the process of
2-D Walsh coding, fingerprint image is converted to its
equivalent 5-bit binary number for further insertion in the
DCT blocks.

1.J. Image, Graphics and Signal Processing, 2015, 11, 35-41



Fingerprint Authentication in Digital Watermarking Using YCbCr Colour Space & 2D Walsh Code 37

64 X 64 fingerprint's
binary numbers

Il

Horizontal Walsh
Encoding

4L

Vertical Walsh
Encoding

4L

Decimal to 5 bit
Binary Conversion

Fingerprint

To Watermarked
Y Channel DCT
Block

Fig. 2. Applying 2-D Walsh coding on Fingerprint image

C. DCT Embedding Algorithm

In the proposed method, DC components are excluded
while very low frequency band is modified in the process
of Embedding Watermarks into DCT blocks. The process
involved twice Embedding one after another. First major
Watermark i.e Hand written signature is embedded to get
first Watermark image and then Authentication
Watermark i.e Biometric fingerprint is embedded to get
final Watermarked image. Both the watermarks are
converted to its equivalent 2-D Walsh code before
embedding them into DCT blocks. This is done by
modifying the DCT coefficient value. First it is divided
by a scaling factor and then rounded to an integer:

P2{i,j) = Round

P1i(i, j}J
1

Where P1 is the image original coefficient and P2 is
the modified coefficient. S is the scaling factor.

Before embedding the Watermarks, the host RGB
image is converted to its equivalent Y channel where
YCbCr colour components are utilized. Then DCT is
applied to the image where it is divided into (8x8) blocks.
The process of inserting or embedding is carried by
placing the encoded bits (either -1 or +1) into the stated
(even or odd) element value of the block and then
applying the IDCT for constructing the final
Watermarked Y channel image. Lastly the Y channel
Watermarked image is converted to its equivalent RGB
Watermarked image. It is proposed to embed two
different Watermarks in the same host image while
maintaining image quality. The embedding process of
two Watermarks i.e Hand written signature which has to
be extracted during recovering process and Biometric
fingerprint which can be utilized for Authentication
resource for extraction of Major Watermark. Fig.3 shows
the whole Embedding Process of 2-D Walsh coded
Watermarks to the Host image.
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Fig. 3. Embedding of both Watermarks through 2D Walsh coding

During the work multiple 512 X 512 RGB images [16]
were used to verify the algorithm. Fig.4(a) Lena image,
4(b) Adya image, 4(c) Mena image and 4(d) Cartoon
image are the examples of sample RGB images that were
used during the work.

Fig. 4(c)
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I1l. ALGORITHM FOR WITHDRAWAL OF WATERMARKING

The proposed algorithm used for withdrawal of Major
Watermark i.e Binary handwritten signature includes
colour space conversion followed by horizontal and then
vertical decoding, Authentication matching and finally
Watermark extraction. The following actions have been
taken to extract Binary handwritten Signature from the
Watermarked image:

Lena Watermarked RGB Image

i

P
RGB to YChCr
conversion
., "y
I's i -
DCT Horizontal 1-D
BX8 blocks Walsh decoding
‘ oI —
Vertical 1-D
Fingerprint Walsh decoding

Authentication i’L

Authentication matching & J

Signature Extraction

Extracted Binary Signature

Fig. 5. Extraction of Binary signature

o  First step is to convert Watermarked RGB image
to its equivalent Y channel image.

e Y-channel Watermarked image is divided into 8 X
8 blocks and DCT is applied to each block.

o Watermarked coefficients are checked for even
and odd value.

e Binary bits are extracted and 2-D 4X4 blocks are
constructed by decimal numbers.

e Horizontal 1-D decoding followed by vertical 1-D
Decoding is performed.

e Fingerprint is applied and
Authentication.

e Binary signature is extracted.

matched for

Fig.5 gives the flow diagram used for extracting the
Binary signature. During the process of withdrawal of
Major Watermark, it is not required to use the host image.
So the algorithm used for this purpose is blind in nature.
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IV. RESULT AND ANALYSIS

The capability of the proposed algorithm was
examined by taking various colour images of size 512 X
512 pixels and multiple Signatures has been applied of
size 16 X 64 for testing the potential of the algorithm.
The robustness of the technique is also examined. During
the investigation, Scaling factors from 4 to 20 were
applied on the Watermarking to test the effect of the
Resulting Watermarked images. Table 1 shows the effect
of applying 2-D Walsh code on test images with Scale
factor 20.

Table 1. Watermarking effect of applying 2-D Walsh code on Test
images with Scale factor 20.

Image Test

Watermarked

: SSIM | PSNR
Name Image Image
i
enajpg 0.9625 | 40.9421
dyaj
adyajpg 0.9732 | 403011
mena jpg | 0.9688 | 40.5498
e
cartoon.jpg 0.9748 | 413311

Table 1 shows the idea about the effects of producing
Watermarked image where both Walsh coded
Watermarks is embedded in the Host image through their
respective 2-D Walsh code against SSIM and PSNR with
Scale factor 20.

The projected algorithm using Walsh code length of 8
was tested for justification. The observation regarding the
variations of values by changing the Scaling factors on
the Perceptual invisibility was verified and noted using
the PSNR and SSIM. The strength of algorithm beside
JPEG compression was also observed. The capability of
the algorithm in terms of robustness was also tested using
the StirMark tool. The processing of algorithm by taking
different Scaling factors shows the Perceptual invisibility
of the Watermarked images and their individual SSIM
and PSNR index value.

A. Evaluation Using Proposed Algorithm
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Based on the 2-D Walsh coding of length 8, the
proposed technique was processed and evaluated. By
taking different Scaling factors from 4 to 20 during the
validation of the algorithm, the Perceptual invisibility of
the Watermarked images and their individual SSIM and
PSNR index values were observed. During the evaluation,
verities of standard and non- standard colour images of
size 512 X 512 were tested. From the obtained SSIM and
PSNR values, distortion caused at the Watermarked
images is evaluated and it is concluded that there is an
invisible distortion created by the Watermark method and
the effect takes place for the same was studied.

Table 2. SSIM & PSNR with 2-D Walsh coded extraction of Binary

signature
Test Image Name FS;;I;r SSIM PSNR
4 0.9975 53.9048
8 0.9923 48.5792
lena.jpg 12 0.9843 45.2463
16 0.9741 42.8489
20 0.9625 40.9421
4 0.9985 53.7807
8 0.9944 48.0892
adya.jpg 12 0.9887 44,5386
16 0.9811 42.1304
20 0.9732 40.3011
4 0.9980 53.8349
8 0.9935 48.1768
mena.jpg 12 0.9863 44.8029
16 0.9779 42.3093
20 0.9688 40.5498
4 0.9983 53.1693
8 0.9951 49.1774
cartoon.jpg 12 0.9898 45.6878
16 0.9829 43.2159
20 0.9748 41.3311

In the Table 2, the display of the Perceptual invisibility
of the Watermarked images by taking Scale factors from
4 to 20 in terms of evaluated values of the respective
SSIM and PSNR index is shown. The method accessed
through SSIM, the minimum value obtained is 0.9625
and the maximum value is 0.9985. When the method is
accessed through PSNR, the minimum value obtained is
40.3011 where the maximum value is 53.9048.It was
observed from the table that, when the value of the
Scaling factor is increased, the feature of the
watermarked image is exaggerated. Plot 1 shows the
graphical representation on SSIM verses Scaling factor
for all test images where Plot 2 gives the representation
on PSNR obtained against Scaling factors.
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Plot 1: SSIM with Walsh code 8 against Scale factor
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During the evaluation, the detail lowest JPEG Quality
factor obtained for Scaling factors 4 to 20 is shown in
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Table 3. It gives the report on the lowest Q with Walsh
code 8 below which the Binary signature cannot be
recovered. From the table it is observed that the value of
the JPEG Quality factors varies from 83 to 25. Plot 3
gives the representation on the effect of JPEG Quality
factor against the Scale factor.

Table 3. Lowest JPEG factor Q for 2-D Walsh coded extracted Binary
signature under JPEG attack.

JPEG Recovery of
Test Scale ) AR
Imase | Factor factor | binary signature
: (Q) | at Scale factor 20
4 82
lena jpg 8 64
12 46
16 32
20 25
4 82
ad\ra' 66
ya.Jpg B A7
16 35
20 26
83
mena i 64
JPg B 15
16 33
20 26
4 83
: 65
cartoot.
1Pg B 1
16 34
20 26

From the observation it was found that by applying 2-
D Walsh coding to the Watermarks before embedding
into the DCT blocks provides elevated robustness against
JPEG attacks. It is also experimented that the proposed
technique of Watermarking can continue to exist against
high JPEG compression ratios. It is also ensured that
increase in the range of Scaling factors will provide the
increase in robustness of the algorithm at the
disbursement of enhancing the distortion happened to the
Watermarked images.

Finally the proposed technique was validated against
different standard and nonstandard attacks by using the
StirMark tool which is a standard benchmark. The
validation was performed on the image lena.jpg under
scaling factor 20. The detail observation on the StirMark
attacks and their respective NC values are shown in Table
4. It is observed that the Binary signature successfully
recovered under different attacks.
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Table 4. NC values for Lena image with Scale factor 20 at StirMark

attacks.

Attack NC with szlsh 4 Walsh-
Additive Noise- 0.2 1
Additive Noise- 0.5 1
Additive Noise- 0.7 1
Additive Noise- 0.9 1

JPEG-20 0.9813
JPEG-30 0.9958
JPEG-75 1
Median 3X3 0.9457
Median 5X5 0.9882
PSNR-50 1
PSNR-70 1
PSNR-90 1
Rotation-0. 5° 0.9883
Rotation-1.0° 0.9892

V. CONCLUSION

In this work, a blind technique for Watermarking
algorithm was proposed by applying two-dimensional
Walsh coding of length eight to embed the Watermarks in
the DCT blocks after converting the Host image into its
equivalent YCbCr colour space. The embedding is
carried out in five low frequency coefficient of DCT. The
proposed scheme produced minimum distortion on the
Watermarking images. The algorithm prepared to embed
Binary signature as Major Watermark and Biometric
fingerprint is also embedded secondly to be utilized as
Authentication matching during the process of extraction.
The algorithm is found to be more sensitive against
robustness and against JPEG compression and the
common Watermarking attacks of image processing by
the use of 2-D Walsh code. The technique is proving to
be blind as the Major Watermark can be extracted
without the use of original image. It is concluded that,
increase in the range of Scaling factors will provide the
increase in robustness of the algorithm at the
disbursement of enhancing the distortion happened to the
Watermarked images. The distortion created by the
proposed Watermarking algorithm was validated using
their respective PSNR and SSIM index values.
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