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Abstract: Adversarial attacks can be extremely dangerous, particularly in scenarios where the precision of facial
expression identification is of utmost importance. Hiring adversarial training methods proves effective in mitigating these
threats. Although effective, this technique requires large computing resources. This study aims to strengthen deep learning
model resilience against adversarial attacks while optimizing performance and resource efficiency. Our proposed method
uses adversarial training techniques to create adversarial examples, which are permanently stored as a separate dataset.
This strategy helps the model learn and enhances its resilience to adversarial attacks. This study also evaluates models by
subjecting them to adversarial attacks, such as the One Pixel Attack and the Fast Gradient Sign Method, to identify any
potential vulnerabilities. Moreover, we use two different model architectures to see how well they are protected against
adversarial attacks. It compared their performances to determine the best model for making systems more resistant while
still maintaining good performance. The findings show that the combination of the proposed adversarial training technique
and an efficient model architecture outcome in increased resistance to adversarial attacks. This also improves the
reliability of the model and saves more resources for computation. This is evidenced by the high accuracy results achieved
at 98.81% accuracy on the CK+ datasets. The adversarial training technique proposed in this study offers an efficient
alternative to overcome the limitations of computational resources. This fortifies the model against adversarial attacks,
resulting in significant increases in model resilience without loss of performance.

Index Terms: Adversarial Training, Convolutional Neural Network, Adversarial Example, Model Robustness.

1. Introduction

Convolutional Neural Networks (CNN) are a component of Deep Learning (DL) and have made substantial progress
in improving information processing and data analysis capabilities [1]. This development is a significant assortment of
disciplines, including Natural Language Processing (NLP) [2], Sound Processing [3], Image Sentiment Analysis [4],
Facial Recognition (FR) [5], Security [6], and Medical Image Analysis [7, 8]. In Facial Expression Recognition (FER),
CNNs are magnificent for the precise identification of emotions [9], such as in automated customer service or feedback
analysis [10]. CNN allows the system to identify and recognize complex patterns in human faces [11].

CNN can also understand the unique characteristics of each expression, such as eye folds, lip movements, and
changes in expression on certain parts of the face. With precise feature extraction, the model improves the precision of
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emotion recognition [12]. However, the success of DL faces serious challenges, namely adversarial attacks (Adv.Attack).
Attackers use Adv.Attack to mislead DL models [13]. Small perturbations intentionally introduced to the input are often
invisible to humans. These attacks can manipulate the model to provide inaccurate or undesirable predictions [14]. These
perturbations are significant enough to result in an incorrect prediction by the model. Ultimately, this can lead to a loss
of generalizability of new data [15]. Previous research has suggested how adversarial attacks can make the system unsafe
[16]. Even though they are a threat, Adv.Attack can be a valuable security testing tool. Researchers can use Adv.Attack.
Researchers can systematically explore model weaknesses to identify and address potential vulnerabilities while
enhancing the robustness and security of DL [17]. By understanding how Adv.Attack works and responding to them
effectively, researchers can create DL models that are more resilient to potential threats. The proposed method improves
both models' safety and resilience encounters of adversarial manipulations [18]. This encourages technological
development in a safer and more trustworthy direction [19].

Researchers categorize a defensive approach to attacks as the development of methods that strengthen DL. One
commonly used technique is adversarial training (Adv.Train ) [20]. Researchers use this technique to train a model using
data indicated by Adv.Attack [21, 22]. This method detects unusual or anomalous activities that indicate an attack [23].
Researchers train the model in adversarial examples (Adv.Example) to make it more sensitive to unusual patterns that
may suggest an attack. However, this technique faces significant challenges, particularly the high computing resources
required [24].

The focus of this research is to increase the robustness of DL CNN in the domain of FER. Besides that, it also
guarantees that models can resist potential assaults while simultaneously comprehending and responding to human
emotions with precision. In addition, this research aims to address excessive computing resource consumption. Therefore,
this study proposes a resource-efficient Adv.Train method. This method entails creating and storing Adv.Example as
separate entities to improve the model’s resistance to Adv.Attack.

The following are the contributions made to this research:

. We will generate a new FER dataset. In this phase, we will implement the Adv.Train technique by employing
the One Pixel Attack (OPA) and the Fast Gradient Sign Method (FGSM). This new dataset enhances the security
and the ability of models to withstand advanced attacks.

. Uniqueness in the FER domain. This research contributes to the adversarial defense model in the FER domain.
This research addresses an unexplored knowledge gap in FER.

. Alternative Solutions with Low Computational Costs. Finding alternative solutions for Adv.Train that minimize
the use of computing resources is a significant innovation. This could open the door to the development of robust
models that are economically viable and widely applicable.

2. Literature Review

Adv.Attack are a serious challenge that can threaten the reliability and security of algorithms in various sectors [25].
Adv.Attack can undermine the accuracy and trustworthiness of the algorithm. Apart from that, Adv.Attack also poses
risks to user privacy and ethics. To overcome this challenge, various studies have been conducted to develop algorithms
that are more resistant to Adv.Attack [26,27].

Research on Adv.Attack in FER is limited. One study relevant to this topic is [28], which discusses Adv.Attack in
FER. This research proposes the Deep Learning Geometry-Aware Adversarial Vulnerability Estimation (GAAVE)
method. The GAAVE method effectively addressed class imbalances and enhanced the algorithm's resilience against
Adv.Attack. This was achieved using adversarial techniques to identify noisy labels, as well as the implementation of
dataset splitting, subset refactoring, and self-annotator modules. Another study, [29], analyzed various factors that
influence the security and robustness of FER algorithms, such as network architecture, data quality and quantity, and
evaluation metrics. This research shows that although the FER algorithm is vulnerable to Adv.Attack, an adversarial
defense approach can reduce the negative impact. This research also proposes techniques and strategies, such as data
augmentation, regularization, and ensemble learning, to protect the algorithm from Adv.Attack. The relevance of our
research is to increase the algorithm's resilience to Adv.Attack in FER.

A study [30] indicates that, while Adv.Attack can greatly reduce the accuracy of face recognition, defense methods
like Adv.Train, feature squeezing, and spectral defense can enhance model robustness. Researchers [31] used Adv.Train
techniques too, demonstrating that Adv.Train is an effective method for developing models resistant to Adv.Attack. This
research employs Adv.Example as a method for data augmentation. Both studies agree that Adv.Train can significantly
increase model resilience against various types of Adv.Attack, although it introduces a complexity that needs to be
considered. In addition, [32] illustrates how optimizing the trajectory for re-weighting can enhance Adv.Train. Findings
from this investigation inspired the usage of Adv.Train in creating techniques for handling Adv.Attack.

Lastly, certain studies aim to minimize the training cost while preserving the model's resilience against Adv.Attack,
particularly in situations where computational abilities are restricted. For example, research [33] proposed a new
algorithm for Adv.Train that reduces the computational cost by reusing the computed gradient information to update the
model parameters. However, this method is sensitive to the hyperparameters. Again, research [34] attempted to reduce
the training cost while maintaining the model's robustness against Adv.Attack. This method diminishes the quantity of
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iterations needed to generate Adv.Example and employs faster optimization techniques. However, fewer iterations may
lower the quality of the generated Adv.Example and decrease the model's capacity to generalize to assaults that have not
been observed before. This research inspires our work on developing resource-efficient Adv.Train methods.

Furthermore, the last studies indicate that the selection of a model for an attack can significantly impact its resilience
and performance. Research [35, 36] highlights that lightweight and efficient models can significantly improve resistance
to adversarial attacks. Meanwhile, research [37] emphasizes that ensemble models offer a powerful and complex approach
to improving resilience against adversarial attacks. This research serves as the foundation for our efforts to test two distinct
model architectures.

3. Methodology

This chapter outlines the research procedure applied in the exploration and development of the model. This type of
research is experimental and involves developing several test scenarios. The steps and approaches taken will be explained
in depth. This is to ensure that the results are in line with the stated research objectives.

3.1. Dataset

The CK+ dataset [38] labels seven categories of facial expressions. The part of the data used is 54 for contempt, 75
for fear, 84 for sadness, 135 for anger, 177 for disgust, 207 for happiness, and 249 for surprise. This dataset contains 593
frames taken from 123 subjects of diverse ages and genders. The piece frame displays a transformation from a neutral
expression to a labeled peak expression. This dataset was very often found in computer vision tasks. The dataset was
partitioned into data train and data test, with a proportion of 80:20 of the whole dataset. Using sci-Kkit-learn to divide the
training and testing data subsets was done randomly. This dataset was chosen for its wide acceptance in FER research.

3.2. Research Scenario

This research involved four scenarios designed to test and improve the model’s resilience to Adv.Attack. The
experimental process was performed according to the following scenario:

. First Scenario: We selected MobileNetV2 and an Ensemble Deep Learning (EDL) model. Both models were
trained on the CK+ dataset. After training, we attacked both models using FGSM and OPA techniques to
compare their robustness, accuracy, and computation time.

.  Second Scenario: We generated Adv.Example from the original CK+ dataset using FGSM (epsilon = 0.01) and
OPA (one-pixel random change). These Adv.Example were combined with the original dataset and stored as
separate entities.

« Third Scenario: We performed Adv.Train on the models using the Adv.Example generated in the second
scenario to enhance the models' resistance to Adv.Attack.

. Fourth Scenario: We retested the models after Adv.Train using the same FGSM and OPA attacks to evaluate
their improved robustness.

3.3. Research Steps

Pre-processing is essential for the development of models by improving data quality and preparing it for effective
machine learning. This study implemented several essential pre-processing steps. Initially, we resized the data to a
uniform size of 75x75 pixels with RGB channels, ensuring dimensional consistency across the dataset. Following resizing,
promoting stability, and facilitating convergence during model training. To scale data values between 0 and 1, we
implemented normalization. Additionally, the data type was converted to float32 to ensure accurate representation in
subsequent mathematical operations. In addition, data augmentation techniques are applied to enrich dataset diversity and
the model’s capacity to identify intricate patterns. Use a categorical cross-entropy loss function with a batch size of 32.
We then optimized the model over 50 epochs. To evaluate the model's performance, we implemented evaluation metrics,
including accuracy, recall, precision, and F1 score. Visual assessment using epoch loss graphs facilitated the monitoring
of model convergence and performance trends throughout training. The study also evaluated the efficacy of Adv.Train to
fortify the model’s resilience to Adv.Attack. Fig. 1 illustrates the detailed stages of the research process.

3.4. Model

We chose models for this test because each represents different characteristics. We chose EDL to represent complex
architectures, leveraging the combined power of multiple models to increase resilience against Adv.Attack. Meanwhile,
we selected MobileNetV2 to represent an efficient architecture due to its ability to handle Adv.Attack efficiently, thanks
to its simple structure and controlled parameters.

A. Finetuning MobileNetV2

MobileNetV2 was fine-tuned by adapting its final layers for the FER task, utilizing transfer learning from pre-
trained weights on Image Net. The model was configured using a learning rate of 0.01, a batch size of 32, trained over
50 epochs, and optimized using the Adam optimizer. MobileNetV2 was chosen due to its low complexity, efficient
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inference capabilities, and demonstrated performance even with constrained computational resources. Its advantages
include fewer parameters and a lighter structure, facilitating fast and efficient execution, which is ideal for scenarios with
constrained computing capabilities [39]. The details of the fine-tuning MobileNetV2 structure are presented in Fig. 2.
This modified MobileNetVV2 CNN architecture has the following key components:

« Input: Receive an image of size 75 x 75 x 3 pixels.

. Convolution (Conv): In the first layer, it uses a 3 x 3 filter with step 1 and 32 output channels.

. Depth-wise Separable Convolution (DSC). Uses DSC for efficiency, consisting of DSC and point-wise
convolution.

. Bottleneck DSC: Used for dimensionality reduction and restoration.

. Global Average Pooling (GAP) takes a global average of cross-feature channels, resulting in one value per
feature channel for the entire image. This helps decrease the number of parameters and prevents overfitting.

. Fully Connected (FC): This layer uses 7 units to generate a classification score. The ReLU activation function
can be applied after this layer, helping to introduce non-linearity and increase the rigidity of the model.

. Dropout: To reduce overfitting.

. SoftMax converts the scores into image class probabilities.

Initial Image Preprocessin
Original Dataset P 9

Split dataset
(train:test)

Adversarial Train

Ensemble Model Adversarial Example
{New Combined Dataset.
Adversarial Example with FGSM,

MobileNet V2 Model

OPA, original dataset)

train model

! '

with Adversarial Attack

without adversarial

FGSM

Evaluate
( accuracy, precision,
recall, fl-score)

model Comparison
{Performance,
Robustiness,
times)

Fig.1. Research flow

Input 3x3 Conv GAP FC +Relu
. Bottleneck . . Bottleneck Dropout
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3x3
Deeptwise.

Pointwise conv

Fig.2. Architecture of The MobileNetV2 Fine-tuning model

B. Ensemble Deep Learning (EDL)

This complex model combines the architectures of Dense Net, MobileNetV2, and VGG19, which collectively have
demonstrated excellent accuracy in prior studies [40]. The EDL model integrates these diverse architectures using the
concatenate technique to make final predictions. This approach capitalizes on the diversity of representations offered by
each model, thereby enhancing robustness to data variations and improving classification accuracy. By leveraging the
strengths and weaknesses of each component architecture, EDL effectively identifies intricate features within datasets,
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facilitating more generalized decision-making and achieving superior performance in classification tasks. For a detailed
structural overview, please refer to Fig. 3.

Global
Input FC + Relu
P /‘ Concatenate }\ Average .
75x75x3 Pooling 1x1x7

Fig.3. Architecture EDL

3.5. Fast Gradient Sign Method (FGSM)

FGSM can generate an adversarial image by determining the gradient of the model's loss function. Implements the
input data and subsequently introduces perturbations that are proportional to the gradient’s sign. This perturbation can
increase the model loss value and decrease the prediction accuracy. This method was first proposed by [41]. This method
effectively makes the model make incorrect predictions by adding noise to the input data. However, models trained with
specialized techniques to overcome Adv.Attack, such as FGSM, can become more resilient against such attacks.

FGSM involves several key steps in performing Adv.Attack. First, calculate the gradient (VxJ (X, y)) of the cost
function concerning the input data (x) using the model under attack. Next, determine the direction of sign(.) change that
will direct the model prediction to the class desired by the attacker based on the gradient. Finally, include disturbance in
the input data by the gradient's order, with a magnitude controlled by the epsilon parameter (€). The following is the
mathematical formula for the FGSM function use (1) [42].

Xeay =% + € sign(VJ (x,)) o)

With these steps, the FGSM efficiently creates input data that appears like the original data but can confuse the model
and lead to undesirable predictions.

Epsilon (¢) is a way to measure how much noise is applied to the data when involving defense against adversarial
attack. The larger the epsilon value, the greater the perturbation to the data. For example, an epsilon of 0.1 will cause
more perturbation than an epsilon of 0.01. A large epsilon value may provide a stronger defense, but it may also make the
perturbation more visible or change the visual appearance of the image [43]. FGSM was employed both for testing the
model's robustness and for Adv.Train purposes. The parameters used to generate Adv.Example in this process included
an epsilon value of 0.01.

3.6. One Pixel Attack (OPA)

OPA is a form of adversarial attack that modifies only one pixel in the image but can trick the model and result in
erroneous predictions. It uses a random search algorithm to identify pixels that have the greatest effect on the model’s
predicted class. Introduced by [44], this attack shows that even small pixel changes can have a significant impact on the
model’s prediction result. The OPA process involves selecting one or more pixels in the image to be modified. This pixel
selection can be done by various methods, including using optimization algorithms to determine the optimal location. The
optimized pixel value is usually limited by the range of values that the pixel can take (e.g., 0 to 255 for RGB images).
Once the optimal location is determined, the pixel values in the image are changed according to the predetermined values
to create an attack that can fool the model.

3.7. Adversarial Example

An Adv.Example changes the input data by introducing small disturbances that can affect the model’s decisions.
Although small and difficult to spot, input data changes can have a big impact on the model. The purpose of creating an
Adv.Example was to investigate the model’s weaknesses and determine how it could make incorrect or unexpected
predictions [38]. To create the Adv.Example dataset, the researcher used two adversary attack methods: the FGSM attack
and the OPA attack. The FGSM attack uses an epsilon value of 0.01 to create an adversarial example. This OPA attack
uses a pixel value of 1. Next, we permanently store the adversarial data produced by these two techniques as separate
entities. After completing these steps, the Adv.Train process will use the resulting dataset to train the model.

3.8. Adversarial Training

The objective of Adv.Train development is to enhance the reliability and resilience of DL models in the face of
Adv.Attack. During the Adv.Train process, the model intentionally incorporates Adv.Example. It increases the resistance
model to manipulations that may appear on the input data. During the adversarial training phase, the model is modified
by utilizing a dataset that includes the original dataset and an Adversarial example dataset, where the results are then
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incorporated into the training dataset. This technique allows the model to explore and understand the modified samples.
Thus, increasing the model's robustness. Following the training stage, the model was tested again with a test dataset that
may include Adv.Attack.

However, Adv.Train involves an iterative process that requires a long computation time. In each iteration, the model
must generate Adv.Example and learn to classify them correctly. This process needs to be repeated many times, especially
for large datasets and complex models. During Adv.Train, the model must also store Adv.Example for each sample in the
dataset, causing a significant memory load. This is compounded by storing the biases and weights of each neuron network,
which consume a lot of memory [45]. Adv.Train primary benefit is the enhanced model's resilience against Adv.Attack
[46]. In addition, models that have been trained with the adversarial method can provide stable predictions even in the
face of data variations that may arise due to Adv.Attack.

3.9. Evaluation Techniques

The application of data analysis techniques can help identify and improve the weaknesses of the DL model in
detecting Adv.Attack. Techniques that can be used include the Confusion Matrix (CM). This matrix presents a
comprehensive picture of the model's performance in classifying data. It can help identify specific weaknesses in the
model. Such as in recognizing certain classes or in responding to Adv.Attack. Using CM, we can evaluate precision,
accuracy, F1-score, and recall. This information allows us to understand the extent to which the model can be trusted to
classify the data [47]. The model performance evaluation technique used is the epoch graph. This graph shows the change
in loss value and model accuracy during the training process using the gradient descent method [48]. This method is an
optimization algorithm used to determine the most suitable parameters to reduce the size of a function.

4. Results and Discussion

4.1. The Result of First Scenario: Model Testing Results Against Attacks

In the initial test, we applied the FGSM and OPA methods to MobileNetV2 and EDL to measure their resistance to
attacks. The FGSM attack employs an epsilon value of 0.01%, whereas the OPA attack inserts only one intrusive pixel
into the image. The test results show that the MobileNetV2 and EDL models have different levels of resistance to FGSM
and OPA attacks. In the absence of attacks, the test results on fine-tuning MobileNetV2 showed excellent prediction
performance, with a confidence level of 100%. However, when tested with FGSM attacks, there was a significant change
in predictions, indicating vulnerability to Adv.Attack and a reduction in confidence in the original class. In contrast, the
OPA attack did not change the predictions of the MobileNetV2 model, indicating a higher level of resilience to the OPA
attack. Fig. 4 presents the test results.

Perturbed - happy
Predicted: fear
Confidence: 87.78%

Original - happy
Predicted: happy
Confidence: 100.00%

Perturbed - happy
Predicted: happy
Confidence: 100.00%

(b) ©

Fig.4. Initial performance without attack (A), model performance against FGSM attack (B), model performance against OPA attack (C)

Original - happy
Predicted: happy
Confidence: 100.00%

Perturbed - happy
Predicted: fear
Confidence: 99.96%

(b)

Perturbed - happy
Predicted: surprise
Confidence: 100.00%

Fig.5. Initial Performance without attack (A), model performance against FGSM attack (B), model performance against OPA attack (C)
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We conclude that the EDL model exhibits excellent prediction performance in the absence of attacks, demonstrating
a high level of confidence. However, when tested with FGSM and OPA attacks, the model experienced significant changes
in prediction. Despite the predictions’ inaccuracies, the level of confidence remains high. This indicates the model’s
inability to predict correctly, which has a more significant impact on the model’s performance against attacks. This test's
results are illustrated in Fig. 5.

The analysis confirmed the difference in security levels between MobileNetV2 and EDL against Adv.Attack.
MobileNetV2 shows better resilience against OPA attacks, but not against FGSM attacks. On the other hand, the EDL
model showed no resilience against either type of attack. These findings highlight the importance of considering specific
types of assaults when assessing the effectiveness and safety of models, as well as customizing the model choice according
to the usage scenario.

Table 2 presents a comparison of the models’ performance, parameters, and training time. With this information, we
can conclude that the MobileNetV2 fine-tuning model surpasses the EDL model in efficiency and performance. These
considerations led to the selection of MobileNetV2 as the base model for subsequent tests, given its superior performance
and faster training time compared to the EDL model. In addition, this model also showed better resilience to Adv.Attack
in the initial trials.

Table 1. Model comparison

Model The Number of Model Parameters Time Accuracy
MobileNetV2 fine-tuning 2,422,855 264.4638018608093 96.95%
EDL 32,920,391 517.3725578784943 88.32%

This finding has several important implications. First, it shows that certain models are resistant to assault. Therefore,
it is important to choose the right model based on the type of attack expected. Secondly, this result shows that Adv.Attack
has a significant effect on the performance models, even if it has been well-trained. This highlights the importance of
considering model security when designing and training Al models.

4.2. The Result of Second Scenario: Adversarial Example Dataset Result

Adv.Train effectively improves system reliability. The main challenge, however, is the long training time and high
computational load required to train the model with adversarial attack data. These constraints limit researchers’ ability to
conduct experiments and cause computer performance issues. We can apply an approach that stores the original dataset
and the adversarial example dataset as separate entities to overcome these constraints. Eliminating constantly generated
Adv.Example during training can improve computational efficiency. This approach optimizes the utilization of
computational resources. It also provides the flexibility to use the two datasets independently or together according to
experimental needs.

Fig.6 shows the original dataset and the new adversarial example dataset. The adversarial example generated by
FGSM shows tiny but significant differences in pixel values. The loss function gradient causes perturbations in the input,
potentially tricking the model. Equation (1) calculates the sign of the gradient and adds a small perturbation to the input.
In the adversarial example of FGSM generation, we use the epsilon parameter of 0.01 to control the perturbation’s
intensity. This smallest epsilon value results in changes that have an almost invisible appearance of the human, however
sufficient to make the model make incorrect predictions.

CK+48 Anger Contempt | Disgust | Fear Happy Sadness | Surprise
Original E -~
FGSM a
- ‘ a

Fig.6 New dataset, original dataset and adversarial dataset

OPA and FGSM both aim to create Adv.Example that can mislead the model. Although the goal is the same, the
approaches they adopt are very different. OPA performs direct changes to pixel values in the pixel space. To maximize
the loss function, it uses a random search to determine which pixels to change and what values to assign to them. This
research bases the OPA algorithm on a random search. This method is simple to implement and does not require a deep
understanding of optimization or gradients. OPA produces almost invisible changes in the image, as it only changes one
or a few pixels. In this adversarial OPA example, we can still see the differences in the pixels added to the data, especially
if the changed pixels have a high contrast with the surrounding pixels.
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4.3. The Result of The Third Scenario: Building an Attack-resilient Model

In the third scenario, we performed Adv.Train on the MobileNetVV2 model using a combination of the original dataset
and Adv.Example generated from the second scenario. This Adv.Train process strengthened the resulting model, which
we stored in the module.h5 file. Adv.Train is a crucial strategy in building an attack-resistant model. By incorporating
Adv.Example into the training process, the model learns to recognize and respond to attacks more effectively. During
training, the model updates itself by incorporating errors discovered during adversarial example processing. Each iteration
of training includes both original and newly generated adversarial data, which allows the model to continuously improve
its ability to recognize and reject Adv.Attack. This iterative process exposes the model to madifications, enhancing its
robustness against attacks by allowing it to explore and understand adversarial samples.

We used MobileNetV2 in this Adv.Train process, resulting in a robust model that can handle Adv.Attack more
effectively. We then tested this strengthened model on datasets containing both Adv.Attack and unseen data to assess its
resilience. The Adv.Train helped reduce the model’s sensitivity to noise and disturbances, allowing it to focus on relevant
information and ignore disruptions.

4.4. The Result of Fourth Scenario: Testing the Reinforced Model

The fourth test scenario involved evaluating the strengthened MobileNetV2 model against Adv.Attack. The test
results demonstrated how effectively the model can respond to these attacks, showcasing its enhanced robustness and
reliability. As seen in Fig. 7, the model provides a very confident prediction for the Happy class on the data without attack,
indicating its ability to recognize and classify original data with high confidence. Even when subjected to an FGSM attack
with an epsilon of 0.03, the model maintains accurate predictions with only a slight reduction in confidence. This shows
that low-intensity attacks can slightly affect the model's stability without completely disrupting the classification.
However, increasing the FGSM attack to an epsilon of 0.04 causes a significant shift in the model's predictions,
erroneously classifying the data as the Anger class with high confidence. This indicates that higher epsilon values in
FGSM attacks can successfully manipulate the model into making incorrect predictions. Interestingly, despite this
sensitivity to FGSM attacks, the model remains robust to multi-pixel attacks, producing correct predictions with complete
confidence.

Original - happy Perturbed - happy Perturbed - happy Perturbed - happy
Predicted: happy Predicted: happy Predicted: anger Predicted: happy
Confidence: 100.00% Confidence: 97.60% Confidence: 90.47% Confidence: 100.00%

0 0 K -

0 20 40 60

FGSM Eps = 0.03 FGSM Eps = 0.04 Multi-Pixel Attack

Original

Fig.7 Model performance against attacks

To further validate our experiment, we tested the robust model with images from unseen datasets. Using a completely
new dataset for testing is a robust approach to evaluating the model's generalizability and resilience. The results, as shown
in Fig. 8, indicate that the model remains highly robust against attacks, even with very high epsilon values, without
altering its predictions.

Original - happiness Perturbed - happiness Perturbed - happi
Predicted: happy Predicted: happy < P:;dited:Z%’;Qfss
Confidence: 100.00% Confidence: 96.98% Confidence: 94.24%

Dataset: fer FGSM Epsilon: 0.1 FGSM Epsilon: 0.11

Fig.8. Test on the other dataset

The model's resilience to high epsilon attacks indicates that significant perturbations do not easily affect it. We can
attribute this robustness to the combination of extensive training with Adv.Example and the robust architecture of
MobileNetV2, which effectively manages disturbances. These findings demonstrate that the Adv.Train process enables
the model to learn and adapt to various attacks, thus maintaining high robustness against intentional data manipulation.

46 Volume 16 (2024), Issue 5



Deep Learning for Robust Facial Expression Recognition: A Resilient Defense Against Adversarial Attacks

4.5. Analysis of Model Sensitivity to FGSM and Multi-pixel Attacks

The observed phenomenon highlights the different natures of different adversary attacks and the importance of model
architecture and training in determining resilience. The nature of FGSM attacks exploits information regarding the model's
gradient information to create Adv.Example by making small but strategically significant perturbations in the input data.
The epsilon value determines the magnitude of these perturbations. As the epsilon value increases, the perturbations
become more pronounced, causing the input data to deviate further from its original distribution. This higher deviation
can manipulate the model's decision boundaries, leading to incorrect predictions. Research indicates that models such as
MobileNetV2 are susceptible to perturbations in their input space aligned with the gradient direction, as these
perturbations directly exploit the model's learned features. When epsilon is low, the perturbations are minor, and the
model can still rely on its robust features to make correct predictions. However, with higher epsilon values, the
perturbations significantly alter the input, causing the model to misclassify the data.

In contrast, multi-pixel attacks involve altering multiple pixels in the input image. These alterations are often spread
across the image and do not necessarily align with the gradient direction. While multi-pixel attacks can be disruptive,
they may not be as effective as FGSM attacks in targeting the specific features the model relies on for classification. This
is because the perturbations are more dispersed and less aligned with the model's decision boundaries. Consequently, the
model's robust features can still recognize the underlying patterns in the input data, allowing it to maintain accurate
predictions even in the presence of multi-pixel perturbations. This underscores the need for comprehensive Adv.Train
and the development of robust models capable of withstanding various types of attacks.

4.6. Evaluation of MobileNetV2 Fine-tuning Performance

The interpretation of the MobileNetV2 fine-tuning model is evaluated by employing the epoch graph depicted in Fig.
9. The graph demonstrates the model’s proficiency in recognizing facial expressions. The model’s superior performance
is expressed in several key aspects. Firstly, the stability of the loss value on the training data throughout the epochs
indicates that the model is neither underfitting nor overfitting. Underfitting, a condition where the model fails to learn the
training data effectively, resulting in low accuracy, is not observed. Overfitting occurs when the model acquires
knowledge at an extreme rate from the data train. It leads to subpar performance when predicting test data. It is also not
evident in this model. In addition, the loss value of the model on the test data consistently decreases with the progression
of epochs. The observation of this trend confirms the model’s reliability in consistently predicting new data that was not
previously observed. In conclusion, the model exhibits excellent performance in recognizing and classifying facial
expressions.
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The confusion matrix represents actual and predicted values. Fig. 10(a) depicts this matrix. From this matrix, the

model is capable of relatively accurately classifying emotions, with most data lying on the diagonal line, representing
correct predictions. However, the model exhibits difficulty in distinguishing certain emotions, such as fear, disgust, happy,
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and anger. This could be due to the similarities in facial expressions between these emotions, the influence of noise, or
labeling errors. Differences in the amount of data between emotion categories, especially in the fear, contempt, and
sadness datasets, may also cause the model to struggle to classify emotions correctly. The limitations of this study do not
include this issue, which requires further research.

The MobileNetV2 fine-tuning model with Adv.Train has significantly improved its facial expression, classification
performance, and resilience to Adv.Attack. Fig. 10(b) presents the confusion matrix results, achieving an overall accuracy
of 98.81%. Compared to the initial accuracy before Adv.Train of 96.95%, there is a significant improvement. This shows
that Adv.Train is sufficient for increasing the model’s resilience to attacks that manipulate inputs to influence
classification results. It also shows that the model becomes more resilient without losing performance. The high precision
of 99% indicates that the model is very effective at predicting the correct class. The model can reliably recognize specific
threats or circumstances with little error. The high recall of 99% shows the model’s capability of correctly identifying the
most positive samples. So, the model can detect facial expressions thoroughly, including in situations where numerous
variations in expression or lighting conditions might affect facial appearance. The high fl1-score of 99% suggests the
model has a satisfactory balance between precision and recall. It provides a more comprehensive explanation of the
model’s ability to classify various emotional expressions. We derive these values by calculating the weighted average of
each class’s proportion in the dataset. This provides a more accurate representation of the model's effectiveness where
the classes exhibit an uneven distribution.

4.7. Results of Testing Computing Resources: Adversarial Training Processes

We conduct a comparison between our proposed Adv.Train technique and general Adv.Train methods, applying the
FGSM adversarial attack. We emphasize that both processes involve calculating the gradient of the loss over the input to
create an adversarial example. The main difference lies in the process of creating Adv.Example. In our proposed method,
we create an adversarial dataset using an FGSM attack and store it permanently. Using this dataset and the original data,
we train the model. In the meantime, the model training process generates Adv.Example using widely used methods. The
Adv.Example generated at each training iteration updates the model weights. Each iteration regenerates this example, not
saving it permanently. Our proposed method leverages pre-built adversarial datasets, optimizing the use of computational
resources and allowing a better focus on the model training process.
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Fig.11. GPU and memory Adv.train resources. (a) Usage of GPU and memory resources of our proposed Adv.train method, (b) Use of GPU and memory
resources in general Adv.Train methods

Fig. 11 illustrates the GPU and RAM consumption during Adv.Train. The observations highlight our proposed
technique’s superior computational efficiency, which is critical for applications with limited computing infrastructure.
Fig. 11(b) illustrates how commonly used Adv.Train methods consume significant GPU and RAM resources, reaching
100% GPU usage and nearly full RAM utilization. In contrast, our proposed method proves more efficient resource
utilization, as shown in Fig. 11(a). This underscores the effectiveness of our approach, which involves storing and using
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adversarial datasets separately to optimize computational usage. By doing so, we reduce the GPU and RAM load required
during the Adv.Train process.

4.8. Discussion

Adv.Attack: Our findings are consistent with previous research [27, 46] that shows Adv.Attack can manipulate model
predictions with minimal data disruption. However, our research provides an additional contribution by developing a
model of FER that shows increased resistance to Adv.Attack.

Adv.Train Technique: Our research verifies the effectiveness of Adv.Train methods in enhancing model resistance
to attacks. These results are consistent with prior research that has underscored the significance of this approach in dealing
with Adv.Attack. We also found that this method requires significant computational resources for the creation of
Adv.Example, as has been noted in previous literature [36].

Resource Optimization: Our research provides empirical evidence that model resistance to Adv.Attack varies
significantly depending on the type of attack and architecture used. This variation is consistent with previous findings [45]
emphasizing the importance of considering these factors in designing Al systems resistant to attacks.

Our research findings support previous findings [37] showing that lightweight and efficient models can significantly
enhance resistance to Adv.Attack. Our adaptation of the MobileNetV2 architecture highlights different resistances to
various types of attacks, revealing differences in model characteristics that affect the model’s ability to withstand
Adv.Attack.

5. Conclusions and Future Works

We have successfully developed a robust and reliable FER model capable of withstanding Adv.Attack. By fine-
tuning the effective MobileNetVV2 CNN architecture for better performance, the model not only saves computer resources
but also indicates improved resistance to Adv.Attack. Evaluation results suggest high accuracy levels, with precision,
recall, and f1-score values reaching 97%, 98%, and 97%, respectively, allowing the model to classify facial expressions
with exceptional accuracy. The study also makes a big contribution to Adv.Train methods by suggesting a new way to
combine and store adversarial datasets (Adv.Example) as separate, permanent entities. This approach proves effective in
optimizing the advanced training process, particularly with constrained computational resources. Models trained with the
Adv.Example dataset exhibit superior resistance to Adv.Attack compared to those without such examples.

The findings underscore the critical role of security in Al model development. Experimental findings reveal that the
resilience to attacks varies across different models, influenced by model characteristics, types of attacks encountered, and
training processes applied. The approach of maintaining adversarial datasets as distinct entities presents a practical
solution for improving model robustness. In conclusion, this investigation offers deep insights into the vulnerability of
Al models to Adv.Attack and underscores the necessity of implementing robust security strategies in artificial intelligence
model development.

Future research should focus on:

. Continue to explore the robust model's efficacy in defending against diverse Adv.Attack. By analyzing how
different models respond to these various attack scenarios, researchers conceive a deeper comprehension of the
advantages and disadvantages of each architecture is inherent. Developing new training techniques or more
efficient attack prevention techniques will be critical to optimizing limited resources.

. Developing robust models using a variety of adversarial defense techniques will be critical for increasing model
resilience.

. The practical application of this research can apply to various applications, such as security and safety systems,
where such attacks are common.

Addressing these areas will advance our understanding of adversarial robustness and facilitate the creation of more
resilient Al models across various applications, from security to comprehensive emotional understanding.
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