
I.J. Information Technology and Computer Science, 2019, 12, 30-37 
Published Online December 2019 in MECS (http://www.mecs-press.org/) 

DOI: 10.5815/ijitcs.2019.12.03 

Copyright © 2019 MECS                                          I.J. Information Technology and Computer Science, 2019, 12, 30-37 

A Comparative Analysis of Tools for Testing the 

Security Protocols 

 

Reham Abdellatif Abouhogail 
Electrical Quantities Metrology Dept. National Institute of standards (NIS), Egypt 

E-mail: rehlatif@yahoo.com 
 

Received: 09 October 2019; Accepted: 25 October 2019; Published: 08 December 2019 

 

 

Abstract—In this paper, Analysis and comparison of two 

popular security verification tools namely Automated 

Validation of Internet Security Protocols and 

Applications (AVISPA) and Burrows-Abadi-Needham 

(BAN) logic are presented in terms of the usability, 

complexity, and other properties of the selected tools. 

The comparison shows the benefits and the drawbacks for 

the two tools. As a case study, two previously proposed 

security protocols, which were tested before by BAN 

logic only are evaluated and proved using the automated 

verification tool AVISPA to ensure that these protocols 

satisfy the other main security measures.  

 

Index Terms—AVISPA, Authentication protocols, BAN 

Logic, Handover, Privacy, Wimax. 

 

I.  INTRODUCTION 

Security protocols are mathematical procedures, that 

require tools that use methods of mathematics and logic 

to carry out analysis [1]. Analysis and verification of the 

proposed security protocols are considered very 

important steps towards applying these protocols safely. 

Moreover, sometimes verification of the protocols detects 

unnecessary steps when eliminated this reduces the cost 

and the computation overhead of the implementation of 

these protocols. 

In the current paper, we have chosen two popular 

verification tools, which are related to two verification 

methodologies. They are the Automated Validation of 

Internet Security Protocols and Applications (AVISPA) 

toolkit [2], which is related to automated approach, and 

the Burrows-Abadi-Needham (BAN) logic tool [3], 

which is related to belief logic. Most of the recent 

researches that use a verification tool to test their new 

proposed protocols use one of these two tools under 

discussion [4, 5, 6, 7, 8]. Others use both of them [9, 10]. 

Therefore, in this paper, we select these two verification 

tools and give a short and useful comparison which helps 

to differentiate between them. Moreover, this comparison 

is considered as a direction to retest two previously 

proposed security protocols that were tested before by the 

logical verification tool, which is called BAN logic. 

We select two previously proposed protocols. They are 

[11], and [12]. The causes for choosing these protocols 

are: first, the mutual authentication between the user and 

the access point is required in both of them. Second, these 

proposed protocols were previously tested using BAN 

logic only. Third, replay and Man in the Middle attack 

are considered one of the most important attacks that can 

cause problems in these protocols. So the previous three 

reasons make these tools appropriate for our comparison. 

After testing them using AVISPA, we expect to be either 

more confident from the immunity of these protocols 

against some types of attacks much more than before or 

we will show new weak points which were not known 

before. 

The Contributions in this paper 

 

 The paper presents a new comparison in its kind, 

which compares AVISPA the most famous 

graphical automated tool, and BAN logic the most 

famous, easy logic and non-automated tool.  

 To get the benefits of the AVISPA tool, simulation 

and verification of two previously proposed 

protocols using the AVISPA tool are presented in 

the current paper. They were verified previously 

using BAN logic. This step adds to these protocols 

which increases the trust in these two protocols 

and considered as a case study for the topic under 

discussion.  

 

The rest of the paper is as follows, Section 2 describes 

the two selected verification tools and gives a qualitative 

comparison for the two selected tools.  Section 3 gives a 

security analysis using the AVISPA tool for two 

previously proposed authentication protocols. In Section 

4 we present the conclusion.   

 

II.  DESCRIPTION FOR THE TWO SELECTED  

VERIFICATION TOOLS 

As mentioned before, one can find a series of tools for 

the verification of cryptographic protocols. We have 

selected AVISPA and BAN logic amongst all these for 

our comparative analysis. This decision is largely driven 

by the popularity of these two tools amongst all, we 

surveyed. The two mentioned tools are suitable for testing 

authentication protocols. P. Lafourcade and M. Puys 

made research in [13], that research made a comparison 

between different versions for twelve tools from the main 

automated tools. They focused on their comparison on the 
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execution time and the memory consumption for these 

automated tools that can deal with the Exclusive-Or 

(XOR) and the Diffie-Hellman (DH) characteristics, as 

OFMC [14], CL-Atse [15], Scyther [16], Tamarin [17], 

TA4SP [18], and extensions of ProVerif [19, 20]. They 

concluded in their paper that there isn't a clear winner in 

this competition. So each tool has its own advantages and 

its own disadvantages. Therefore, in the current paper, we 

chose one of these main automated tools, that tool is 

AVISPA because it has four different back-ends to make 

our comparison with one of the non-automated tools, the 

BAN logic. In this section, we depict the vital 

characteristics of these two tools. 

A.  AVISPA 

AVISPA is a push-button tool for the automated 

validation of internet security-sensitive protocols and 

applications [2]. It presents a modular and expressive 

formal language for specifying protocols and their 

security characteristics and supports four back-ends that 

provide a variety of methods for automatic analysis 

techniques [2]. The four back-ends are The On-the-Fly 

Model-Checker (OFMC), the Constraint-Logic-based 

Attack Searcher (CL-AtSe), the SAT-based Model-

Checker (SATMC), and the TA4SP protocol analyzer 

[21]. They verify protocols by implementing tree 

automata-based on automatic approximations [21]. All 

the back-ends of the tool analyze protocols under the 

assumptions of perfect cryptography and that the protocol 

messages are exchanged over a network that is under the 

control of a Dolev-Yao intruder [21].  

A user talks to the tool by expressing the required 

security protocol in the High-Level Protocol 

Specification Language (HLPSL). The HLPSL is a 

modular expressive, role-based, formal language that 

permits for the specification of control-flow patterns, data 

constructions, different cryptographic operators and their 

algebraic characteristics, different adversary models, as 

well as complex security properties [21]. These features 

give the user the ability to model protocols in HLPSL 

directly without simplifying the protocols first, as is done 

in other approaches [21]. Using the HLPSL translator the 

AVISPA tool automatically converts a user's security 

protocol into the equivalent specification written in the 

Intermediate Format (IF). Then the IF specifications 

inserted to the back-ends of the AVISPA Tool. The back-

ends implement different techniques to search for 

possible attacks according to the presented properties of 

the protocols [21]. In the end, the AVISPA tool provides 

the user with the results of its analysis. The results are 

common between the four back ends and exactly defined. 

Output format declaring whether the requirements were 

satisfied. If an attack is found in the protocol under test, 

the tool displays it as a message-sequence chart. Because 

of the difficulty of written the protocol under test in 

HLPSL language, it can be written in CAS+ language [22] 

which is more simple than HLPSL, then using the 

AVISPA translator to translate it to the HLPSL language 

[23].  Moreover, It’s widely believed to simulate internet 

protocols and makes the required security analysis [24]. 

B.  BAN logic 

Burrows, Abadi, and Needham developed BAN logic 

in 1989 [3]. BAN logic is considered a significant tool in 

the field of security protocol testing and analysis. It 

contains a number of rules. As the message meaning rule, 

the interpretation rule, the nonce verification rule, the 

jurisdiction rule, the freshness rule, and the synthetic rule, 

the work of BAN logic depends on: 

 

 The beliefs of honest parties participated in the 

protocols, and 

 The effect of these beliefs with the sequence of 

communication. 

 

It depends on the logic of belief and action. Therefore, 

it cannot be used to prove a protocol flawed. Because 

there are no logical inversions. When the protocol flawed, 

the proof of its correctness can't be reached using BAN 

logic. As a result, some development for the BAN logic 

was proposed, Like GNY logic [25] and SVO logic [26]. 

These new enhancements solve some problems of BAN 

but they lack its simplicity. Table 1 shows a summary of 

the comparison between BAN and AVISPA. 

Table 1. Comparison between BAN logic and AVISPA [1, 3]. 

Comparative point BAN logic AVISPA tool 

1.The method of work. Non- automatic tool. An automatic tool.  

2. Complexity. Easy to use. Rather difficult to use. 

3. Prerequisites to use this tool. 
1. Basics of security protocols. 

2. Method and rules of BAN logic test. 

1. Deep knowledge of the analyzed protocols. 

2. Learn a new programming language (HLPSL). 

4.Reliability. Find some flaws. Validate or detect flaws. 

5. Usability It cannot be used to prove a protocol flawed. It can be used to prove a protocol flawed. 

6.Method of analysis. 
Analysis of each message  of the protocol 

separately. 

Analysis of all the messages that construct the 

protocol at the same time. 

7. The tool has an efficiency in. 
Ensures the security of the session keys among 

shared entities. 

Check that the protocol under test is robust 

against replay and man-in-the-middle attacks 

 

C.  Qualitative Comparison 

From the previous two subsections, we can say that the 

two presented methods of verification can verify the 

protocol. However, each method has some benefits than 

the other one. Therefore, we have reached to a 

comparison between BAN and AVISPA contains the 

main points as declared in Table 1. Nowadays, the 
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direction of researchers for security testing is towards 

software automated tools although automated tools like 

any software programs may have some bugs. Because 

these tools are subjected to upgrading continuously when 

new vulnerabilities are discovered.   

Although the difficulty when using AVISPA, the 

leading features for it than BAN lead us to reprove the 

previously proposed protocols but this time using the 

AVISPA automated tool. Especially, after Ban Logic 

couldn't identify the flaw in the known public - key 

protocol Needham-Shroeder as stated in [27], and NSPK 

and Ottway-Rees protocols as stated in [28]. In the next 

section, we present an application of verification using 

the most reliable tool, which is the AVISPA tool. Two 

previously proposed protocols [11, 12] will be described, 

then a security analysis for them will be presented using 

the AVISPA tool. 

 

III.  SECURITY ANALYSIS USING AVISPA FOR TWO 

SECURITY PROTOCOLS AS A CASE STUDY 

In this section, we select two previously proposed 

protocols, that were tested using BAN logic to test them 

again, but this time using the AVISPA tool to get its 

benefits.  In the beginning, we will give a brief 

description of the two protocols, which were proposed in 

[11, 12], then we will give analysis for them using the 

AVISPA automated tool. The used notations and 

acronyms will be found in Table.2. 

Table 2. Notations 

Notation & 
acronym 

Description 

MU the Mesh STA User 

HMP Home Mesh Access Points  

P0 Initial pseudo random number  

Pn Pn=f(Pn-1); f: is a pseudo random function. 

IMU ID number of MU 

IMP1 ID number of HMP1 

TMU The credential ticket of the MU 

KGB The group mesh access points key 

THMK0 A temporary handover mobile key 

τexp Expiration date and time of this ticket. 

H the first byte of the credential ticket 

Ex(y) Symmetric encryption of y by key x. 

Ni
MU A random number generated by MU 

Ni
MP A random number generated by MP 

RMU A random number generated by AS 

CMAC Cipher-based Message Authentication Code 

MAC Message Authentication Code 

A.  Description of the two selected protocols 

Fast Handover with Privacy Preserving Authentication 

Protocol for Mobile WiMAX Networks 

Fast Handover with Privacy-Preserving Authentication 

Protocol for Mobile WiMAX Networks, which was 

proposed in [12] is a mutual authentication protocol as 

shown in Fig.1. It is a handover authentication scheme 

based on a ticket for the IEEE 802.16m network. In this 

scheme, the Mesh STA User (MU) and the Mesh Access 

Points (MPs) can complete the mutual authentication 

without the need to communicate with the AS server, thus 

the handoff delay is improved than before. This protocol 

uses symmetric encryption. The identity of MU is sent 

encrypted to preserve good privacy. Moreover, the ticket 

is changed for every hop to preserve good secrecy. 

 

 

Fig.1. Fast Handover with Privacy Preserving Authentication Protocol 
for Mobile WiMAX Networks [12]. 

Improving the Handoff Latency of the Wireless Mesh 

Networks Standard protocol 

This protocol is an improvement to the IEEE 802.11- 

based wireless mesh networks in terms of the 

authentication delay. The main objective of the wireless 

mesh network is to facilitate and secure moving through 

the network. The proposed model is constructed of two 

phases as shown in Fig.2. They are the initial 

authentication phase and the handover authentication 

phase. The idea of this protocol is based on the 

redistribution of a key by the Mesh Home Access Points 

(HMP) to its neighbors. This proposed protocol 

guarantees a good definition to the MU when enters a 

new MP’s region. This is done without sending the MU's 

identity. The strong level of privacy is considered one of 

the main features of this protocol. 

B.  Verification of the two selected protocols using 

AVISPA 

We have implemented the two protocols in the HLPSL 

language. In our implementation, there are two basic 

roles, namely ms and hps, which represent the 

participants as the user and the Home Mesh Access 

Points, respectively as shown in Fig. 3 and Fig. 4 for the 



 A Comparative Analysis of Tools for Testing the Security Protocols 33 

Copyright © 2019 MECS                                          I.J. Information Technology and Computer Science, 2019, 12, 30-37 

proposed protocol in [12] and Fig. 7 and Fig. 8 for the 

proposed protocol in [11]. In addition to giving the 

specifications for the composition rules in HLPSL as 

shown in Fig. 5 and Fig. 6 for the proposed protocol in 

[12], and Fig. 9 and Fig. 10 for the proposed protocol in 

[11].  They are the session and the environment rules. 

The environment rule is the top-level rule which defines 

the global constants and the composition of sessions, in 

which the intruder can take part in some roles as a 

legitimate user. All this depends on the specification of 

HLPSL. We have executed the test using CL-AtSe, 

OFMC, and SATMC back-ends. Using the Dolev- Yao 

model check, the back-ends check if there is any man-in-

the-middle attack that may be executed by the intruder. 

The simulation results show that the two protocols are 

safe as shown in Figures 11, 12, 13, and 14. Therefore, 

we can say that they are free from passive and active 

attacks like the replay and man- in- the- middle attacks. 

 

 

Fig.2. Improving the Handoff Latency of the Wireless Mesh Networks 
Standard Protocol [11]. 

 

 

Fig.3. Role specification for the user of the proposed protocol in [12]. 

 

Fig.4. Role specification for the home mesh access points of the 
proposed protocol in [12]..
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Fig.5. Role specification for the session of the protocol proposed in [12] 

 
Fig.6. Role specification for the goal and environment of the  

proposed protocol in [12]. 

 
Fig.7. Role specification for the user of the proposed protocol in [11]. 

 

Fig.8. Role specification for the home mesh access points of the 
proposed protocol in. [11]. 

 

Fig.9. Role specification for the session of the protocol proposed in [11]. 

 

Fig.10. Role specification for the goal and environment of the proposed 
protocol in [11].
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Fig.11. The results of the analysis using OFMC of Fast Handover with 

Privacy Preserving Authentication Protocol for Mobile WiMAX 
Networks. 

 

 

Fig.12. The results of the analysis using CL-AtSe of Fast Handover with 
Privacy-Preserving Authentication Protocol for Mobile WiMAX 

Networks. 

 

Fig.13. The results of the analysis using OFMC of Improving the 
Handoff Latency of the Wireless Mesh Networks Standard protocol. 

 

Fig.14. The results of the analysis using SATMC of Improving the 

Handoff Latency of the Wireless Mesh Networks Standard protocol. 

 

IV.  CONCLUSION 

In this paper, we selected the BAN logic tool, and the 

AVISPA automated tool and present a comparison 

between them. The comparison declares that both of the 

two tools have useful characteristics. There seem to be 

some security benefits when choosing AVISPA. But 

AVISPA has some difficulty in use and needs more 

prerequisites than the needed prerequisites that the user 

needs when he starts to use BAN. Moreover, this paper is 

considered as an extension for two previously proposed 

protocols. These protocols are: 1- Fast Handover with 

Privacy Preserving Authentication Protocol for Mobile 

WiMAX Networks. 2- Improving the Handoff Latency of 

the Wireless Mesh Networks Standard Protocol. Where, 

after the results of the mentioned comparison, we see that 

we have to retest these previously proposed protocols 

again but this time using the AVISPA automated tool. 

The test proves that the two previously proposed 

protocols are safe and free from the replay and man- in- 

the- middle attacks. Our future work is to extend the 

comparison to include more security verification tools. 

Then using these tools to test number of previously 

proposed security protocols to show if they have any 

weak points.  
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