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Abstract

A group-oriented access control scheme is proposed for P2P (peer to peer) networks. In the proposed scheme,
authentication control, admission control and revocation control are used in order to provide security services
for P2P networks. Moreover, the proposed scheme can simply and efficient establish share key between two
members without interactions, therefore it can perform secure communications with them. The analysis of
security and performance shows that the proposed scheme not only can realize authentication and secure
communication, but also can easily and efficiently add new group members and revoke malicious group
members. Therefore, it is more efficient, and more practical protocol for P2P networks.
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1. Introduction

The need for security services in P2P network makes the research of security mechanisms become very
urgency and importance. However, absence of centralized control and dynamic membership exacerbate
security problems in P2P networks, and result in that the traditional security mechanisms cannot satisfy the
secure need of the dynamic networks, thus requiring very specialized security services such as access control
mechanisms etc. Recently, some access control mechanisms for P2P networks and Ad-hoc networks have been
proposed [1-10]. But the schemes can only prevent unauthorized member from joining a group, and cannot
revoke misbehaving or malicious members from group. However, a secure access control can not only prevent
unauthorized members from joining a P2P network, accessing the membership resource, but also revoke the
malicious or misbehaving members from P2P network once detected. Otherwise, the security of P2P network
will hardly be guaranteed.

This paper addresses the problem of building a generic security services for P2P networks. We divide a P2P
network into many group, focus on building admission control, authentication control, and revocation control

“ Supported by National Natural Science Foundation of China under Grant (61070164); National Natural Science Foundation of China
under Grant (600773083);Natural Science Foundation of Guangdong Province, China (81510632010000022); Science and Technology
Planning Project of Guangdong Province, China (2010B010600025)

* Corresponding author:
E-mail address: ™ wxmsq@eyou.com; 2 Cf@eyou.com


mailto:wxmsq@eyou.com
mailto:Cf@eyou.com

A Group-oriented Access Control Scheme for P2P Networks 31

for P2P networks. We propose a group-oriented access control scheme in order to provide security services for
P2P networks. The proposed scheme can provide admission control, revocation control, authentication control,
and secure communication etc. Furthermore, the proposed scheme can simply and efficient establish share key
between two members without interactions, therefore it can perform secure communications with them, so it is
a more efficient, and more practical scheme in the environments of dynamic membership and no central-trusted
authority.

The rest of the paper is organized as follows: Section 2 presents the group-oriented access control scheme
for dynamic group. In section 3, the security and properties of the proposed scheme are analyzed. Finally, the
concluding remarks are given.

2. Proposed Scheme

The design idea of the proposed scheme is motivated by [1,14]. The proposed scheme employs polynomial
function as the basic means of constructing member authentication procedure in order to avoid the need for
public key cryptography. The proposed scheme consists of following sections.

2.1. Network model

In order to enhance management, our system model uses group-oriented structure, that is, a P2P network is
classed into a number of groups. In each group, exactly one distinguished member, who is called as the group
head (GH), is responsible for establishing and organizing the group. Group heads have considerably more
trusty, it may be the founding members of P2P network [14]. Group heads can communicate with each other
directly and relay data between two groups; Group members can communicate with its group head directly and
communicate each other directly in the same group. But the members in two different groups cannot directly
communicate in our model.

2.2. Initialization

*

Let p, g be distinct large primes and g|(p-1), g be a generator which is an element ofZ P with an order g (i.e.,

q_
9" =1modpy "h() js a secure one-way hash function. Assuming also GH; denotes a group head for group G;
(i= 1,2,...,m); N,=(ny,...,n,) denotes a set of network members in G;. Each GH; and n; have respectively a pair

=g i mod .y = g
of keys such as (TCHi , yeH; =9 ID) and (71, yi =g mod p). In the initialization phase, let the system
have a trusted dealer (TD). After initialization, TD is no longer needed. TD has also a pair of keys such as

— 97D
(o Y0 =9 mod p ). The initialization includes following several steps:
(1) TD first chooses polynomial

t-1 t-1
cxY)= 3 3 copx®yP modq
a=04=0 (1)
such as @ =% for each *F and c(xy)= c(yx), and then computes and publishes

=qCes
Cap =9 T MOdP g0 fe [0,t-1]. Where °@ -s are the coefficients of c(x,y).
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S = ygP mod p _
(2) TD selects a random number ¢ and computes ' and a secret share polynomial s;= c(x,GH;)

Vi = Eg (£1 8i(x)

for each group head GH;, and encrypts (¢ , Si (X)) such as and sends Vi to each cluster head

GH;. Where st} denote encryption operation with a key i using symmetrical encryption algorithm such as
AES, || stands for the concatenation operation.

S = y%Hi mod p

(3) On receiving Vi , GH; computes and the decryptsvi , and validates them by checking if

¢5i(106) _ ﬁ(eaﬁ)uoe)“(GHi)ﬂ mod p

a=0=0 (2)

If it holds, then each GH; obtains his secret keys (¢, %)) where 'Po

networks. After this, TD is no longer needed.
(4) Each GH; First chooses polynomials fi(x,y) and F;(x)

is the public identifier of P2P

-1 t-1 ap
fi,y)= 2 X bgpx®y” modq

a=0£=0 (3)
Fi(X) = ag +a;X+...+a,4x' ™ modq @

such as " =P8 for each @ B and fitx¥) = iV \where P s and a-s are the coefficients of f,(x,y))and

Fi(X).
TCH;

(5) GH; firstly selects a random number € , and computes A=Y mod p

ROD) ki) =fi(x1D) for each group member, and then encrypts ( ¢ , X  R(D) y qyeh
asQi =Ej (el k() [ /(D))

the group member.

and secret share parameters

, and finally sends Qi to each group member. Where IDijs the public identifier of

2,5 = 6°% mod p 0t—1 7; =g% mod p
(6) GH; computes “# for @A 0t-1] 5y %i for

as P2P network public information.

J€[0.t=1] then publishes these

T.
' i =Y. modp ' .
(7) On receiving Q', each group member computes A CH; , and decrypts Qi and validates (k' (X),

Fi(IDi)y by checking if

y ot j
gF'“D') = _HOZJ-'Di mod p
J:

, ®)

) t-1 t-1 Na B

a=04=0 (6)
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If they hold, then each group member obtains his partial secret share parameters (¢ , ki (%) , Fi(1D7) ).
2.3. Authentication control

The processes of mutual authentication and between group members n; and n; for the same group and
between two group heads are described in the following.

Authentication between group members:

g,lDi,le,l’i,GNi)

(1) The group member n; chooses a random number r; computes A=h(f(ID;,ID;), , then

sends (A, ID;,ID;, GN;, r;) to n;. Where GN; is the public identifier of the group G;.

(2) n; computes 4 =h(f(ID;,1D;), ¢ , ID;, ID;,ri, GN;) and verifies A=4". If it holds, then n; can make sure that
n; is a legitimate member and has established their share session key k= h(¢ ,f(I1D;,1D;)). n; chooses a random
number r;, computes B= h( f(1D;,1D;), &10;, 1D}, 1, 1j, GN;) , then sends (B, ID;,ID;, rj) to n;.

(3) n; computes B'=h(f(ID;,ID;), ** IDi, 105,155 GNi) and verifies B°=B. If it holds, then n; can make sure
that n; is a legitimate member and has established their share session key ki= h(¢, f(ID;,1D;)). They can
securely communicate each other.

Authentication between group heads:

(1) The group head CH; chooses a random number t; computes W=h( CH;, CH;, 4 ,¢(CHi, CHj), t;), and sends
(W,CH, t;) to the group head CH;.

(2) CH; computes /= h(CH;,CH;, 4 ,C(CH;, CHy), t;), and verifies W=, If it holds, then CH; can make sure
that CH; is a legitimate group head and has established their share session key K= h(‘f ,C(CH;,CH))). CH;
chooses a random number t;, computes E= h(CH;,CH;, 4 ,C(CH;, CHy), tj ,t;)), then sends (E, CH;t;, i) to CH;.

(3) CH; computes E’= h(CHi,CH,-,Sz ,C(CH;, CHy), t ,ti), and verifies E=E". If it holds, then CH; can make

sure that CH; is a legitimate member and has established their share session key Kj;= h(‘f ,C(CH;,CHj))). They
can securely communicate each other.

2.4. Admission control

In this section, the admission control is described. If a prospective member wishes to join the group in order
to access the network resources, he must obtain the group head approving admission. The admission control
involves following steps:

(1) A prospective member npe,, broadcasts joining request message containing his public key Vew, the group
name, and timestamps etc. to group head.

- - Jnew =Yool mod p
(2) The group head GH; verifies n.e, the joining request, and computes and the secret

share parameters new(¥)=T(X1Dnew) Fi(1Dnew) for the new member, and encrypts (¢, knew(®)  Fi(IDnew) )

W, =E k X) || F ID, .
new = Epew (& knew() | Frew(IDnew)) , and finally sends Vnewto new member.

Fnew = YG5" mod p

such as,

(3) On receivingW“eW, new group member npe,, computes , decrypts W”eW, and validates

(Knew() | Fi(IDnew) y by checking if
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g I:I (IDHEW) = lllgaj IDr{eW mod p

1=0 W)
-1 t-1 a

new(lDG) =11 Iz )('Dnew) ('DG)ﬁ mod p
a=0 =0 (8)

If they hold, the new member ny,, is added into the group and obtains his partial secret share parameters
(¢, Knew(X) ’ Fi (IDnew) ).

2.5. Revokcaiong control

When GH; detects that some group members have misbhehaving and malicious actions such as providing
poor service etc., then the malicious members will be revoked from the group as following way. Assuming a
group member ng will be revoked.

(1) GH; chooses a random number ¥ , computes y=h() such as Y*F(ID8) and constructs a

polynomial R () using t-1 non-revoked members’ (ID;, F'(lDi)) excluding (IDg , Fi(IDg)) and a point (v y) ,

that is
R (ID;) = (ID;)(i=12...n,i#B) F(IDg)# F(IDg)

(2) GHi; first chooses random numbers ¢ and w; (j=1,2,..., t-1), computes

Ri(wj) . B
g mod p (171,2 ..... t 1), )

a:gf(o)modp] w:§+5modq, (10)

. Fitwj)
and publishes [(#, w;, 9 (=1,...t-1))].

(3) A non-revoked group member N; computes @ by himself (ID;, F'(lDi)) and public information (w;,
Fiwj)
(j=1,...,1)) such as

-ID;
Fi (ID; Fi (wj)( Moy~
G=g 5 )H Di ngz I I—11_I[¢|WJ —w - wi—ID;

:gFi(O)modp (11)

™
Il

—omodq (12)
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So a non-revoked group member can recover the secret key €. However, the revoked group member ng

—__F(© =
cannot compute ° =9 O since his (IDg, Fi(IDg) is excluded from the polynomial F () and does not satisfy

the polynomial () that is

t—1 t=1_ t-1 _
ROD)[ ] YRy [T My ~he
5o 11 IDe-W gi? 1=l VT WiTER D

Therefore, the revoked user ns cannot recover the secret key € , thus he cannot pass authentication with other

non-revoked members since using secret key € in authentication process (see section C). Therefore the group
member ng is revoked from the group.

3. Analysis

3.1. Correctness

F(ID;

Lemma 1. If a polynomial Fi () is constructed using t-1 non-revoked group member's (ID;, )) excluding

(IDB, F|(|DB) ) and a pOint (V 7y) such y# Fi(IDB)’ then |E|(|DB)¢ FI(IDB) ’ 'El(lDl): Fl(lDl)(l :l,2...,n,i * B) .

Proof: According to Lagrange interpolation know:

R(ID;

Given a set of t data points such as (ID;, )) and (v, y), where no two ID; are the same and I # B | the

interpolation polynomial F () the Lagrange form is a linear combination as following

— t t x—ID] x-v t o x—x
FX= Y ROo) 11 —L + !
i=1i=B I=11%i,1-B IDi —IDy IDj =V 71| V—X

then F (ID;))=F,(ID;)(i=12...,n,i #B) F(IDg) Fi(IDg)

3.2. Security Analysis

(1) The authentication control can guarantee that only legal group members can access the group resources.

Each legal group members have secret keys (¢, ki (X)) and can derive the valid authentication message A or B
(see section C). However, an illegal group member will not be able to easily forge a valid authentication

messages since they do not obtain secret keys (¢, ki (X)), thus they cannot pass the authentication between
group members, therefore the illegal group members cannot access the group resources.

(2) The proposed scheme can withstand a forgery attack. Because ¢ and ki(X) are generated by GH;, and
encrypted and transferred to each legal group member, so an illegal group member cannot obtain the secret
keys (¢ ki(x)), thus they cannot generate valid authenticated messages to pass authentication. If a legal group
member leaks secret key ¢ to an illegal group member, then the illegal group member cannot also pass

authentication since he does not know secret key ki) 1f a legal group member n; leaks secret keys

¢ and ki (%) to an illegal group member, the illegal group member must masquerade the legal member n; in order
to pass authentication since the authentication message includes the two authenticated member’s identifier ID;


http://en.wikipedia.org/wiki/Linear_combination
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Ki(IDi) o ki(1D;) (see section C). If the illegal member generates the authentication

or ID; and secret key

message using his identifier, the authentication message is easily detected since . So he only
can masquerade the legal member n; in order to pass authentication. However, any legal member does not want

other member to fake himself, therefore any legal group member cannot leak their secret keys ¢ and ki) g any
illegal group member.

(3) The proposed scheme can resist the reply attack. In our scheme, a random number r; or r; is used one
time when the group members mutually authenticate, so it can resist the reply attack.

(4) The proposed scheme can safely communicate. When a group member passes the authentication
procedure with other member, a shared key kj= h(¢ ,f(ID;ID;))has already established between them. The
shared key between the two members is pair-wise, so it is used to safely communicate between the two
members since the shared key is only know to two members. Moreover, because each shared key is only know
to two members who established it, even if an attacker compromised member knows, he can only know what
the compromised member knows, but not the shared keys between other non-compromised members. Hence,
the security of the entire P2P network is not compromised.

(5) Security of the scheme is based on the discrete logarithm assumption and polynomials as long as the
attacker is no allowed to corrupt more than (t-1) group members in a group. This is because an a attacker who
corrupts at most (t-1) group members can only obtain at most (t-1) share polynomials that are less than a
threshold t.

In other hand, obtaining the secret share of group members from public information (Z"‘ﬂ , ] ) are as
difficult as solving the discrete logarithm problem.

3.3. Performance Analysis

(1) The proposed scheme has features with authenticating group members, adding new group members and
revoking malicious group members (see sections C,D,E).

(2) The proposed scheme only needs to store two keys and a polynomial in each group member no matter
how large the network size is.

(3) The scheme doesn’t require any interaction between group head and group member when a new member
is added and a malicious member is revoked. Three interactions are needed when two group members
accomplish authentication each other.

(4) The computation cost for authentication phase is 4 hash function computations and 2 polynomial
computations. The computation cost for adding a new member phase is 4 hash function computations and 2
polynomial computations; The computation cost for revoking group member phase is t modular exponent
computations for a group head and a modular exponent computation for each group member.

4. Conclusion

This paper proposed a group-oriented access control scheme for P2P networks. The proposed scheme
provides an efficient authentication and secure communication for group members. Member joining or removal
is also simple and quick. Moreover, the proposed scheme also analyzes security and performances and shows
that the scheme is secure and practical for P2P networks.
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