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Abstract: Due to explosive growth of users, increasing energy demand and also the need to improve efficiency and
maintain the stability of the electricity grid, smart grid is the only option available to electrical industry engineers. In
fact, the smart grid is a physical-cyber system that provides coherent and integrated communication, processing and
control functions. The smart grid provides control and management of millions of devices in the electricity industry in a
reliable, scalable, cost-effective, real time and two-sided manner. Given the increasing growth of cyber threats in the
last decade, the need to protect the electricity industry and its critical systems seems essential. The slightest disruption
to the power industry's systems results in disruption to other industries, reduced productivity, and discontent. Hence we
proposed an efficient cloud based architecture to improve smart grid performance. Proposed architecture provides data
security and privacy against different types of cyber threats such as replay attack, modification attack and so on.

Index Terms: Smart grid, cloud computing, security, privacy, cyber threats

1. Introduction

Changes in requirements in the electricity industry such as the need for higher efficiency, network stability,
optimal device management, significant increase in data volume, comprehensive data security, etc. led to the transition
from traditional network to smart grid. In the smart grid, continuous network monitoring is performed intelligently and
in real time, so the slightest disturbance is easily detected and acted upon. In this network, a huge amount of data is
generated, which is done by using cloud computing technology, storage and processing of data in a desirable way [1].
Cloud computing technology with its unique specifications has created great revolution in Information technology [2].
In fact, cloud computing means easy, demand-based network access to a shared repository of processing and
reconfigurable resources such as network, server, storage space, applications and services [3]. Another noticeable
advantage of cloud computing technology is virtualization. It can be implemented at different levels of the network,
operating system, etc., and while increasing productivity, reduces costs by reducing hardware dependence [4]. There are
multidirectional and two-way communications in the smart grid between different devices. It makes responsiveness,
which is one of the most substantial requirements of the smart grid, achieved. Another outstanding requirement of smart
power grid is high accessibility, which is provided by cloud computing technology. It is important to protect data
against cyber threats. Some of these threats are as follows:

e Impersonation: when an adversary presents him/herself as an authorized user.
e Data modification: adversary aims to change data, as a result data integrity is violated and wrong decisions
will be made.

e Disclosure of data: adversary can access to data that usually are not able to access. It means disclosure of data
to unauthorized users [5].
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Generally, our common threats in this field can be divided into two categories:

e Internal threats from cloud service providers.
e External threats from hackers and adversaries.

It is necessary to meet several requirements to prevent the occurrence of these threats. Some of the most vital
requirements are as follows:

Providing efficient authentication service
Data integrity

Providing confidentiality service
Providing access for legitimate users
Users anonymity when using the platform

The rest of this paper is organized as follows: Section 2 provides a brief overview of related works including
introduction and analysis. Section 3 describes principals of proposed scheme; Section 4 describes proposed scheme.
Sections 5 and 6 represent security and performance analysis respectively. Finally, section 7 concludes the paper.

2. Related Works

In this section, top related works will be introduced and analyzed. Fang et al. Proposed a scheme to use cloud
computing technology in smart grids [6]. In their method, the application of various features of cloud computing
technology such as cloud storage, virtual machines were investigated in a detailed and analytical manner in the smart
grid. The security of cloud computing technology was also examined in the above method. In this paper, the application
of different areas of cloud computing technology is reviewed in smart grid and finally, cloud security is briefly
investigated. No precise framework has been proposed to enhance the security of the smart grid and issues were
surveyed generally. Demir et al. Have utilized cloud computing technology to improve the security of the smart grid [7].
They specifically concentrated on distributed denial of service attack and counteracting it. In this regard, they have
proposed two techniques. There is no comprehensive approach to enhance smart grid security using cloud computing
technology in this paper and it focuses only on countering a specific attack. Abdul Rahman et al. examined security
challenges of smart grid [8]. They classified and analyzed identified challenges based on threat sources carefully. At the
end, they proposed a framework for achieving more security in the smart grid. The proposed framework is very general
and vague and needs to be focused on particular domains of smart grid. In fact, the authors did not provide a specific
solution and technique. Shrestha et al. proposed a methodology called Smart Grid Security Classification (SGSC)
developed for complex systems such as the smart grid, focusing on the specifics of Advanced Metering Infrastructure
(AMI) systems [9]. They covered risk analysis methods, security criteria and protection mechanism in their
methodology. In this scheme, a system is assigned to a security class based on factors like protection mechanism which
is implemented. Their methodology does not support automatic computation of scores and multi-metrics approach.

3. Principals of Proposed Scheme

In this section, principals of proposed scheme will be investigated.
3.1 Architecture of Cloud based Smart Grid

In this section, architecture of our private cloud based smart grid is depicted. Security is a crucial factor to apply
private cloud. The data stream in the proposed architecture is transmitted through optical fiber infrastructure, which, in
addition to high reliability, also ensures high transmission speed. It should be noted that in Figure 1 straight and two-
way lines represent the flow of information and lines have a curvature and one direction represent the electricity.

3.2 Storage in Cloud based Architecture

In smart grid, there is exponential growth of data from different sources such as transmission network, distribution
network, smart meters and so on. Also this huge amount of data must be processed and analyzed quickly. Without the
use of cloud computing technology, such tasks are very difficult and slow to perform. Utilizing cloud computing
technology provides unlimited storage space. Also, powerful servers in the cloud environment can process and analyze
this huge amount of data quickly, and as a result, real-time control of various devices in different environments is easily
possible. Another important advantage of cloud storage is its high fault tolerance due to server redundancy. Cloud
storage ensures data security through integrated management and backup in different locations [10]. For example,
dispatching centers at different levels can back up and manage their data on different servers. In this scenario, if a center
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encounters cyber-attacks, it can simply start working with the backed up data after repelling the attack. In short, cloud
storage is intelligent, automated and distributed which is a wonderful development.
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Fig. 1. Architecture of private cloud based smart grid

3.3 Virtualization in cloud-based architecture

The use of virtualization technology at different levels of the network, operating system and virtual machines for
different smart grid systems leads to increased efficiency and a significant reduction in costs by reducing hardware
dependence. In the last decade, virtualization has been increasingly adopted by organizations and companies as a
reliable way to reduce costs [11]. For example, China Shenzhen Power Supply Company was able to set up 60 virtual
servers with only 4 physical servers in 2009 by virtualization technology and reduced its energy consumption by up to
90% [12].

3.4 Security in cloud-based architecture

Integrated cloud computing management is one of the key factors in providing data security. Cloud computing
technology also dramatically improves time factor in disaster recovery scenarios. The reason for this improvement is
cloud computing features such as high availability, high reliability and distribution [13].

3.5 Basics of cryptography

Due to use of elliptic curve cryptosystem, in this section we will provide a brief description of this method. The
elliptic curve cryptosystem, developed independently in 1985 by Neil Koblitz [14] and Victor Miller [15], and now it is
an integral part of modern cryptography. Since its presentation, a lot of research has been done in this regard and all of
which prove its high computational efficiency. The smaller key size feature for the elliptic curve cryptosystem has
advantages such as high speed and optimal power consumption, bandwidth and storage space. In addition to these
advantages, there is a high level of security for this method compared to other asymmetric cryptographic methods. In an
elliptic curve cryptosystem (based on discrete logarithm problem on elliptic curve), a 160-bit key is capable of
providing security equivalent to a 1024-bit key in the RSA cryptosystem (based on integer factorization problem) [16].
The sum of these features has led us to use this superior encryption technique in scenarios where we need to create
higher security. Therefore, it is the best option for providing security in smart grid based on cloud computing
technology. In addition, with its standardization, it is also used in many commercial products today.

The security of an elliptic curve cryptosystem depends on the difficulty of solving elliptic curve discrete logarithm
problem (ECDLP), which is defined as: If P and Q are points on an elliptic curve and have relation (Q = nP), Then,
knowing the two points P and Q, it is very difficult to find the value of n in practice. An important point about the
elliptic curve discrete logarithm problem is that there is no direct relation to its calculation and only trial and error must
be applied to solve it. As a result, the security of cryptographic systems based on elliptic curves is in the absence of a
direct relationship to calculate the elliptic curve discrete logarithm problem. Another salient issue that needs to be
mentioned in this section is the Computational Diffie-Hellmann Problem (CDHP), which is defined as: If we have (P,
aP, bP) then it is very difficult to calculate (abP). It will be used to prove the security of the proposed scheme. The
symbols used in the proposed security framework are given in Table 1.
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Table 1. Symbols

1Dy User ldentity AKy =8.2y Authentication Key
PWy User Password Zy = PWy.P Password Verifier
S Server Private Key TIDy User Dynamic Identity
Q=S.P Server Public Key P Base Point
I Concatenation Operator H() Hash Function
Ny, Ny Random Numbers Eax() Symmetric Encryption Function

4. Proposed Scheme

In this section, a cloud security framework based on the elliptic curve cryptosystem will be presented to protect
data security and privacy in the smart grid.

4.1 Registration Phase

At this stage, the user registers through a secure channel. Note that this step is done only once, while the
authentication step can be repeated many times. After the successful completion of this stage, the next stage, i.e.
authentication, can take place. The details of this step are as follows:

1. User sends its identity and password verifier to authentication server through secure channel.

2. The server verifies the user's submitted identity and, if such an identity is available in its database, rejects the
registration request. The server informs user that the registration operation must be performed with a unique and non-
repetitive identity. In this way, identity management operation is performed properly. If the identity sent by the user is
not duplicated, the server generates the authentication key as AKy = S.Zy. In addition, the user's identity along with the
password verifier and status bit are stored in a table called User table.

3. The server then sends the authentication key to the user.

The status bit represents the user status. That is, if the user is logged in, the status bit will be equal to one.
Otherwise its value is zero. An example of a user table is given in Table 2.

Table 2. Users Table

Identity Password Verifier Status Bit
1D, Z,=PW,.P 0/1
|Dﬂ Zﬂ = PW/;P 0/1
1D, Z, = PW,.P 0/1

4.2 Mutual Authentication and Session Key Agreement

Whenever a user wants to use cloud resources, he/she has to authenticate him/herself to the server through the
following steps. Of course, the user can also authenticate the server, i.e. the authentication process is two-way.

1. The user logs in with username and password then generates a random number n; and calculates R = n;.Q and
also M = n;.PW,.P. Next user generates dynamic identity to protect real identity as follows: TIDy = IDy @ H (AKy |
R). User sends L; = (TIDy, Eak (R, M), H (TIDy, Eax (R, M))) to the server.

2. After receiving Ly, authentication server computes H™ (TIDy, Eax (R, M)) then examines H = H" for detecting
modification attack. If these two values are equal, the occurrence of the modification attack is eliminated, but if these
they are different, the modification attack occurs and the authentication server cancels this session at this stage.
Canceling the session and rejecting the authentication request will prevent denial of service attack. If the attack is not
detected, the authentication server obtains R and M by decryption. It is important to note that by performing the
decryption operation, the user identity is confirmed for the server since the contact is the same user who was provided
with the authentication key during the registration process and he/she was able to encrypt his desired parameters. In the
same step, the authentication server determines the main identity of the user based on the dynamic identity as follows:
IDy = TIDy @ H (AKy I R). After obtaining the original identity, validates it through the identities in the users table.
Now the authentication server generates n, and calculates N = n,.Q. finally, the authentication server sends L, = ((M+N),
H (M)) to the user.

3. After receiving L,, user calculates N from M+N-M then computes H (N) and examines H = H” to detect
modification attack. If they are not equal, current session will be aborted hence denial of service attack is eliminated.
User generates L; = (TIDy, H (M I N)) and session key as follows: SK = n;.PWy.N = ni.PW.n,.S.P = n..n,.S.P.PWy,.

4. After receiving Ls, authentication server calculates H™ (M I N) and then compares it by received H (M I N) for
detecting modification attack. If they are not equal, current session will be aborted thus denial of service attack is
eliminated. Now authentication server generates session key as follows: SK = n,.S.M = n,.S.n;.PW.P = ny.n,.S.P.PW,,.
It is important to note that session key changes in each session. Each key is valid only for that particular session. After
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agreeing on a session key, both parties use this key to encrypt sent messages and have a secure connection. After
successful authentication, users request required data.

4.3 Password Change Phase

Enabling users to change their password ensures a high level of security and user friendliness of the proposed
scheme. It is better to design the password change phase without interfering with the remote authentication server to
have high efficiency and security. In the proposed scheme, after selecting a new password and calculating the verifier
for it, user sends only the password verifier to the authentication server. Note that communication channel is secure.
The steps of this phase are as follows.

1. User sends his/her identity and password verifier with a password change request to the authentication server.

2. After verifying the received identity, if user is a legitimate one, authentication server calculates H (IDy I SK)
and sends it to user.

3. User calculates H™ (IDy I SK) and compares it by H (IDy I SK). If they are equal, then computes password
verifier for it as follows: Z'y = PW"y.P. User sends this password verifier to the authentication server to replace old
password verifier. Finally, a new authentication key will be generated by authentication server.

4.4 User Eviction Phase

It is possible to expel the offending users by the authentication server in the proposed scheme. For this purpose,
the authentication server must remove the row related to users from the users table. If fired users attempt to log in, they
will fail. The reason is that identity management will be conducted in the second step of the mutual authentication and
session key agreement phase. Hence authentication server will understand these identities do not exist in the users table.
As a result, dismissed users cannot login to our cloud based platform.

5. Security Analysis

In this section, security features of our cloud based platform will be investigated.
5.1 Modification Attack Resistance

A collision-free one-way hash function has been used to avoid a modification attack. If the enemy sends a
modified message, the recipient simply detects the change by examining the values of the two hash functions.

5.2 Replay Attack Resistance

The proposed scheme uses a random number mechanism to prevent a replay attack. It is very difficult for the
enemy to guess the values of random numbers, because they are updated and changed in each session and every time. In
fact, they are one-time random numbers.

5.3 Password Guessing Attack Resistance

This attack is one of the most prevalent attacks on password-based authentication schemes [17]. One of the
reasons could be the tendency of users to choose a weak password, which is also very easy to guess for hostile people.
In the proposed scheme, what is used by the server and stored in the users table is not a password but a password
verifier. Extracting a password from its verifier is equivalent to solving a discrete logarithm problem on an elliptic curve,
which is very difficult in practice and takes thousands of years with current computing systems [18].

5.4 Stolen Verifier Attack Resistance

Our cloud based architecture is robust against stolen verifier attack since server does not store any secret table or
any pre-shared secret key. Hence adversaries cannot obtain any valuable information through this attack.

5.5 Server Spoofing Attack Resistance

Our cloud based architecture provides mutual authentication for both participants. User authenticates the server
and server can authenticate the user. In more detail, the adversary does not know the value of the server private key.
Therefore, authentication key cannot be obtained. Not having an authentication key means not being able to decrypt and
obtain R and M in the second step of the mutual authentication and session key agreement phase. Also, in the absence
of authentication key, it is not possible to calculate the real identity of the mobile user (IDy).

5.6 Insider Attack Resistance

A client CL may register with servers S;, S, and so on using a common password pw and the identity id for
convenience. if the privileged-insider U; of S; has the knowledge of CL’s pw and id, then U; may try to access other
servers S,, Sz and so on by using the same pw and id. In our cloud based architecture, the authentication server only
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stores password verifier and extraction of password is very complicated due to hardness of elliptic curve discrete
logarithm problem (ECDLP).

5.7 Known Session Specific Temporary Information Attack Resistance

The attack states that if temporary and secret information of a particular session is disclosed, the security of the
session key will be compromised. In the proposed scheme, if random numbers are disclosed, the session key will not be
exposed, because in the generation of the session key, other components such as the user password and the server
private key have been used that the enemy does not know. On the other hand, to calculate the session key, the enemy
must calculate the PW.S.P from the pair (PWy.P, S.P), which is equivalent to solving the computational Diffie-
Hellman problem. As mentioned before in the section basics of cryptography, solving this problem is very difficult in
practice.

6. Performance Analysis

In this section, performance features of our proposed cloud based architecture will be presented.
6.1 No Clock Synchronization Problem

Many of the proposed authentication schemes use the time stamp mechanism to prevent replay attacks. However,
it should be noted that the time stamp mechanism has a high operating overhead in distributed systems [19]. In order to
avoid this high operating overhead and also the user-friendliness of the proposed scheme, random numbers have been
used in the proposed cloud based architecture.

6.2 Low Bandwidth

The proposed scheme is implemented using an elliptic curve cryptosystem, which has the shortest key length
among all types of asymmetric encryption methods. In addition to having high speed, it leads to use less bandwidth. In
addition, in part of the proposed platform, symmetric cryptography is used. It is important to note that in this case, the
encrypted text is generated with a smaller number of bits. As a result, messages exchanged in this way are shorter in
length and therefore have lower bandwidth requirements and communication costs.

6.3 ldentity Management

In the registration phase of our proposed scheme, non-repetition of the sent identity will be checked. Also in the
second step of the mutual authentication and session key agreement phase, the calculated identity is validated from the
dynamic identity. In this way, the identity management operation is best supported by the proposed architecture.

6.4 User Anonymity

User anonymity means protection of privacy and is raised in front of the public, not the relevant server [20]. This
is because the server must identify and authenticate the user in order to provide audit services and operations. Our
proposed cloud based platform satisfies user anonymity, because in the registration and password change phases that
real identity transmits, the channel is secure. Also in the mutual authentication and session key agreement phase that
channel is not secure, dynamic identity transmits instead of transmission real identity.

6.5 Scalable and Fast

Using an independent authentication center makes our scheme scalable, in which case there will be no additional
processing on the server. Also, using elliptic curve cryptosystem, which has a high speed due to its smaller key size, has
made the proposed scheme fast and user-friendly.

6.6 Session Key Agreement

In our proposed cloud based platform, a session key is generated which uses random numbers. This session key
provides secure communications over open channels by encrypting the exchanged messages and ease of operation.

6.7 Password Change Phase

Our proposed scheme supports Password change operation, hence this platform is more secure
than other proposed platforms. In addition, the user can change password without any intervention from authentication
server. This property brings high security and user friendliness for our proposed cloud based architecture.

7. Conclusion

In this paper, an efficient architecture based on cloud computing technology is presented to improve security in the
smart grid. For reasons such as significant growth of subscribers, increasing energy demand and also the need to
increase productivity and maintain the stability of the electricity grid, today the smart grid is the only way to properly
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manage the power grid. The proposed architecture with the benefit of the features of cloud computing technology, while
having high efficiency, is able to provide security and privacy of data against various types of cyber-attacks such as
replay attack, modification attack, etc. In the proposed architecture, an elliptic curve cryptosystem is used, which in
addition to ensuring more security, has a smaller key length and consumes less bandwidth. Security and performance
analysis confirms the claim that while ensuring high performance, the security of the proposed architecture is excellent
and resistant to various cyber-attacks. In future, we aim to research about secure storage and integrity of smart grid data
using cloud computing technology.
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